YuyebHbiMt KypC:

KUBEPTIPECTYMHOCTD

LA, GaKTbl, NPOTMBOAGIACTBHE

C MOSHMEHOCHBIM PA3BUTHEM MHDOPMALMOHHBIX TEXHONOMMM, KONMYECTBO MPECTYMNEHU
NPOTUB COBPEMEHHOIO BU3HECA PACTET B reOMeTpHUYecKoi nporpeccun. PoiHok knbep-
npectynHoctu 8 2012 rogy coctasmn 12 mnpa. aonnapoe. 10 He NOTEHUMANbHLIN Yepb,
3TO LE€HbIMM, KOTOPbIE 3MI0YMbILLNIEHHUKM MOXUTUIIM Y KOMMAHWIM M OBbIYHBIX MOMb30OBATENEN.
Ins npaBunbHOM oueHKM pUCKOB MHPOPMALMOHHON BE30MACHOCTH HYXHO 3HATb B NIULLO
TEX, KTO CTOMUT MO Ty CTOPOHY 3AKOHQ.

B MmacTtep-knacce 6yayT oceelleHbl CreayoLme Tembl:

* Yro Takoe coBpemeHHas KubepnpecTynHoCTb?

* KTo CTOMT 30 XQKepPCKMMM QTAKAMM, B3NOMAMM U XULLLEHUSIMU fieHer?

[Nprmepsbl B NULAX.

* Kak nponcxoamnu camble rpoMkne paccnefoBaHms?

* KakoBbl peanbHble MOTMBbI AENCTBMIA 310YMbILLEHHWKOB?

* Kak ycTpoeH pbiHOK KWBEPNPECTYNHOCTH, KyAd OH PA3BMBAETCS M K YEMY HYXHO ObiTh
roTOBbIMW BIIGAENbLAM COBPEMEHHOro busHeca?

Bbl yaHaeTe 0 20% npoueHTax arak, kotopbie npeactasnsior 80% onacHoctn ans

Y '

BALIEero busHeca.

Bce 310 NpocTbiM 913bIKOM OT PYKOBOAMUTENS OPraHM3dLmm, kotopas ydacteyeT B /0%
pACCcnenoBaHMM BbICOKOTEXHONOTUYHBLIX NpecTynnennit B CHI. Bbl yaHaeTe o Tom, noyemy
HENb3s [OBEPATb TENEPOHY, O TOM, YTO TOKOE TEHEBOW MHTEPHET U MHOTO APYIUX MHTE-
PECHbIX TEM, CBSI3OHHbBIX C COBPEMEHHBIMU KOMIMBIOTEPHBIMU MPECTYMNEHNUSIMM.

Benywuit mactep-knacca: Caykos Mnbs, renepanbhbiit aupektop Group-1B, eayuiei poccuitckoit
KOMMEPYECKOM OPraHM3aLmMu No NPefoTBPALLEHMIO M PACCNEAOBAHMIO KbepnpecTynneHui

CaukoB Unba KoHctanTuHOBUY

Okonunn MITY umenn H. 3. baymaHa, dakynsteT MHGOPMATHKM M CUCTEM YNPABNEHMS,
kadpeapa MHPOPMALMOHHOM Be30MacHOCTH.

Ocnosarens Group-IB, poccuitckoro nMaepa peiHKa pacciefoBaHUs KOMMBIOTEPHBIX MPECTYMIEHUH,
naypeata «[1pemun Pyneta 2013». Bosrnasnset komnanuio ¢ 2003 roaa.

SIBNSIETCSA YNEHOM CNeayIoWMX MEXAYHAPOAHbIX ACCOLMALMIA: ACCOLMALMA KOMMBIOTEPHON KPUMUHAIUCTUKM
nHopmaumonHbix cuctem ([ISFA), Accoumaums ceptudmrumposarHbix cneuranictos no Gopsbe

c mowenHnuecteom (ACFE), MexayHapoaroro npoekta HoneynetProject. YUnen skcneptHoro coseta
npemun 3YBP, Accoupaumu npodpeccronanos s obnactu nidopmaunortoi besonacHocti RISSPA u
Komwureta no kubepnpectynrnoct PASK.

YneH akcnepTHbIx koMuTeToB locynapcreeHHoit aymel PO, Coseta Esponsl 1 OBCE 8 o6nactu kubepnpe-
crynHoctn. B 2010 rogy cran nepsbiM pocCHitCKUM NIAYPEATOM MPEMUM MEXAYHAPOAHOM KOHpEPEHLMM
DigitalCrimesConsortium 3a Bknaa B MeXayHApOAHbIH 06MEH OMLITOM B 061ACTH KOMMLIOTEPHOM
KPUMMHOSIUCTUKM.

Ynen Paboueit rpynnbi npu SKC lMup-Llentpa no mexayHapoaHoi MHPOpMALMOHHOH 6e30MACHOCTH

v rmobanbHoMy ynpasneruio Mutepretom ¢ 2012 roga.

MmetoTcs BnarogapHOCTM Kak OT KoMMepueckux 3akasumkos (Ansda-bank, C6epbark, MTC, Microsoft
M T.4.), Tak 1 rocyaapcTaeHHbix opranmaaumit (ML PO, MB, BCTM v 1.4.)



