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Just-in-Time Static
Analysis

We present the concept of Just-In-Time (JIT) static analysis that interleaves code
development and bug fixing in an integrated development environment. Unlike
traditional static analysis tools, a JIT analysis tool presents warnings to code de-
velopers over time, providing the most relevant results quickly and computing less
relevant results incrementally later. This talk outlines general guidelines for de-
signing JIT analyses.

We also present a general recipe for turning static data-flow analyses into JIT
analyses through a concept of layered analysis execution illustrated through Chee-
tah, a JIT taint analysis for Android applications.

Our evaluation of Cheetah on real-world applications and our user study show that
JIT analyses are able to present those warnings that are of importance to the code
developers just-in-time, allowing them to start fixing problems immediately, with-
out losing their context. Furthermore, study participants consistently reported
higher satisfaction levels with our JIT analysis, compared to its traditional counter-
part.
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