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Hacker attack

Hacker fakes German minister's
fingerprints using photos of her hands

Jan Krissler used high resolution photos, including one from a
government press office, to successfully recreate the fingerprints
of Germany's defence minister
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RO CYBERNEWS

Fraudsters Used Al to Mimic

CEO’s Voice in Unusual Cybercrime Case

Scams using artificial inteflige are a new ¢ f

A The hacker used commercial Photograph: A. T. Wiltett / Alamy/Alamy
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It’s an old cliché of security researchers: fingerprints might appear more
secure than passwords. But if your password gets stolen, you can change it to
a new one; what happens when your fingerprint gets copied?

Page 2

Samsung R&D Institute Russia



Samsung Confidential

Current status

Capacitive fingerprint sensor of Samsung Galaxy A series has Ultrasonic fingerprint sensor of
Samsung Galaxy S10e on-screen optical sensor Samsung Galaxy Note 10
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Requirements

 Reading of papers
« Dataset collection
« Python

« PyTorch

Samsung R&D Institute Russia Page 4



Samsung Confidential

Possible tasks

« Implementation of NNs architectures (training, testing, error analysis)
« Research of NNs for generation of artificial datasets

* Implementation of custom layers

« Performance analysis: accuracy, time, memory
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Contacts

Alexey Gavron

T. +7 (495) 797-2500 ext 3719

M: +7 (917) 584-9715

E: a.gavron@samsung.com

A: Office 1500, 12, bldg.1, Dvintsev st.,
Moscow, 127018, Russia
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