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1. HABHAYEHUE ITPOI'PAMMBI

OyHKIMOHATBHBIM ~ Ha3HauYe€HUEM  pa3padaThiBaeéMOl  MPOrpaMMBI  SIBISICTCSI  TEHEpaIlus
MICEB/IOCITYYalHBIX MMOCIEN0BATEIBHOCTEN HATyPAIBHBIX YACEI C BO3MOXHOCTBIO YKa3aHUs KOJIMYECTBA U
JMana3oHa reHepUpyEeMBbIX YHCell, a TAK)Ke TeHEepalus ICeBI0CTYYaiHbIX MOCIEA0BAaTENFHOCTEH OUT.

[IporpamMmMa MOXeT OBITH UCTIOIB30BaHA B JIFOOBIX LIEJISAX, KOTOPbIE TPEOYIOT TreHepalui paBHOMEPHO
paclpeeNIeHHbIX  ICEBIOCIyYalHBIX  IOCIEIOBAaTEIBHOCTEW  4YHCEd  WIM  ICEBAOCITYYalHbIX
MocyieIoBaTelbHOCTE OUT, B YAaCTHOCTHU, B KPUNTOrpaQUuUecKux LEesaX: A TEeHepalud KIroden
g poBaHus, s TEHEpPAIUK CIYYalHBIX MMapoJiei, Uisi TeHepalliu TOKEHOB J0CTyma. Takum o0pa3oM,
IporpaMma IO3BOJISIET T€HEPUPOBATh IICEBIOCIYYalHbIE IOCIEAOBATEIBHOCTA JUIsl TAKUX LEJIEH, B
KOTOPOU SIBJISETCS KPUTUYECKON BO3MOKHOCTD IPEJACKA3aHUS CICAYIOIIUX 2JIEMEHTOB IICEBIOCIYYaiHON
ITOCJIEI0BATEILHOCTH HAa OCHOBE MPEABIYIINX

@yHKIUU TPOTrPaMMBI:

1. IIporpamma mO3BOJISIET I'€HEPUPOBATH IOCIEAOBATEIIBHOCTH PABHOMEPHO paCIpEACIICHHBIX
IICEBJOCTYYaiHBIX YHCE.

1.1. Bo3MoxHO 3amaTh MPOMEXKYTOK, Ha KOTOPOM OYyIyT pPaBHOMEPHO pacmpeaeiieHbl
reHEpUpPyEMBIE YHCIA.

1.2. IIporpamMma Mmo3BoJISeT FreHepUpPOBATh YKCIa B MpoMesxkyTke oT 0 10 23%- 1.

2. Tlporpamma mo3BoOJIsieT FTeHEPHPOBATH IICEBIOCTYYaHbIE TOCIEI0BATEILHOCTH OUT.

3. Ilporpamma Mmo3BOJSI€T UHUIMAIM3UPOBATH MCEBAOCITYUYaHbIM T'€HEPATOP KaK OT SHTPONUU
YCTpOICTBa, TaK U OT LeNbIX unces ot 0 10 2°2 - 1 (B TakoM cilydae KaxIblii pa3 TeHepupyeTcs
OJIMHAKOBAsl OCIIE0BATEIBHOCTD).

4. Ilporpamma 1o3BOJSIET BEIBOAUTH T€HEPUPYEMYIO IIOCIEA0BATENBHOCTD KaK B KOHCOJIb, TaK U B
Gariin.

5. IlpucytcTByeT peXUM TECTUPOBAHUS, NO3BOJISIONIMN HEMPEPBHIBHO BBIBOJUTH T€HEPUPYEMYIO
IIOCJIEI0BATEIBLHOCTH 10 BHEIIHETO 3aBEPILICHMS IIPOLECCa.

6. Ilporpamma 3amyckaeTcsl 4epe3 KOHCOJIb M MO3BOJISET 3a/1aBaTh Yepe3 apryMEHThl KOMaHIHON
CTPOKH MapaMeTpbl F€HEpaluy ICEBAOCIYYaHBIX TOCIEI0BATEIBHOCTEM.

6.1. Tun reHepupyeMbIX 3HaUEHUH — YHCIIa WK OUTHI.

6.2. IIpu reHepanuu 4rces — MPOMEKYTOK, TI0O KOTOPOMY OyIyT paBHOMEPHO pacHlpeeIeHBI
reHEpUpPyEMBIE YHCTIA.

6.3. JlninHa reHepupyeMoil mocae0BaTeIbHOCTH. sl reHepanuy Yucea — KOJIMYEeCTBO YUCE,
KOTOpBIE OYyIyT CreHepHpoBaHBI. J[JIs1 TeHepaluu IOCIeI0BaTeIbHOCTeH OUT — JUIMHA
TICEBIOCITYYaiHOM TIOCIIEIOBATEIFHOCTH B OalTax.

6.4. ®opmaT BBIXOJIHBIX JTAHHBIX — BBIBOJ] TIOCIICIOBATEIIHHOCTH B KOHCOJIb WJIH B (haidJl.

6.5. ma BeIXoqHOTO (haiina (B cirydae reHepaly mociae10BaTeIbHOCTH B (hail).

6.6. Ununmanuzamust 1mceBIOCIy4alHOrO Te€HEepaTopa HEKOTOPHIM YMCIOM WM CIyYalHOMN
SHTPOIMEH, ITOTYUYEHHOHN OT YCTPOMCTBA, HA KOTOPOM IIPOUCXOAUT 3aIlyCK.

6.7. Taxke TPUCYTCTBYET OIIHUs TECTUPOBAHUS, NMPH HAIWYUU KOTOPOW TeHeparop Oyjaer
HETPEPHIBHO BHIBOJUTH MOCJIECAOBATENFHOCTh OMT B KOHCOJb 10 BHEIIHErO 3aBEPIICHHS
mporecca.

7. B citydae BBOJa HEKOPPEKTHBIX ITapaMETPOB 4epe3 apryMEHThl KOMaHIHOM CTPOKU B KOHCOJIb
BBIBOJIUTCSL MH(OpPMAIIMSA O TOM, B KAKOM BHJIE 33/1al0TCsI MTapaMeTphl, IporpaMmma 3aBepuiaeT
CBO€ BBIIIOJIHEHUE.

8. Ilpm renepanuu 3Ha4YeHHH B (Daily1 mporpaMMa MPOBEPSIET AOCTYITHOE MECTO Ha aAucke. Ecim
MecTa Ha JIUCKE HEeJOCTATOYHO, B KOHCOJIb BBIBOJUTCS OIMIMOKA, MpOrpaMMa 3aBepIlaeT CBOE
BBIITOJIHEHHE.

9. Tlpu BO3HUKHOBEHUH OIIMOOK, CBI3aHHBIX C ITOJIy4€HHUEM SHTPOIUHU OT YCTPOUCTBA, B KOHCOJIb
BBIBOJMTCS KpaTkasi nHGopmMarus o0 omuoKe, mporpaMMa 3aBepIaeT CBOE BBHITIOJTHCHHE.

H3m. JIuct Ne mokym. IMon. Jara
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2. YCJIOBUS BBIIIOJIHEHUSA ITPOTI'PAMMBbI

2.1. TpeOoBaHus K cOCTaBY H NapaMeTpaM TeXHUYECKHUX CPeICTB

PexomeHnyeMble MUHUMAaJIbHbBIE TapaMeTpbl YCTPOMCTBA A CTaOMIBHOTO (DYHKIIMOHUPOBAHHS
[IPOrpaMMBI:

— Pentium-coBmecTumsIil mporeccop ¢ yactoroi 233 MHz;
— 64 Mb onepaTuBHOI NamsTH;

— 1,5 T'B cBoOOIHOIO MecTa Ha JUCKE;

— KJIaBUATypa;

— BHAeoamanTep U MOHUTOD ¢ pasperieHrnemM Super VGA (800 x 600).

Munumanbabie TpeboBanus K I10 mis ctabmibHOro (yHKIIMOHUPOBAHUS TIPOTPAMMBI:
— omnepanuonHas cuctema Windows (Bepcuu XP u crapie).

2.2. TpeOoBaHus K KBATH(PUKALUH ONIEpPaTOpPa

[Tonp30BaTens mporpamMMbl J0JDKEH 00siagaTh 0a30BBIMH HABBIKAMU PabOTHI C MEPCOHATIBHBIM
KOMIIBIOTEPOM, & TAK)KE ¢ KOHCOJIbHBIMU IIPUTIOKEHUSMHU.

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 34 01-1

HNus. Ne nmo. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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3. BBIIOJIHEHHUE ITPOI'PAMMBbI
3.1. KoHcoJbHasi yTHJINTA

3.1.1. 3anyck nporpaMmmbl

st 6a30BOTO 3amycKa YTWIMTHI JOCTATOYHO 3aIlyCTHTh WCHOJHSIEMbIH (paiiin yepe3 KOMaHIHYIO

\SecureGenerator\x64\Release>secure- generator.exe

709543613

Pucynox 1. 3anyck ymunumol 2enepayuu 6 pexcume KOMAHOHOU CIMPOKU

3.1.2. Hcnouab3o0BaHue ONMIUIT POrpaMMbl

3amyck reHepaTopa yepe3 KOMaHIHYI0 CTPOKY MPOUCXOIUT CIEAYIOIUM 00pa3oM:
secure-generator.exe [onyuu] <napamempuor>

3.1.2.1. I'enepanust 6uT

Hcnonp3ys onmuro --bits, MOXKHO Te€HEpUpPOBATh MOCIEIOBATEILHOCTH ICEBAOCTYYailHBIX OWUT.
OTKpBITB OMHApHBIN Q)aI/m MoxHO npu oMoy Hex Editor Neo

53 Hex Editor Meo

File Edit Wiew Select Operations Bookmarks NTFS Streams  Tools  History  Window  Help

83 BEAL N FBEEARI LN B
AP [ cutput.bin Hi_stcbr_l,r

oocooooo | 0o 01 02 03 04 05 06 g | & |la,
M'\.‘b_‘r l.
oooooooo | [28823386] 00101101 10101001 11001111 11100100 11001111 10111000 10001101
oy
00000010
00000020 -{Z% Open

Pucynox 2. I'enepayus 6umogvix nceooCiyyaiinblx OaHHbIX

3.1.2.2. 3apaHue rpaHuL AUANIA30HA TeHEPUPYEMBbIX YHCeJ

OHI_II/II/I --min ¥ --Mmax IO03BOJAIOT 3agaBaTb MHMHHMAJIbHOC W MaKCHMaJIbHOC 3HA4YCHUC
TrCHCPUPYCMBIX YHUCCIIL. HpI/I HX UCIIOJIB30BAHNH YK CJia JOJDKHBI HAXOAUTHCA B 3a JAHHOM IIPOMCIKYTKC.

»secure-generator.exe --length 18 --min 1 --max 186

B

Pucynok 3. I'enepayus yucen 6 3a0anHom npomedicymee

3.1.2.3. 3apanue JJMHBI TeHEPUPYEMOH IOCJIeJ0BATEJIbHOCTH
C wucnomp3oBaHuMeM onmuu  --length <mmmHa> MOXHO 3amaTh JJIMHY TEHEPHPYEMOM

MOCJIeIOBATEIbHOCTH TICEBIOCTYYalHbIX ducesl (B Clay4yae HCIONb30BaHUS ONIMU --bits 3amaeTcs
KOJIMYECTBO T€HEPUPYEMBIX OaMiT).

H3m. JIuct Ne mokym. IMon. Jara
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Pucynox 4. I'enepayus nociedogamensHOCmu u3 HeCKOALKUX NCEBO0CTYHANHBIX HlCeN

3.1.2.4. 'enepanus B (aiia
[Ipu ucnonb3oBanum onuuu --file <ums™> B Manke ¢ UCHOIHAEMBIM (ailyIoM TOIDKEH MOSBISATHCS
dbaiin <ums>, conepmamnn CFeHepI/IPOBaHHYIO HOCJ‘IC,Z[OBaTeJ'IBHOCTI)

| outputibct - Bnoknot = | *

®aiin lNpaska Popmar Bug Cnpaska
13?18‘4531?3 3533944218

Pucynok 2. I'enepayus 3nauenuil 6 ghaiin

3.1.2.5.Aannuaau3anms reHepaTopa oT SJHTPONMH YCTPOMCTBA M OT LEJIOT0 YUCJIa
[Tpu uHMIManu3anuu reHepaTopa 6e3 onuuu --seed IPOUCXOIUT WHUIMATU3AIMS TeHepaTopa OT
SHTPOTHH yCTpOI/ICTBa reHeppreMLIe HOCJ‘IGI[OBaTeJ'IBHOCTI/I Kamm,m pa3 OTJIHHAIOTCAL.

urse_work\project\SecureGenerator\5ecureGenerator)

Pucynox 6. Hnuyuanuzayus cenepamopa snmponueii ycmpoucmead

Ecnu ucnonp3oBath onuuio --seed, Mpu 0JJMHAKOBOM 3HAYEHHH MTapaMeTpa reHepaTop Kaxablil pa3
TEHEPUPYETE OIHY H Ty 5Ke HOCHGILOBaTeJIBHOCTB

cureGeneratori\SecureGeneratorh

cureGeneratori\SecureGeneratorh

Pucynox 7. Unuyuanusayus eenepamopa oOHuM u mem Jice Yuciom

3.1.2.6.0nuusi TeCTHPOBaHUSA
IIpu wucnonb3oBaHuM onuuu --test mode yTUIMTAa BBIBOAMT CBHIPOM IOTOK OUT B KOHCOIIb.
I'enepaTop MOXHO MPOTECTUPOBATH, HAIIPUMED, TIPU TIOMOIIU TeCTOBOH yTuauTHl PractRand.

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 34 01-1

HNus. Ne nmo. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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cureGenerator\Release>»SecureGenerator.exe --test_mode

2.7 seconds

5.8 seconds

= 11.4 seconds

4 seconds

Pucynox 8. Pexxcum mecmupoganus

3.1.3. Bo3MoKkHBIE COOOIIICHUS

B cnyuae BBOJAa HEKOPPEKTHBIX NapaMETPOB UEpE3 apryMEHThl KOMAHJIHOM CTPOKM B KOHCOJb
BBIBOIUTCS MHGOpMaIMs O TOM, B KaKOM BHJE 3aJar0TCsl MapaMeTpbl, MporpamMma 3aBepllIaeT CBOE
BBITIONHEHHE.

OnKU4ec
EHMAMM, KOTOPLIA
napameTpoM ABNAETCA UENO

e 3TOW OMUMM TeHep E C HHble BMTH M HenpepsiEHO OHCONb A0 BH
YNHaA OMUMA MPU HANHW4KMK OAHHOTO aMeTpa - MHMUWMaNU3auuA

Pucynox 9. Henpasunvnulii napamemp

[Ipu mcmosib30BaHUM HECOBMECTHUMBIX OmNuui (--bits M --min wim --max, --test mode u nro6as

Jpyrasi Onius, Kpome --seed) BBIBOI[I/ITCH orrnoka.
C A L rojec cureGenerato ureGenerator\Releas ureGenerator.exe --bits --min 2

CTHMbiE OMUMKM --bits W --min.

Pucynox 10. Hcnonvzosanue Hecosmecmumuix onyuil

Ecmm yKasaHa OTITHS, HO HE YKa3aH ee mapameTp (Kpome --bits u —test mode), BEIBOAUTCS OIIHOKA.
|»SecureGenerator.exe --min

azaH napameTp ANA ONUMKM --min

Pucynox 11. He yxazan napamemp 014 onyuu

[Ipu renepanuu 3Ha4eHUA B aiil mporpaMma MpoBEPSIET TOCTYIMTHOE MeCTO Ha aucke. Ecim mecra

Ha JUCKEC HEJOCTATOYHO, B KOHCOJIb BBIBO,Z[I/ITCSI OH_II/I6Ka nporpamMma 3aBCpiiacT CBOC BBIITOJIHCHUC.
C:\Users\kamnev_p\Desktop\course_uc ro SecureGenerator\SecureGenerator\Release>SecureGenerator. exe
--file out --length 16666688868600088

Ha gucke HegocTaToydHo ceoB0AHOrO MecTa ANA FeHepauMH 3HaYeHHi B

MpoeepeTe napameTp --length.

Pucynok 12. Ha ducke Hedocmamouno mecma 05 2eHepayuy 3HaueHutl 6 paiin

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 34 01-1

HNus. Ne nmo. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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