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AHHOTAIMS

[IporpamMMa U METOAWKA UCHBITAHUNA — ATO JNOKYMEHT, B KOTOPOM COACPXKHUTCS WUHPOpMAIUs O
MIPOrpaMMHOM MPOAYKTE, a TakK€ IIOJIHOE OINHCAHWE IPUEMOYHBIX MCHOBITAHUA [UIsl JTAHHOTO
MPOrpaMMHOTO ITPOIYKTA.

Hacrosimas [Iporpamma m metonuka ucnbitanuil st «Kpunrorpadudecku CTOWKOTo TeHepaTopa
TMICEB/IOCTYYaHBIX YHCE» COAEPKUT clieaytonme pa3aeibl: «O0BbeKT ucnblTanuiy, «Llenap ucnbranui,
«TpeboBanusi k mporpamme», «TpeboBaHUsI K MPOTPaMMHON TOKyMEHTanumn», «CpeicTBa U MOPSIOK
HUCIBITaHMIY, «MeTOAbI UCTIBITAHUID.

B pasnene «O0beKT UCTIBITAHUI) YKa3aHbl HAUMEHOBaHME, 00JIaCTh MPUMEHEHUS U 0003HauYeHHe
UCIIBITYEMOU MPOTPaMMBI.

B paznene «llenp ucnbiTanuiny ykazaHa 1eib NPOBEICHUS UCTIBITAHUIA.

B paznene «TpeboBaHus K mporpaMMe» yKazaHbl TPeOOBaHHsI, TOICKAIINE MPOBEPKE BO BpeMs
WCIIBITAaHUH U 33JJaHHBIE B TEXHUYECKOM 3a/IaHUH HA IPOBEPKY.

B pasgene «TpebGoBanuss K MPOrpaMMHBIM JOKYMEHTaM» YKa3aHbl COCTaB IPOrPaMMHOM
JOKYMEHTAIUH, IPEAbABISEMON Ha UCIIBITAHUS, a TAKXKE CelMalbHble TpeOOBaHUS,

B pazgene «CpenctBa U mOpsS0K MCIBITAHUI) YKa3aHbl TEXHUYECKUE W MPOTrpaMMHBIE CPEJICTBA,
HCIIOJIb3YEMBIE BO BPEMsI HCIIBITAHUM, a TAK)KE MOPSIIOK MPOBEAECHUS UCIIBITAHUM.

B paznene «MeToasl HCTIBITAHUID TTPUBEACHBI ONMCAHUS UCII0JIB3YEMBIX METOAO0B UCIIBITAHHM.

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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1. OBBEKT UCHBITAHU

1.1. HaumeHOBaHMe NPOrpamMMBblI

[TorHOE HauMeHoBaHKE MporpaMmMbl — « Kpunrorpaduuecku CTOWKU TeHEpaTOp

HCGBI[OCJIy‘-IElﬁHBIX HYUCCID.

1.2. OO0aacTh NnpUMeHEHUSs

[Iporpamma, renepupyroas nocyie 0BaTeIbHOCTH NCEBAOCTYYaHbIX YUCEN, KOTOPhIE MOKHO

MCTOJIB30BATh ISl KpUNTOrpaduuecKux Lenei (Hampumep, s reHepaluy KIroden).

1.3. Oo0o3HayeHHe UCTILITYEMOH MPOTrPaAMMBbI

Hwms nporpaMMsl: secure-generator.exe

H3m. JIuct Ne mokym. IMon. Jara
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2. IIEJIb UICTIBITAHUI

Lenbto poBeCHUS UCTIBITAHUH SIBIISIETCSI TPOBEPKA TOTO, UTO pazpaboTaHHAS MPOrpaMma
YIOBJIETBOPsICT (PYHKIIMOHATBLHBIM TPEOOBAHUSM, CTATUCTUYECKUM TPEOOBAHUSM U TPEOOBAHMSIM K
HAJC)KHOCTH, TIEPEUUCIICHHBIM B pazfene « TpeboBaHus K mporpaMmMey.

H3m.

JIuct

Ne mokym.

IMon.

Jara

RU.17701729.03.10-01 51 01-1

HNus. Ne no.

IMonm. u nata

B3am. nuB. Ne

WNuB. No ny0o1.

Iloam. u nata
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3. TPEBOBAHMUS K ITPOT'PAMME

B pamkax wucnelTaHuR NpPOBEPSETCS COOTBETCTBUE MPOTPaMMbl CIEAYIOIUM TpeOOBaHUSM,

OIMMCAHHBIM B pa3aciic 4 TeXHUYECKOTO 3aaaHusd.

3.1.

TpeGoBanns Kk pyHKIMOHAIBHBIM XapaKTePHCTHKAM

3.1.1. TpeOoBaHHs K COCTABY BbINOJHSIEMbIX (pyHKIMI

IIporpaMMa  foJkKHa  IO3BOJSTH TI'€HEPUPOBATH  IOCIEJOBATEIBHOCTH  PaBHOMEPHO

pacmpeesIeHHBIX IICEBA0CTYYaiHbIX YUCEIL.

1.1. Bo3MOXHO 3a7aTh NPOMEXYTOK, Ha KOTOpPOM OyIyT paBHOMEPHO pacIpeaesieHbl
TEeHEpUPYEMBIC YHCIIA.

1.2. Tlporpamma J0/KHA HO3BOJIATH TEHEPUPOBATH YKCIA B IpoMexyTke oT 0 10 232- 1.

ITporpamma goikKHa 1O3BOJIATH T€HEPUPOBATH NICEBIOCIYUYaHbIE IOCIEI0BATEIbHOCTH OUT.

IIporpamma [OJKHA IO3BOJISATH MHULMAIU3UPOBATH IICEBAOCIYYalHBIA I'E€HEPATOP KaK OT

SHTPOMHH YCTPOHCTBA, TaK M OT LeNbIX uucen oT 0 10 2°2 - 1 (B TakoM ciydae Kakablii pas

TeHEpUPYETCSl OJUHAKOBAs! 0CIIEI0BATENBHOCTB).

IIporpaMMa [oJDKHA NO3BOJIATH BBIBOAMTH TE€HEPHPYEMYIO IIOCIEIOBATEIBHOCTh Kak B

KOHCOJIb, TaK U B (haili.

JIOJDKeH TPUCYTCTBOBATH PEKUM  TECTUPOBAHMSI, IO3BOJIIOIIMK HENPEPBIBHO BBIBOIUTH

TEHEPUPYEMYIO ITOCIIEI0BATEILHOCTD 10 BHEIIHErO 3aBEPILICHUS IIpOoLecca.

IIporpaMmMa JoJKHA 3amyCKaThCsl 4epe3 KOHCOJb M IO3BOJIATH 3aJaBaTh 4epe3 apryMEHTHI

KOMAaHJIHOM CTPOKH IapaMeTphl F'eHepaluu IICEBI0CIYYaiHbIX I10CIEI0BATEIbHOCTEMH.

6.1. Tum reHepupyeMbIX 3HAUCHUH — YHUCJIa UITH OUTHI.

6.2. IIpu reHepanuu 4yucea — MPOMEXKYTOK, IO KOTOPOMY OyIyT paBHOMEPHO pacHpeieseHbI
TCHEpUPYEMBIC YHCIIA.

6.3. /InuHa reHepupyeMoil mociieJ0BaTeNbHOCTH. J{JIsi reHepaluy Yucen — KOJIMYeCTBO YUCEe,
KOTOpblE OyIyT CreHepHpoBaHbl. J[Isl TeHepaluu IOCIel10BaTeIbHOCTEH OUT — JUIMHA
TICEBJIOCTYYaitHON MTOCIE0BATEIHLHOCTH B OaliTax.

6.4. ®opmaT BBIXOIHBIX JTAHHBIX — BBIBOJ] TIOCIIEIOBATEIIHHOCTH B KOHCOJIb WJIH B (haidJ.

6.5. VIma BeIxoqHOTO (haiina (B cirydae reHepaliy mociae10BaTeIbHOCTH B (haili).

6.6. Mnunmanuzamust 1mceBIoCIy4alHOrO Te€HepaTopa HEKOTOPHIM YHCIOM WM CIyYaiHOMN
SHTPOIUEN, MOTYYEHHON OT YCTPOMCTBA, HA KOTOPOM MPOUCXOIUT 3aMyCK.

6.7. Taxxe 1OKHA IPUCYTCTBOBATh OMNIMS TECTUPOBAHUS, IPU HAJIMYUHM KOTOPOU T€HepaTop
OyZeT HENpepbhIBHO BHIBOJUTH IOCIENI0BATEIbHOCT OUT B KOHCOJIb JI0 BHELIHETO
3aBEpLICHHUs IIpoLECcca.

B cirydae BBOJja HEKOPPEKTHBIX I1apaMETPOB 4epe3 apryMEHThl KOMAHIHOM CTPOKH B KOHCOJIb

BBIBOAMTCS MH(OPMAIMSA O TOM, B KAKOM BHJIE 33/Ial0TCS TapaMeTphl, IPOrpaMMa 3aBepIIaeT

CBOE BBIIIOJIHEHUE.

[Tpu renepauuu 3HaueHUil B (aiin mporpaMma mpoBepsieT JOCTYITHOE MECTO Ha aucke. Ecium

MecTa Ha JIUCKE HEeJ0OCTATOYHO, B KOHCOJIb BBIBOJUTCS OIIMOKA, MpOrpaMMa 3aBepIlaeT CBOE

BBITIOJTHEHHE.

ITpy BO3HMKHOBEHUH OIINOOK, CBSI3aHHBIX C ITOJyY€HHEM SHTPOIIUU OT YCTPOHCTBA, B KOHCOJIb

BBIBOAMTCS KpaTkas nHpopmanus o0 ommdke, mporpaMma 3aBepIiaeT CBOE BHITIOIHEHUE.

3.1.2. TpeOoBanusi k nuuTepdeicy
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B3anmopelicTBe moap30BaTes ¢ MPOrpaMMO POUCXOANUT Yepe3 UHTep(deiic KOMaHIHOM CTPOKH
(KOHCOJIB).
3aryck reHeparopa uepe3 KOMaHAHYIO CTPOKY IPOUCXOAUT CIEAYIOIIUM 00pa3oM:

secure-generator.exe [onyuu] [napamempoi]

JIOTKHBI OBITH TOCTYTIHBI CIEAYIOLINE OIIHU:

— --bits (reneparust OUT, MO YMOIYAHUIO TEHEPUPYIOTCS YHCIIA);

— --min (HIKHAS TPaHMIA MPOMEXYTKAa T€HEPUPYEMbIX YHCEIl), MAapaMeTPOM SIBISIETCS IIeNoe
YHCIIo B MpoMeskyTKe oT 0 10 2°2- 1, Io yMOT4aHHIO NPUHUMAET 3HadeHue 0;

— --max (BEepXHssA IPaHUIA MPOMEXKYTKAa F€HEPUPYEMBIX YHCEN), IapaMETPOM SIBJIETCS LIeJ0e
4KCII0 B IpoMeskyTke oT 0 10 232 - 1, M0 yMOJTYaHMIO NPUHUMAET 3HadeHue 232 - 1;

— --length (mMHA reHepupyemoil mociegoBaTENbHOCTH, MPU TEHEPALUH YUCENT — KOJINYECTBO
YHUCe, IPU TeHepallui OUT — KOJIMYECTBO OANT), TapaMeTpOM SIBIISICTCS 1IEJI0€ YUCTI0 HE MEHEE
1, Mo yMOI4aHHIO IPUHUMAET 3HaUEHUE 1;

— --file (BpIBOA B (hails, MO yMOTYAHUIO BBIBOJ B KOHCOJIb), TApaMETPOM SIBJIsIeTCs UM (aiina co
CT€HEpUPOBAHHBIMU 3HAYCHHUSMHU, KOTOpBIM OyAeT co3JaH B Karajore, Ile pacroyioKeH
WCTIOTHSAEMBIN (aii,

— --seed (MHUIMATU3UPOBATh FE€HEPATOP YMCIIOM, [0 YMOIYAHUIO MTPOUCXOIUT MHUIMATU3ALMS
SHTpONHEil yCTPoHcTBA), MapaMeTpoM SBIAETCs LEeNoe YUCIOo B poMexyTke oT 0 10 232 - 1;

— --test mode (peXuM TeCTUpOBaHMSA), TIpPU BBIOOPE OITOH ONIMH TE€HEPUPYIOTCS
IICEB/IOCTYyYaiiHble OUTBI U HENPEPBIBHO BBIBOAATCA B KOHCOJb JJO BHELIHETO 3aBEpILIECHUS
mpoliecca, €IMHCTBEHHas JOCTYNHAas ONUMS NpU HATUYMM JAHHOTO [apaMerpa —
MHHUIHATIU3aLHS YUCIIOM.

[Tpumep (reneparus 20 nceBaOCTyYaiiHBIX Yrce B mpomMexyTke oT 1 1o 10 B daiin output.txt):
secure-generator.exe --min 1 --max 10 --length 20 --file output.txt
3.1.3. TpeOoBaHus K OPraHu3aluu BXOAHBIX JAHHBIX

BXoIHBIMY JaHHBIMU SIBJISIFOTCS TapaMeTphl padOThl MPOrpaMMbl, BBOJUMBIE B BUJE apTyMEHTOB
KOMaHJHOHN CTPOKH.

3.1.4. TpeOoBaHuUs K OPraHU3AIUN BHIXOAHBIX TaHHBIX

B cnyuyae BpIBOa reHepupyeMbIX IOCHeAOBaTeNbHOCTEH B (hailn, co3maercs ¢aiin ¢ uMeHeM,
3aJaHHBIM IIOJI30BATEIEM 4Ye€pe3 apryMEHThl KOMaHIHOM CTpOKH. B mnpoTtuBHOM ciydae
TE€HEpUPYEMBIE [TOCIIE0BATEILHOCTH BBIBOJSATCS B KOHCOJIb.
— Ilpu renepanuu nociueaoBaTENbHOCTEN 4YMCEN T€HEPUPYEMBIE YHCiIa BBIBOASTCS ueEpeE3
npoOen (0e3 TOMOIHUTEILHBIX BBIXOIHBIX TaHHBIX ).
— Ilpu renepauum mnocienoBaTENbHOCTEH OUT MPOMCXOAUT BBIBOJA JABOMYHBIX JIAHHBIX
(creHepupoBaHHBIE (ailsIbl MOXKHO MPOCMOTPETH MPHU MOMOILM CIICIUATBHBIX PEJAKTOPOB
JBOMYHBIX JAHHBIX).

3.1.5. TpeOoBaHusi K Bp€MEHHBIM XapAKTEPUCTHKAM
BpemeHHbIe XapaKTepUCTUKU 3aBUCIT OT XapaKTEPUCTUK YCTPONCTBA, HA KOTOPOM MPOU3BOAUTCS

TectupoBaHus. Ha ycTpolicTBe, Ha KOTOPOM NPOU3BOAUTCS TECTUPOBAHUE, BpeMs I'E€HEpaluu
1 000 000 000 mensIx umcen B mpomexyTke 0 1o 232 - 1 mpu momomu pa3pabaTHIBAEMOTO
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reHeparopa J0JDKHO IMpeBbIaTh He Oonee yem B 10 pa3 Bpems renepauuu 1 000 000 000 membix
gpcen B mpomexyTke 0 10 232 - 1 nmpu momomm BerpoenHoro B C++ rereparopa std::mt_19937.

3.1.6. TpeOoBaHMsl K CTATHCTHYECKUM XaPAKTEPUCTUKAM

['enepupyemble  ICEBIOCIyYaliHbIE MOCIEAOBATEIBHOCTH JIOJDKHBI ~ YCIEIIHO TMPOXOAUTH
CTaTUCTHYECKOE TECTUPOBAHKE C MCIIOJIb30BAaHHEM U3BECTHOM TecTOBOM yTuiauThl PractRand.
Taxe TOUKH € TICEBIOCTYYaliHBIMU KOOPAUHATAMHU, TIOJy4YE€HHBIMU IIPU TIOMOIIIM Te€HepaTopa, Ipu
IOMEIEHUN HAa JBYMEPHYIO IUIOCKOCTH JOJIKHBI PAaBHOMEPHO 3aIOJHATH KBAJApaT (BU3yallbHas
OIICHKA), yIJIaMHi KOTOPOTO SIBJIsIFOTCS ToukH (a; a) u (b; b), rae [a; b] — Anana3oH reHepupyeMbIx
YHCell.

TpeGoBanns k MaTeMaTH4YeCKOMY 00eclie4eHH IO

B ocHoBe niceBiocy4aifHOT0 reneparopa JobkeH JexkaTth anroputm Hash DRBG B cooTBeTcTBHM

co ctangapTHoM HanmonansHoro nHcTUTyTa cTaHnaapToB U TexHoioruii CIIIA NIST SP 800-90A Rev. 1.

3.3.

TpeOoBaHus K HAEKHOCTH

[IporpamMma gomkHa CTaOMWIbHO pabOTaTh HAa KOMIIBIOTEpPE, TEXHUYECKHE XapaKTEePUCTUKU

KOTOPOTO YJOBIIETBOPSIOT CUCTEMHBIM TPEOOBAHHSIM.

OmmboYHbIE CIICHAPUH:

— B cayuyae BBOJa HEKOPpPEKTHBIX MapaMeTPOB uUepe3 apryMeHThl KOMaHIHON CTPOKU B
KOHCOJTb BBIBOJIUTCSI MH(GOPMAITUS O TOM, B KAKOM BHJIE 33JIAl0TCS MapaMeTphl, IporpaMmma
3aBEPILIAET CBOE BBINOJHEHHUE. BBIBOJUMBII TEKCT:

Hocmynuwi ciedyrowue onyuu:

--bits (cenepayus 6um, no yMOIYAHUIO 2EHEPUPYIOMCS YUCIA)

--Min (HUJCHAA 2PAHUYA NPOMENHCYMKA 2CEeHEPUPYEMbIX YUcCel), NApAMempom AGNAemcs
yenoe uucio 8 npomedcymie om () 0o 232 - 1, no ymoruanuro npunumaem suaverue ()
--max (8epxHAs cpAHUYA NPOMENCYMKA 2eHePUPYEeMbIX YUCel), Napamempom seiaemcs
yenoe uucao 8 npomedxcymie om () 0o 2°32 — 1;

--length (Onuna cenepupyemoii nOCiIe008amMeIbHOCIU, NPU 2eHEPAYUL YUCET — KOTUYECMBO
yucen, npu ceHepayuu 6um — KoIu4ecmso 06aiim), napamempom A611emcs yeuoe yucio He
MeHee 1, no ymonuanuio npunumaem 3uavenue 1

--file (861600 6 ¢hatin, no ymonruaruio 661600 8 KOHCOIb), NAPAMEMPOM ABIAEMCS UM Patina
CO C2eHepUPOBAHHBIMU 3HAYEHUAMU, KOMOPbLLL Oy0em co30aH 8 Kamanoze, 20e PACHOL0HCeH
uUcnonHsemull ¢hatin

--seed  (UHUYUATUZUPOBAMb  2eHEPAMOp  YUCIOM, NO  YMOIYAHUIO — HPOUCXOOUM
UHUYUAIU3AYUS IHMPONUell YCMPOUCmea), napamempom sAGNAemcs yenoe Yucio 8
npomexcymke om () 0o 232 - 1

--test_ mode (pexcum mecmuposanus), npu 6vlbope 3MOU ONYUU 2eHePUPVIOMCS
ncesoocyualinble Oumvl U Henpepvl8HO 8bl800AMCA 8 KOHCONb 00 BHEUIHE20 308EePUICHISL
npoyecca, eOUHCMBEHHAs OOCMYNHAS ONYus Npu HAIUYUU OAHHO20 napamempa —
UHUYUAIU3AYUA YUCTIOM (--seed)

— Ilpu ucmonb30BaHUM HECOBMECTUMBIX ONIMM (--bits u --min win --max, --test mode u
mo0ast apyras omiusi, Kpome --seed) BeiBoauTces omwuoka. [11a6mon ommoOkwu:
Hcnonvzosanv necoemecmumule onyuu <onyus 1> u <onyusa 2>.

— Ecnum ykaszana onuus, HO He yKa3zaH ee mapamerp (Kpome --bits u —test mode), BEIBOAUTCS
omuOKa 1Mo maodJIoHy:

He yxazan napamemp onsa onyuu <onyus>.

H3m.

JIuct Ne mokym. IMon. Jara

RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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— Ilpu renepanuu 3HaueHui B paitn mporpamma mpoBepsieT TOCTYITHOE MECTO Ha aucke. Ecinu
MecTa Ha JIICKe HeJOCTaTOYHO, B KOHCOJIb BBIBOAUTCS OLIMOKA, MpOrpaMma 3aBepIIIaeT CBOe
BBIMTOJTHEHHE. TeKCT OmMOKHU:

Ha oucke nedocmamouno c60600H020 mecma 011 2eHepayuu 3HaveHull 6 ¢aiin. [lposepvme
napamemp --length.

— Tlpu BO3HMKHOBEHWH OMIMOOK, CBSA3aHHBIX C TMOJYYCHHEM HSHTPONHUU OT YCTPOICTBa, B
KOHCOJIb BBIBOAMTCSl KpaTkas uH(popmanus o0 omuOKe, MporpaMma 3aBeplIacT CBOE
BBITTOJTHEHHE. TeKCT OmMOKHU:

Bosnuxna owubka npu nonyuenuu sHmponuu om ycmpoucmea. IIposepome coomeemcmeue
CUCMEMHBIM MPedOBAHUSIM.

34. TpebdoBanust kK UHGOPMALMOHHONH M POTPAMMHOI COBMECTUMOCTH
3.4.1. TpeOoBaHMs K HUCXOAHBIM KOJaM H AA3bIKAM MPOrPAMMHPOBAHUS

[Iporpamma gomxHa ObITH HarMcaHa Ha s3bike C++17.

B ncxomHoM Kojie mporpamMMbl pa3peniaeTcsi HCIoJIb30BaTh:
— cTapAapTHyIo Oubmmoreky s3bika C++;
— o6ubmmorexy OpenSSL ¢ OTKPBITBIM UCXOTHBIM KOIOM;
—  WinAPI u Microsoft CryptoAPI;

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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4. TPEBOBAHUS K IPOT'PAMMHOM JTOKYMEHTAIIUA
Cocras nporpaMMHoOi1 JOKyMeHTallUH

«Kpunrorpaduuecku CTOMKHUII TeHepaTop ICEBAOCTYYalHBIX dYHCeT». TeXHHYecKoe 3a/aHue
(I'OCT 19.201-78).

«Kpunrorpaduuecku CTOHKHI TeHepaTop MCEBAOCTy4YalHBIX ynces». [IporpamMmma u MeToauKa
ucneitanuit (FOCT 19.301-78).

«Kpunrorpapuuecku CTOHKHI TeHepaTop NCEBIOCTYYalHBIX ducem». [losicHUTENbHAs 3amucka

(I'OCT 19.404-79).
«Kpunrorpapuuecku CTOHKHN TeHepaTop MNCEeBAOCIYYalHBIX 4Hced». PyKoBoacTBO omepartopa
(I'OCT 19.505-79).

CnenuajibHble TPeOOBAHUSA K MPOrPAMMHOI JOKYMEHTAUNH

JIoKyMeHTBI K TporpaMMe AOJKHBI ObITh BBIMONHEHBI B cooTBeTcTBUU ¢ ['OCT 19.106-78 u

I'OCTamu k kaxa0My BUIY TOKyMeHTa (cM. . 5.1.);

[TosicHuTenbHAS 3amucKa JOJKHA OBITh 3arpykeHa B cucteMy AHTurmiarmat depe3 LMS «HUY

BILIDy.

JlokymeHTaIus 1 mporpamma cIaroTcsi B 3JIEKTpOHHOM Buje B popmare .pdf wim .docx. B apxuBe

¢dopmara .zip Uiy .rar;

3a oAMH JIeHb /10 3aIIUThl KOMUCCUHU BCE MaTepHAIIbl KypCOBOTO MTPOEKTA:

— TEXHUYECKask JOKYMEHTAIHS,

- MPOTPaMMHBIN TTPOEKT,

— UCTIOJTHAEMBIN (aiin,

— OT3bIB PYKOBOJIUTEIA,

- JUCT AHTHUIIJIaruaTa

JOJIKHBI OBITh 3arpyKEHbI OJJHUM WUJIM HECKOJIBKUMU apXUBaMH B IPOEKT AUCHUIUTHHBI «KypcoBoit

npoekT 2021-2022» B nuyHOM KaOuHeTe B MH(OopMaMoHHON oOpa3oBarenbHOM cpene LMS (Learning
Management System) HUY BIID.

H3m.

JIuct Ne mokym. IMon. Jara

RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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5. CPEJICTBA U ITOPAJOK UCIIBITAHUM

TexHuveckue cpeicTBa, HCMOJIb3yeMble BO BpeMsl HCTILITAHUMH

PexomenayeMble MHUHUMAIBHBIE I1ApaMETPbl yCTPOMCTBA JUIsl IPOBEACHUS IIOJHOLEHHOI'O
TECTUPOBAHUS IIPOTPAMMBI:

nporueccop ¢ yactorod He menee 1 I'T'w;
2 I'b onepaTUBHON MaMATH;

20 I'b cBoOOOHOrO MecTa Ha IHUCKE;
KJIaBUATYpa;

Buneoanantep DirectX 9 wnm Oosee mo3ansis Bepeus ¢ Apaiisepom WDDM 1.0 u moruTOp
¢ pazpemenneM Super VGA (800 x 600).

IIporpamMmMHbIe cpecTBa, HCNOJIb3yeMble BO BpeMsi HCIIbITAHU I

Heo6xoaumoe 1O 115t MOTHOLIEHHOTO TECTUPOBAHMSI TPOTPAMMBI:

onepaunonHas cucrema Windows 10 64-pa3psianas;
Microsoft Visual Studio 2017;

Microsoft Office Excel;

nakeT PractRand (tecroBas yrunura);

IHopsanok npoBeaeHns1 HCNIBITAHUH

HcnblTanus nporpamMmbl TOJDKHBI IPOBOIUTHCS B CIEIYIOIIEM MOPSIIKE:
1) IIpoBepka TpeGOBaHUI K MPOrPaMMHON TOKYMEHTAIIUN

2) IIpoBepka TpeGoBaHuil K HHTEpPeiicy (6a30BbIif 3aTyCK MPOrpaMMbl)
3) IIpoBepka TpeGoBaHUM K (PYHKIIMOHATHHBIM XapaKTEPUCTUKAM

4) TIlpoBepka TpeOOBaHUN K CTATUCTHYECKUM XapaKTEPUCTHKAM

H3m.

JIuct Ne mokym. IMon. Jara

RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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6. METOJIbI UCIBITAHUI
6.1. HcnbiTaHue BBINOJHEHNSI TPEOOBAHUI K MPOrPAMMHON TOKYMEHTALMH

CocTtaB mporpaMMHOM JTOKyMEHTALIUHM IPOBEPSETCS BU3YaJbHO, IIPOBEPSAETCS HAIWYUE BCEX
MOJIKCEN M HaJu4yue MPOrpaMMHON JOKyMeHTauu B cucteMe LMS. Takke BU3yalbHO MpPOBEPSIETCA
cooTBeTcTBUE AoKyMeHTanuu TpeboBaHusM ['OCT. Bee TOKYMEHTBI yIOBIETBOPSIOT MPEACTABICHHBIM
TpeOOBAHUSIM.

6.2. IIpoBepka TpeGoBaHuii K HHTepdeiicy. 3amMyCK NPOrpaMmmbl

JeiicTBusi, HEOOXOOUMBIE /ISl 3allyCKa YTUJIUTHI, OMHMCaHbl B JIOKyMeHTe «Kpumrorpaduuecku
CTOMKHUI Te€HEPATOp MCEBAOCTYYaHbIX Yuced. PyKOBOICTBO onepaTopa
YTunuTa 10KHA KOPPEKTHO 3aITyCKaThesl B pexkUMe HHTepderica KOMaHIHON CTPOKH.

\SecureGenerator\x64\Release>secure-generator.exe

709543613

Pucynox 1. 3anyck ymunumet 2cenepayuu 6 pejcume KOMAHOHOU CMPOKU

6.3. IIpoBepka TpeGoBaHUIl K PYHKIUMOHAIBHBIM XapaKTePUCTUKAM

6.3.1. TI'eHepauus Moc/jie0BATEJILHOCTEN MCEBAOCTAYYANHBIX YHCE

C ucnonap30BaHUEM OIIUHU --length MOYKHO CTeHepupOBaTh HECKOJIBKO TCEBIOCTYyYalHBIX YHCET.
Yucna JIOJUKHbI HAXONUThCS B IHANA30HE OT 0 m02%%—1.

PMC_)/HOK 2. FeHepaL;u}z nocned08amenbHOCMU U3 HECKOJIbKUX nceedomyqaﬁﬁbzx uucei

6.3.2. NHunmaan3anus reHepaTopa oT SJHTPONMHU YCTPOMCTBA M OT 1EJIOT0 YUCJIa
[Tpu uHMIManu3anuu resepatopa 6e3 onuuu --seed MPOUCXOIUT WHUIMATU3AIMS TeHEepaTopa OT
SHTPOIUH yCTpOI/ICTBa reHeppreMLIe HOCJ‘IGI[OBaTeJ'IBHOCTI/I I[OJ'DKHBI Kamzu,m pa3 OTJ'II/I‘IaTBCH

Pucynox 3. Unuyuanuzayus cenepamopa snmponueti ycmpoiicmea

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata




14
RU.17701729.03.10-01 51 01-1

Ecnu ncnonp3oBath omnmuio --seed, pu 0AMHAKOBOM 3HAUEHUH ITapaMeTpa FeHepaTop KakIbli pa3
JIOTUKEH TEeHEPHUPOBATD OZIHY M Ty ke HOCJ‘IC,I[OBaTeJ'IBHOCTB

cureGeneratori\SecureGenerator

cureGeneratori\secureGenerator

PMCyHOK 4. HHML]M(J/IMS’CZMM}Z cenepamopa OOHUM U MeM Jice YUCTIOM

6.3.3. BbIBOA reHepupyeMbIX MOCJIA€I0BATEIbHOCTh B KOHCOJIb U B (ail

[Tpu ucnonb3oBanuu ommuu --file <uMs™> B manke ¢ UCTIOMHAEMBIM (HaJIOM JTOJDKEH TOSBIIATHCS
daiin <ums>, co;[epncamym creHepHpOBaHHon HOCHCI[OBaTeHBHOCTB

tl output.tkt — BnokHoT

@aitn  MNpaska Popmar Bug  Cnpaska
b?lﬁﬂ-f&.’:l?_’; 3533944218

Pucynok 5. I'enepayus 3navenuil 6 gaiin

6.3.4. I'enepanusi OMTOBBIX MOCJIEI0BATEIbHOCTEN

[Ipu ncmonp30BaHUM OMIIMH --bits TEHEPUPYEMbIC 3HAUEHUS TOJDKHBI ObITh 0aTOBBIMH. OTKPHITH
OuHapHBIH (hailyl MOXKHO TIPU TTOMOIITH Hex Edltor Neo.

SecureGenerator\SecureGenerator\xod\Re
+ h

t.bin --bits

lease

53 Hex Editor Meo

File Edit Wiew Select Operations Bookmarks NTFS Streams  Tools  History  Window  Help

FA-HEAG "EBREA22 E N B

&

la output.bin X History

00000000 | ao 01 02 03 04 0s 06 ek | {—?ﬂ @ .
4 il

Qoogoooo 10011000 00101101 10101001 11001111 11100100 11001111 10111000 10001101

-] DEfELIIt
00000010
00000020 2% Open

Pucynok 6. I'enepayus 6umosvix nces0oCIyuaiiHblx OAHHBIX

6.3.5. TI'enepanusi yncesJ B 3aIaHHOM NPOMEKYTKe

OHI_II/II/I --min ¥ --Mmax IO03BOJAIOT 3agaBaTb MHMHHMAJIbHOC W MaKCHMaJIbHOC 3HA4YCHUC

TCHCPUPYCMBIX YHUCCII. HpI/I HX UCIIOJIb30BAHNH YK CJIa JOJIKHBI HAXOAWUTLCA B 3aJAHHOM IIPOMCIKYTKC
»SECUre —uEHEr%tDP --length 18 --min 1 --max 186

Pucynok 7. I'enepayus uucen 6 3a0aHHOM NPOMENCYIMKE

6.3.6. 3anaHue JJIMHBI NCEBIOCTYYAHON NMOCICAOBATEIBHOCTH

C ucnonp30BaHUEM OMIIUH --length [rHA] MOKHO CreHepHUpOBaTh HECKOJBKO MCEBAOCTYyYaiHBIX
gucen. [nuHa nocienoBaTeabHOCTH JODKHA COBIAIAaTh IapaMeTpy [AIuHa].

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 51 01-1
HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata




15
RU.17701729.03.10-01 51 01-1

secure-generator.exe --length 18 --min 1 --max 18

10 759892846

Pucynox 8. 3aoanue onunvl ncegdocayuaiinoii nociedosamenbHOCmuy

6.3.7. Onuus TeCTUPOBAHUA

[Ipu ucnonb3oBaHuU omuu --test mode yTHIIMTA JOJIKHA HA4aTh BHIBOJUTH CHIPON MOTOK OUT B
KOHCOJIb. ['@HepaTrop MODKEH YCHENIHO MPOXOAWUTh TECTUPOBAHHME IPH IMOMOIIMA TECTOBOW YTHIIMTHI
PractRand (ot 10 06bema 32TB u nanee).

C: nnev_phDesktop\course projec Gen cureGenerator\R i cureGenerator.e --test_mode

wn format)

= 2.7 seconds

seconds

11.4 seconds

.4 seconds

ime= 44.8 seconds

Pucynox 9. Pescum mecmuposanus

6.3.8. BobiBoa omuoox

B ciyuyae BBOJAa HEKOPPEKTHBIX MapaMETPOB Uepe3 apryMEHThl KOMAHIHOW CTPOKU B KOHCOJb
JOJDKHA BBIBOJUTHCA HMH(POpPMAIMS O TOM, B KAaKOM BHJIE 3aJal0TCS IMapaMeTphl, MpOrpaMMa 3aBepIiacT
CBO€ BBIIIOJIHCHHUC.

ureGenerate \R a ure-generator.exe --distribution

1, nNo ymon4aHW

34YEHHMAMM, KOTOpHIA

napameTpomMm ABNAETCA UENO

O OMUMM TEHEPHPYWTCA MC i Th M HEMpPEPLIEHD
YyMHaA ONUMA MPH HAaNMYMK L3AHHOTO NapaMeTpa - WHULUMaNU3auua

Pucynox 10. Henpasunvuwiii napamemp

[Ipu mcmosib30BaHUM HECOBMECTUMBIX OmNMuui (--bits M --min wim --max, --test mode u nrob6as

npyras oniws, Kpome --seed) ,Z[OJDKHa BBIBOJIUTHCS OIIMOKA.
( k ct’ reGener \ eGenerator\Release cureGenerator.exe --bits --min 2

Pucynox 11. Hcnonvzosanue Hecosmecmumuix onyuil

Ecnu ykazana omusi, HO HE yKa3aH ee mapameTp (kpome --bits u —test mode), 707KHA BBIBOUTHCS
omuoKa.

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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e o

»SecureGenerator.exe --min

He ykazaH napaMmeTp ANA ONUMK --min

Pucynox 12. He yxaszan napamemp 014 onyuu

[Ipu renepanuu 3Ha4eHUIA B aiil mporpaMma MpoBEPSIET TOCTYIMTHOE MEeCTO Ha aucke. Ecim mecra
Ha JIMCKE HEJOCTAaTOYHO, B KOHCOJIb JIOJDKHA BBIBOAWTHCS OIIMOKA, MpOrpamMma 3aBeplIaeT CBOE
BBITIOJTHEHHE

0] ou
860080

Pucynox 13. Ha ducke nedocmamouno mecma 0t 2eHepayuu 3navenuil 6 Qaiin

6.4. IIpoBepka TpeOGOBaHMI K CTATUCTUHYECKHM XaPAKTEPUCTUKAM

lenepupyembie  TICEBAOCTYYalHBIE IOCJIEIOBATENLHOCTH JIO/DKHBI  YCIEUTHO  TPOXOIHTH
CTATUCTUYECKOE TECTUPOBAHKE C UCITOJIH30BAaHUEM M3BECTHOM TecTOBOM yTHIHMTH PractRand Ha oObemax
nauebIx 32TH u 6onbie:

mg=RNG_stdin, seed=unknown

length= 32 terabytes (245 bytes), time= 397777 seconds

no anomalies in 458 test result(s)

Taxe TOUKH € TICeBIOCTyYaliHBIMU KOOPAUHATAMHU, TIOJy4YE€HHBIMU IIPU TIOMOIIIM T€HepaTopa, Ipu
MMOMEIIIEHUHU Ha ABYMEPHYIO TIOCKOCTh TOJDKHBI pABHOMEPHO 3amOHATH KBaApaT (BU3yalabHas OICHKA),
yrilaMH KOTOPOTO SIBISAIOTCS ToukH (a; a) u (b; b), rae [a; b] — amana3zon renepupyemsix uucen. ['paduk
MO>KHO IOCTPOUTH Iipu omouu Microsoft Excel.

Crenepupyem 10000 nByMEpHBIX TOYEK ¢ KOOpAWHATAaMH X M Y Ha mpomexyTke oT 0 mo UINT32 MAX,
MTOCTPOUM TpauK:

PacnpegeneHne sHaveHWi reHepatopa SHA-256-DRBG

5000000000

4500000000 4

4000000000

3500000000

3000000000

2500000000

2000000000

15600000000

1000000000

500000000

0 500000000 1E+09 15E+08  2E+09 25E409  3E+09 35E+09  4E+09  45E+09  5E+08

Pucynox 14. Pacnpeoenenue 10000 ncegdocnyyatinvix mouex

H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1. Iloam. u nata
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[Toctponm Gonee mnoTHEIH rpaduk yxe ¢ 20000 Toukamu:

PacnpegeneHuwe sHavyeHWA reHepaTtopa SHA-256-DRBG

5000000000 -

4500000000 -

#
4000000000 <4

B
3500000000 -

2500000000 -
2000000000
1500000000 -
1000000000 .

500000000 4

0 500000000 1E+09 1.5E+09  2E+09  25E+09  3E+09 3,5E+09  4E+09  4,5E+09

Pucynox 15. Pacnpeoenenue 20000 ncegdocayuaiinvix mouex

5E+09

BusyansHO pacnpenesieHue JOJKHO BBIMVISAACTh, KaK CIIy4allHOE — IIATTEPHOB HE 3aMETHO.

H3m. JIuct Ne mokym. IMon.

Jara

RU.17701729.03.10-01 51 01-1

HNus. Ne no. IMonm. u nata B3am. nuB. Ne WNuB. No ny0o1.

Iloam. u nata
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JUCT PETUCTPAIIMA U3SMEHEHUI

Jluct peructpanui U3BMEHEHH

Bxomsmuit
Bcero No
JIUCTOB No COIIPOBOJIUT
Howmepa nuctoB (cTpaHuir) POBOA [oan. | Jara
(cTpaHuIl | TOKyMEHTa €JILHOTO
B JIOKYM.) JOKYM. U
naTa
= o) =
. o > o
3 z z 2 | 5 E
%! 2 L 1 A T M
= z = zE 2 SIS
o ) < =
H3m. JIuct Ne mokym. IMon. Jara
RU.17701729.03.10-01 51 01-1
HNus. Ne no. IMonm. u nata B3am. uns. Ne WNuB. No ny0o1. Iloam. n nata




