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AHHOTAIMS

JlanHoe TexHHMYecKoe 3ajaHue Ha pa3paboTky «Kpunrorpaduyeckn cTOWKOro reHepaTopa
IICEB/IOCIYYaHBIX YHCEN» COAEPKUT clenyrolue pa3aensl: «Beenenue», «OcHoBaHMe 111 pa3pabOTKI»,
«Haznauenue pazpabotku», «TpeboBanus k mporpamme», « TpeGoBaHUs K TPOrPAMMHBIM JJOKYMEHTaAM,
«TexHuKO-3KOHOMHUYECKUEe Mokazarenn», «Craguu M 3Tambl pa3paboTkw», «Ilopsnok KoHTpons u
MPUEMKI» U TPUIIOKEHUSL.

B pa3znene «BBenenue» ykazaHo HAMMEHOBAaHUE U KpaTKasi XapaKTepPUCTUKA 00J1aCTH IPUMEHEHHUS
IIPOrPaMMBI.

B paznene «OcHoBanus Ui pa3paOOTKM» yKa3aH JOKYMEHT, Ha OCHOBaHMM KOTOPOT'O BEIETCS
pa3paboTka 1 HAMMEHOBAHHE TEMbI pa3padOTKH.

B pasnene «Ha3nauenue pa3paboTKu» yKa3aHO (PYHKIMOHAIBHOE M SKCIUIyaTallMOHHOE
Ha3HAaYE€HHE NPOrpaMMBbl.

B pasnene «TpeGoBaHus K mporpamMMe» yKa3aHbl OCHOBHbIE TPeOOBaHUSA K (PYHKLMOHAIbHBIM
XapaKkTepUCTUKaM, K HaJIeKHOCTH, K YCIOBHSIM JKCIUIyaTallud, K COCTaBy U MapaMeTpaM TEXHUYECKHX
CpeAcTB, K HH(OPMAIMOHHOW W MPOrpaMMHOM COBMECTHMOCTH, K MapKHUpOBKE U YIaKOBKE, K
TPAHCHOPTHPOBKE U XPAHEHUIO, a TAKXKE CIeIHaIbHbIC TPeOOBaHUSI.

B pasnene «TpeGoBaHus K HpOrpaMMHBIM JOKYMEHTaM» YyKa3aH NpeABAPUTEIbHBIA COCTaB
IIPOrpaMMHOM TOKyMEHTALUU U ClIeIUaIbHble TPeOOBaHUS K HEH.

B pazgene «TeXHUKO-3KOHOMHUYECKUE TOKA3aTeNIn» YKa3aHbl OPUEHTUPOBOYHAS SKOHOMUYECKas
3G PEKTUBHOCTD, TpeArnojaraeMas IMOTPeOHOCTh, SKOHOMHYECKHE MpPEUMYyIIeCTBAa pPa3pabdOTKU 10
CPAaBHEHMIO C JIyYIIMMH OT€YECTBEHHBIMU U 3apyOEKHBIMU 00pa3LiaMyi UM aHAJIOTaMH.

B paznene «Cranuu u aTamnbl pa3paboTKI» YCTaHOBIICHBI CTAIUU Pa3padOTKH, ATAIIBI M COACPIKaHUE
pador.

B paznene «Ilopsiiok KOHTpOJIA M MPUEMKN» YKa3aHbl BUbl UCIIBITAHUM U oO1Ire TpeOoBaHUs K
IIpUEMKE PabOTHl.

Hacrosiuit jokymMeHT pa3paboTaH B COOTBETCTBUU C TPEOOBAHUSIMMU:

1) T'OCT 19.101-77 Buas! nporpaMm ¥ IporpaMMHbBIX TOKYMEHTOB [1];

2) I'OCT 19.102-77 Craguu pa3paboTku [2];

3) 'OCT 19.103-77 O603HaueHusI MPOrpamMM U IPOTrPaMMHBIX TOKYMEHTOB [3];

4) I'OCT 19.104-78 OcHoBHEIC Haanucu [4];

5) 'OCT 19.105-78 O6uiue TpeboBaHUS K MPOrPaMMHBIM TIOKyMeHTaM [5];

6) 'OCT 19.106-78 TpebGoBaHus K IPOrPaMMHBIM TOKYMEHTaM, BBIITOJIHEHHBIM II€YaTHBIM cl10cOO0M [6];
7) TOCT 19.404-79 IosicuuTenpHas 3anucka. TpeOoBaHUs K COJepKaHUIO U 0opMIIeHUIO [7].

N3m. JIucr Ne nokym. [Toa. [ara
RU.17701729.03.10-01 T3 01-1

HMuB. Ne mo. Ilonm. 1 nara B3am. uuB. Ne WuB. Ne ny6m. Iloamn. u mara
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1. BBEJIEHUE
HaumenoBanue: Kpunrorpaguuecku CTOMKHI reHepaTop MCeBAOCTYYaliHbIX YHCEIL.

HanmenoBanue Ha anrimiickom si3bike: Cryptographically secure pseudorandom number
generator.

Kparkas xapakrepucTuka u odjactb Ha3Havyenusi: [I[porpamma, renepupyromas
MOCJIEI0BATEIbHOCTH TICEBAOCTYYalHBIX YUCEN, KOTOPhIE MOKHO MCIIOJIb30BAaTh IS
KpunTorpaguueckux 1enei (Harpumep, AJs TeHepaly KItoue).

N3m. JIucr Ne nokym. [Toa. [ara

RU.17701729.03.10-01 T3 01-1

HMuB. Ne mo. Ilonm. 1 nara B3am. uuB. Ne WuB. Ne ny6m. Iloamn. u mara
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2. OCHOBAHUA JIAA PASPABOTKH

I[ORyMeHT, Ha OCHOBAHHUHU KOTOPOIo BEACTCHA pa3pa60TRa:

OcHoBaHMeM JJs1 pa3pabOTKU MPOrpamMMbl SBISETCS YUEOHBIM IUIaH MOATOTOBKH OaKajlaBpOB IO
Hampasienuto 09.03.04 «[IporpammHasi WHXEHEPHs» W YTBEPXKJEHHAs aKaJIeMHYECKUM PYKOBOAHUTEIEM

HpOrpaMMBbI TeMa KYPCOBOTO IPOEKTA.

Ha3Banue TeMbl pa3padoTKH HA PyccKoM si3bike: Kpunrorpagudyecku CTOMKUN reHEpaTop

IICEBIOCITYYaHBIX YU CEIL.

Ha3zBanue Tembl pa3padoTku Ha aHrauiickoM si3bike: Cryptographically secure pseudorandom

number generator.

H3m.

JIuct

No mokym.

Ioxam.

JlaTa

RU.17701729.03.10-01 T3 01-1

MuB. Ne nmo.

Ilonm. 1 nara

Bzam. naB. Ne

WuB. Ne ny6m.

Iloamn. u mara
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3. HABHAYEHMUE PA3ZPABOTKH
3.1. @OyHKHMOHAJBLHOE HA3HAYEHHUE

OyHKIMOHANBHBIM ~ Ha3HAYeHHWEM  pa3padaThIBaeMON  NpOTrpaMMBbl  SIBIISIETCS  TE€HEparus
MICEB/IOCITYYalHBIX MTOCIEA0BATENBHOCTEN HATyPAIBHBIX YNCE C BO3MOXHOCTBIO YKAa3aHUs KOJIMYECTBA U
Jrana3oHa FreHepUpPyEMBIX UHCEll, a TAKXKe FeHepalys [1CEBJOCTyYaiHbIX 10CIE10BATEIbHOCTEN OUT.

3.2. DKcILUIyaTallMOHHOE Ha3HAYeHHe

[Iporpamma MokeT OBITH HCIONB30BaHA B JIIOOBIX LEJISAX, KOTOpble TPeOyOT TeHEeparuu
PAaBHOMEPHO PAaCHpPEEICHHBIX MCEBAOCTYYalHbIX MOCIEI0BATEIbHOCTEN YUCEN WU ICEBIOCTYYalHbIX
MOCJIeIOBATEIbHOCTEH OUT, B YAaCTHOCTH, B KPUNTOTPAPHUUECKUX LEISAX: JUId TeHEepaluy KIIoYeH
mudpoBaHus, A TeHEepaluu CIy4alHbIX MMapoje, JUid reHepaluid TOKEHOB J0ocTymna. Takum obpasom,
IporpamMma II03BOJISIET T€HEpUPOBATh IICEBIOCIyYalHbIE IIOCIEI0BATEIBHOCTH I TaKUX LEIeH, B
KOTOPOU SIBJISIETCS KPUTUYECKOM BO3MOXKHOCTh MPECKA3aHU CIEAYIOIINX 3JIEMEHTOB I1CEBA0CITYyYaliHON
IIOCJIEI0BATEIbHOCTH HAa OCHOBE IIPEABIAYIINX.

N3m. JIucr Ne nokym. [Toa. [ara
RU.17701729.03.10-01 T3 01-1

HMuB. Ne mo. Ilonm. 1 nara B3am. uuB. Ne WuB. Ne ny6m. Iloamn. u mara
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4. TPEBOBAHMUS K IPOTPAMME

TpeboBanus K QyHKUHOHATBHBIM XapaKTepPUCTUKAM

4.1.1. TpeGoBaHusi K COCTaBY BbINOJIHSIEMBbIX (DYHKIMI1

[IporpaMMa  foJKHA  MO3BOJISITH ~ T'€HEPUPOBATh  IIOCIEJOBATEIBHOCTH  PaBHOMEPHO

pacnpeesIeHHbIX IICEBAOCITYYaliHbIX YUCEIL.

1.1. Bo3aMOXHO 3a1aTh HIPOMEXYTOK, Ha KOTOPOM OYyIyT paBHOMEPHO pacIpeIeIeHbI
TeHEpUPYEMBIC YHCIIA.

1.2. Tlporpamma J0IKHA HO3BOJIATH TEHEPUPOBATH YKCIA B IpoMexyTke oT 0 10 232 - 1.

IIporpamma foiKHA [TO3BOJISATH T€HEPUPOBATH IICEBI0OCTYUYaHbIE TOCIE10BATEILHOCTH OUT.

IIporpamma [OJDKHA IO3BOJIATH WHULMAIU3APOBATH IICEBAOCIYYaWHBIA I'E€HEpPATop Kak OT

SHTPOIHH YCTPOHCTBA, TaK M OT IedbIX uucen oT 0 10 2°2- 1 (B TakoM ciydae Ka/Iblil pas

reHEepUpPyeTCsl OJUHAKOBAsI 10CIIEI0BATEIBbHOCTD).

IIporpaMMa [o/DKHa NO3BOJIATH BBIBOAMTH TI'E€HEPUPYEMYIO IIOCIIEJOBATEIBHOCTh KaK B

KOHCOJTb, TaK M B (pai.

JIoIoKeH IpUCYTCTBOBATh PEKHUM TECTHUPOBAHMSI, IO3BOJISIOIIMKA HENPEPBIBHO BBIBOIUTH

reHEpUPYEMYIO MOCIIEI0BATEIbHOCTD JI0 BHEIIHErO 3aBEPIIECHHUS [TpoLiecca.

[IporpaMmMa JosKHA 3amycKaTbCsl 4epe3 KOHCOJIb W IIO3BOJIATH 3a4aBaTh 4€pe3 apryMEHTHI

KOMaHJHON CTPOKHU IapaMeTpbl T€HEPALUU [1CEBOCTYYaiHbIX MOCIEI0BATEIbHOCTEH.

6.1. Tun reHepupyeMbIX 3HaUEHUH — YNCIIa WIN OUTHI.

6.2. IIpu renepanuu 4yucen — NPOMEXYTOK, IO KOTOPOMY OyIyT paBHOMEPHO paclpeiesieHbl
reHEpUpPyEMBIC YHCIIA.

6.3. /InnHa reHepupyemMoii ocie0BaTeIbHOCTH. [J1s1 TeHepay Yrces — KOJIMYeCTBO YUCEe,
KOTOpble OYyIyT CreHepupoBaHbl. J[j1sl reHepanuu mocjiaenoBaTelbHOCTEH OUT — JUIMHA
TICEBIOCITYYalHOM TOCIIEIOBATEILHOCTH B OalTax.

6.4. dopMmat BBIXOIHBIX JJAHHBIX — BBIBO/J IOCJIE0BATEILHOCTH B KOHCOJIb MJIH B (haiil.

6.5. Nms BeixoaHOTO (haitia (B ciiydae reHepary Mocie0BaTeIbHOCTH B (aiin).

6.6. Mannmanu3anys ICeBIOCIYyYallHOTO I€HEpaTopa HEKOTOPBIM YHUCIIOM WM CIIy4alHOU
SHTPOIHEN, ITOITYUYEHHON OT yCTPONCTBA, HA KOTOPOM IIPOUCXOAMT 3aITyCK.

6.7. Taxxe HOMKHA IPUCYTCTBOBAThH OMNILUSA TECTUPOBAHUS, IPU HAIMYMHM KOTOPOW T€HEPATOP
OyJeT HEeNpepbIBHO BBIBOJUTH IOCIEAOBATEIBHOCTE OUT B KOHCOJIb JO BHEIIHETO
3aBEepLICHHUs ITpoLiecca.

B cirydae BBOJja HEKOPPEKTHBIX I1apaMETPOB Yepe3 apryMEHThl KOMAaHIHOM CTPOKU B KOHCOJIb

BBIBOJIUTCSL MH(OpPMAIUSA O TOM, B KAKOM BHJIE 3a/1al0TCS MapaMeTphl, IporpaMma 3aBepliaeTt

CBO€ BBIIIOJIHEHUE.

[Ipu renepauuu 3HaueHuil B (ailn nmporpamMma NnpoBepseT JOCTYIIHOE MECTO Ha Jucke. Eciu

MecTa Ha JIUCKe HEeJOCTaTOYHO, B KOHCOJb BBIBOJUTCS OMIMOKA, MporpaMMma 3aBepllaeT CBOe

BBITIOJTHEHHE.

ITpu BO3HMKHOBEHUH OIINOOK, CBSI3aHHBIX C ITOJyYEHHEM SHTPOITUH OT YCTPONUCTBA, B KOHCOIb

BBIBOJIUTCS KpaTKas HHpopMaIus o6 ournodke, mporpaMMa 3aBepIiaeT CBOE BBIITOJIHEHHUE.

4.1.2. TpeGoBanus k unreppeiicy
B3aumopeiicTBue nonb3oBaress ¢ IporpaMMoil MPpoOUCXoIUT yepe3 HHTepdeiic KOMaHTHOW CTPOKU
(KOHCOJIB).

3amyck reHeparopa 4epe3 KOMaHJHYIO CTPOKY HMPOUCXOTHUT CIICAYIOIUM 00pa3oM:

secure-generator.exe [onyuu] [napamempuoi |

H3m.

JIuct No mokym. IToam. JlaTa

RU.17701729.03.10-01 T3 01-1

HMuB. Ne mo. Ilonm. 1 nara B3am. uuB. Ne WuB. Ne ny6m. Iloamn. u mara
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J1o7KHBI OBITH TOCTYITHBI CIIETYIOIINE OMIIHH:

— --bits (renepanus OUT, 10 YMOJIYAHUIO T€HEPUPYIOTCS YUCIA);

— --min (HWKHSS TpaHULIa TPOMEXKYTKAa T€HEPUPYEMBIX UHCEN), MapaMeTpPOM SIBISICTCS 1LIeN0e
4KCII0 B HpoMeskyTke oT 0 10 2°2 - 1, M0 yMoT4aHUIO NpUHUMAET 3HadeHue 0;

— --max (BepxHsd I'paHUIa MPOMEKYTKA T'€HEPUPYEMbIX YHCEN), MapaMeTPOM SIBIISIETCS 11eJI0€
4yCcIIo B poMexyTKe oT 0 10 2°2- 1, Io yMOT4aHHIO NPUHUMAET 3HadeHue 2°2 - 1;

— --length (nnuHa reHepupyeMoil MOCIeN0oBaTeNbHOCTH, MPH T€HEPALlU YHUCET — KOJIHMYECTBO
YHCeI, IPU TeHEepaui OUT — KOJMUYECTBO OAT), mapaMeTpoM SIBIISIETCS 110 YUCIIO HE MEHEee
1, Mo yMOJTYaHHIO IPUHUMAET 3HaueHue 1;

— --file (BrIBOJ B (paiii1, MO YMOTYaHHIO BBIBOJ B KOHCOJIb), TApAMETPOM SIBJISIETCS UM (aiiia co
CreHEepUPOBAaHHBIMU 3HAYEHUSIMH, KOTOpbI OyaeT co3JaH B Karajore, rie pacroioKeH
WCTIOJTHSIEMBIN (paiii;

— --seed (MHHULKAIU3UPOBATh T€HEPATOP YUCIIOM, [0 YMOJYAHHUIO MPOUCXOAUT MHULIMATIU3ALUS
SHTpOINHEH yCTPOHCTBA), TapaMeTPOM SIBJISETCA LEN0e YMCIO0 B IpoMexyTke oT 0 10 232 - 1;

— -test_mode (peXUM TECTHpPOBaHUS), IMpPH BBIOOPE OSTOM  ONIUH TEHEPUPYIOTCA
MICEBIOCTyYaliHble OWTHI M HEMPEPBHIBHO BBIBOASTCS B KOHCOJb /IO BHEIIHETO 3aBEpIICHUS
mpouecca, €IUHCTBEHHas [OCTyIHas OMNUUs 0pU HAJIMYUU JAaHHOTO [apameTrpa —
VHULMATIU3AIHS YUCIIOM.

[Tpumep (renepanus 20 nceBaoCIydaiHbIX YMCeN B IpoMexyTke oT 1 10 10 B daiin output.txt):
secure-generator.exe --min I --max 10 --length 20 --file output.txt
4.1.3. TpeGoBaHMs K OPraHU3ANUM BXOAHBIX JAHHBIX

BXO}IHI)IMI/I JaHHBIMHU ABJIAIOTCA MapaMCETPhI pa6OTBI ImporpamMmbl, BBOJJUMBIC B BUJIC ApTYMCHTOB
KOM&H)IHOIZ CTPOKH.

4.1.4. TpeGoBaHuUsI K OPraHU3ALNH BHIXOAHBIX JaHHBIX

B crmydae BBIBOAAa TeHepUpYEMBIX MoOcieAoBaTeIbHOCTEH B (ailn, cozmaercs (ailia ¢ UMeHeM,
3aJIaHHBIM ITIOJIE30BATEIEM 4Yepe3 apryMEHThl KOMaHIHOW CTPOKH. B mpoTHBHOM cirydae
TeHepUpyeMbIe MOCIIE0BATEIbHOCTH BBIBOJISATCS B KOHCOJIb.
— Ilpu reHepanuu TOCIEIOBATEIBHOCTEH YUCEN T€HEpUPYEMbIE YHUCIIa BBIBOAATCSA dYepes
npoOer (0e3 TOMOJIHUTENHBIX BBIXO/IHBIX JIAHHBIX).
— Ilpu rTeHepamuu IMOCIIEOBATEILHOCTEH OHWT MPOUCXOIUT BBIBOJ JIBOWYHBIX JIAHHBIX
(creHepupoBaHHbIE (DAMIBI MOKHO MPOCMOTPETH MPHU MOMOIIU CHEIHAIBHBIX PEAAKTOPOB
JTIBOMYHBIX JAHHBIX).

4.1.5. TpeGoBaHusi K BpeMeHHbIM XapaKTepHUCTHKAM

BpemeHHBIe XapaKTEepUCTHKH 3aBUCT OT XapaKTEPUCTUK YCTPOMCTBA, HA KOTOPOM TIPOM3BOIUTCS
tectupoBaHus. Ha ycTpoiicTBe, Ha KOTOPOM INPOU3BOAMTCS TECTHPOBAHUE, BpEMsl Te€Hepaluu
1 000 000 000 nembix umcen B mpomexkyTke 0 g0 2°% - 1 nmpu moMomu pa3pabGaThIBAEMOro
reHeparopa J0JDKHO MpeBblaTh He Oonee yeM B 10 pa3 Bpems renepauuu 1 000 000 000 mensix
uycen B mpoMexyTke 0 10 232 - 1 mpu momonm BerpoenHoro B C++ reneparopa std::mt_19937.

4.1.6. TpeGoBaHuUS K CTATUCTHYECKHM XapPAKTEePUCTHKAM

H3m.

JIuct No mokym. IToam. JlaTa

RU.17701729.03.10-01 T3 01-1

HMuB. Ne mo. Ilonm. 1 nara B3am. uuB. Ne WuB. Ne ny6m. Iloamn. u mara
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I'eHepupyemble  IICEBIOCIyYalHbIE IOCIEAOBATEIBHOCTU  JIOJDKHBI  YCIEHIHO IPOXOAUTH
CTaTUCTHUYECKOE TECTUPOBAHME C MCII0JIb30BaHUEM U3BECTHOM TecTOBOM yTuinuThl PractRand.
Take TOUKHM ¢ IICEBIOCTy4YallHBIMU KOOpAMHATAMH, TI0JyYEHHBIMU MIPU IIOMOILIM T'€HEPATOPA, IPU
IIOMEIIEHUU Ha JIBYMEPHYIO IUIOCKOCTb JIOJDKHBI PaBHOMEPHO 3aIlOJIHATH KBajapar (BU3yasbHas
OLICHKA), yIJIaMU KOTOpPOTo SIBJISIOTCSA TOUKM (a; a) u (b; b), rae [a; b] — auanason renepupyembix
Yuce.

TpeOoBaHNsI K MAaTEMATH4YECKOMY 00ecre4eHH 10

B ocHoBe 1iceBoCIy4yaiiHOr0 reHeparopa aoxeH jexars anroput™ Hash_ DRBG B cooTBeTcTBUU

co cranaaptHoM HanmonansHoro uncturyrta crannaptoB u texnosnoruit CIIA NIST SP 800-90A Rev. 1

[12].

4.3.

TpeOoBaHMs K HAIEKHOCTH

HporpaMMa JOJIDKHa CTaO0UIBLHO pa6OTaTB Ha KOMIIBIOTCPEC, TCXHHUYCCKHUC XaAPAKTCPHUCTUKHU

KOTOPOT'O YIOBJIETBOPSIOT CUCTEMHBIM TPEOOBAHUSIM.

Omnbo4HbIe ClIEHAPHH:

— B cayuyae BBoJa HEKOPpPEKTHBIX MapaMeTPOB uUepe3 apryMEHThl KOMAaHIHOW CTPOKH B
KOHCOJIb BBIBOJUTCS MH(POPMALIKS O TOM, B KAKOM BUJE 3aJ[aI0TCS TApaMeTPhI, TporpaMmma
3aBepIlIaeT CBOE BBIMOJIHEHUE. BBIBOAMMBIN TEKCT:

Hocmynuwl cnedyiowue onyuu:

--bits (ceHepayus 6um, no YMOIYAHUIO 2eHEePUPYIOMCI YUCIA)

--min (HUMNCHAS 2PAHUYA NPOMENCYMKA 2eHEPUPYeMbIX YUcen), napamempom A6HsAemcs
yenoe uucio 8 npomedcymie om () 0o 2°32 - 1, no ymonuanuro npunumaem snavernue ()
--mMax (6epxHAsA cpaHuya NPOMENCYMKA 2eHEPUPYeMblX ducen), napamempom Aeisemcs
yenoe uucio 8 npomesicymxe om () oo 2"32 — 1;

--length (Onuna cenepupyemoui nocie008ameNbHOCMU, NPU 2eHePaYUU YUcel — KOJUYeCme0
yucen, npu ceHepayuu obum — Koau4ecmso oaiim), napamempom A61aemcs yeioe 4ucio He
MmeHee 1, no ymonuanuio npunumaem 3uavenue 1

--file (661600 6 hatin, o YMOIUAHUIO BbIBOO 8 KOHCOIb), NAPAMEMPOM ABNAEMCs UM hatina
CO C2eHEePUPOBAHHBIMU SHAYEHUAMU, KOMOPbLU OY0em co30aH 8 Kamanoze, 20e pachOLOHCeH
ucnonuaemvlil ghaiin

--seed  (UHUYUAIUZUPOBAMbL  2€HEPAMOpP  YUCIOM, NO  YMONYAHUIO — NPOUCXOOUM
UHUYUATU3AYUS. DHMPONUEL YCMpOUCmea), napamempom seaemcs yeioe 4YUucio 8
npomexcymke om () 0o 2"32 - 1

--test mode (pejxcum mecmuposanusi), Npu GvlOOpe OMOU ONYUU 2eHEePUPYIOMCS
ncegoocayuaiiubie OUMvl U HENPEPLIBHO BbIBOOSIMCS 8 KOHCONb 00 6HEUHE20 3A6ePULeHs]
npoyecca, eOUHCMBEHHAs OOCMYNHAS ONYUSA NpU HAIUYUU OAHHO20 napamempa —
uHUYyuanuzayus yuciom (--seed)

— Ilpu ucnonp30BaHWM HECOBMECTUMBIX OMIMK (--bits W --min wim --max, --test_mode u
mrobas apyras onuus, Kpome --seed) BeiBoguTCs omuoOka. [llabmon ommOku:
Hcnonvzosarnvl Hecoemecmumbie onyuu <onyusi 1> u <onyus 2>.

— Ecnm ykazana omnus, HO He yKa3aH ee mapameTp (Kpome --bits u —test_mode), BRIBOIUTCS
omnoOKa 1o mabaoHy:

He ykasan napamemp onsa onyuu <onyus>.

— Ilpu renepauuu 3Ha4eHU B (ailsl mporpamma mpoBepsieT JOCTYITHOE MECTO Ha nucke. Eciou
MecTa Ha JICKe HEJOCTaTOYHO, B KOHCOJIb BBIBOJUTCS OLIMOKA, TPOrpaMma 3aBepIIaeT CBOe
BBINTOJTHEHHE. TEeKCT OMMOKH:

H3m.

JIuct No mokym. IToam. JlaTa

RU.17701729.03.10-01 T3 01-1

HMuB. Ne mo. Ilonm. 1 nara B3am. uuB. Ne WuB. Ne ny6m. Iloamn. u mara




44.

4.5.

11
RU.17701729.03.10-01 T3 01-1

Ha oucke nedocmamouno c60000H020 mecma 071 2eHepayuu 3Havenull 6 ¢ailn. Ilpogepbme
napamemp --length.

- HpI/I BO3HHUKHOBCHUU OH_II/I6OK, CBA3aHHBIX C IIOJIYYECHHMEM OHTPOIIMKU OT YCTPOﬁCTBa, B

KOHCOJIb BBIBOJAWTCS KpaTkas uHpopMmanus o0 omubKe, MporpaMmMa 3aBeplIaeT CBOE
BBINIOJHEHHUE. TeKcT ommnoKu:

Bosnukna owubka npu nonyuenuu sumponuu om ycmpoticmaa. Ilposepbme coomeemcmeue
cucmemMHbvIM mpeboBaHUSM.
YcaoBus dKCILUTyaTaunu

4.4.1. TpedoBaHus K KBaTU(UKALMHU ONlepaTopa

ITonw3oBaTenn ImporpaMmal  JOJIXKCH O6J'IaI[aTI> 0a30BBIMH HABBIKAMU pa6OTBI C IICPCOHAIIbHBIM
KOMITBIOTCPOM, a TAKKC C KOHCOJIbHBIMHA MTPHUJIOKCHUAMMH.

Tpeﬁona}ma K COCTaBy U mapaMeTpaM TEXHUIECCKUX CPECACTB

PexomenyeMble MHHUMANIBHBIE TTApAaMETPBl YCTPOMCTBA JUIsl CTAOMIIBHOTO (DYHKIIMOHHPOBAHUS

MIPOrPaMMBI:

4.6.

— Pentium-coBMecTuMBbIH TIporieccop ¢ yactoroit 233 MHz;
— 64 Mb oneparuBHOM MamsTH;

— 1,5 T'B cB0oOOIHOIO MecTa Ha JIUCKE;

— KJIaBHATypa;

— BuAeoaganTep U MOHUTOp ¢ pazpemenruem Super VGA (800 x 600).
TpedoBanus k UHGOPMAIMOHHOI U MPOrPAMMHOI COBMECTUMOCTH
4.6.1. TpeGoBaHusl K YCTPOIiCTBY M0OJIb30BaTEJIA

Munumainssbie TpeboBanus K [10 st cTabunbHOTO (YHKIIMOHUPOBAHUS ITPOTPAMMBI:
— omnepanuonHas cucrema Windows (Bepcuu XP u ctapiie).

4.6.2. TpeGoBaHUSI K MCXOJHBIM KOJaM M SI3bIKaM NPOrpaMMHUPOBaHUSA

[Tporpamma nomkHa ObITH HanMcaHa Ha si3bike C++17.

B ncxoaHOM KoJie TporpaMmsbl pa3peniaeTcsi UCIOJIb30BaTh:
— CTaHIapTHYI O0uMbmuorteky sizbika C++;
— 6ubnmnorexy OpenSSL ¢ OTKPBITHIM UCXOTHBIM KOZOM;
—  WinAPI u Microsoft CryptoAPI;

H3m.

JIuct No mokym. IToam. JlaTa
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5. TPEBOBAHUS K IPOTPAMMHOM JTOKYMEHTAIIUA
S5.1. IlpenBapuTenbHbIN COCTAB MPOIPAMMHOM JOKYMEHTALUH

1. «Kpunrorpadpuyecku CTOWKHH TEHEpAaTOp TICEBIAOCIyYalHBIX YUCem». TexXHHUecKoe 3aJaHue
(I'OCT 19.201-78).

2. «Kpunrorpadudecku CTOWKHN T€HEpaTOp ICEBIOCIYYalHBIX 4ucen». lIporpamMma m meronuka
ucnbitanuit (FOCT 19.301-78).

3. «Kpunrorpadudecku CTOWKHNA T€HEpAaTOp MCEBIOCTY4YalHbIX yucen». lloscHuTenpHas 3ammcka
(I'OCT 19.404-79).

4. «Kpunrorpaduyeckn CTOMKHI reHepaTop IMCEBIOCIyYalHBIX YHCeN». PYKOBOJICTBO omepaTopa
(I'OCT 19.505-79).

Texcr mporpammbl (I'OCT 19.401-78) He BXOAUT B COCTaB IPOTrPaMMHOM JOKYMEHTAI[UH B
COOTBETCTBHH C JOOPOBOJIBHOM PacCIMCKOW O HEpasIIalleHHHd KOH(PHICHIHMATbHON HH(popManuu ot 3
deBpansa 2022 r.

5.2. CpnenmnanbHble TPeOOBAHUSA K MPOIPAMMHOI JTOKYMEHTAIUH

JIOKyMeHTBHI K TporpaMMme JIOJDKHBI ObITh BbIMONHEHBI B cooTBeTcTBHH ¢ ['OCT 19.106-78 u
I'OCTamu k kaxnomMy BUIy JOKyMeHTa (cM. 1. 5.1.);

[TosicHuTenbHast 3amMcKa JOJDKHA OBITh 3arpy’keHa B cucreMy AHTUmiaruat depe3 LMS «HUY
BILID».

JlokyMeHTaIus ¥ IporpaMma c/1atoTcsi B 3JIeKTPOHHOM BHie B popmare .pdf nim .docx. B apxuBe
dbopmara .zip Wi .rar;

3a 0JIMH JIeHb J10 3alUThl KOMUCCHUHU BCE MaTepHallbl KypCOBOI'O IIPOEKTA:

— TEXHUUYECKasl JOKYMEHTaIus,

- UCTIOJIHAEMBIN (ailn,

- OT3BIB PYKOBOJUTEIIS,

— JIUCT AHTHUIUIaruara

JTOJIKHBI OBITh 3arpyeHbl OJJHUM WJIM HECKOJIBKUMH apXHUBAMHU B MPOEKT TUCHUILINHEI «KypcoBoii
npoekT 2021-2022» B nuuHOM KabuHeTe B MH(opMaMoHHOM oOpa3oBatenbHON cpene LMS (Learning
Management System) HUY BIID.

N3m. JIucr Ne nokym. [Toa. [ara
RU.17701729.03.10-01 T3 01-1
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6. TEXHUKO-9KOHOMHNYECKUE ITIOKA3ATEJIN

6.1. OpueHTHPOBOYHAsI SKOHOMHUYecKas IPPEeKTHBHOCTH

B pamkax nmaHHOU KypcoBoil paboThl pacueT 3KOHOMUYeCcKor 3((HEeKTUBHOCTH HE MPETyCMOTPEH.

6.2. Ilpennmosaraemasi noTPedOHOCTH

HceBHOCquaﬁHBIe TeHePaATOPhI HIMPOKO UCIIOJIB3YIOTCSA B COBPEMECHHOM MHUPE:

Kpunrorpadus;

BEPOSTHOCTHBIE aJITOPUTMBI M CTPYKTYPHI JaHHBIX;

MaIIMHHOE 00yUYeHHUE;

MOBCEHEBHBIE 3a71a4M (HAIpuMep, ONpeAesIeHUEe MoOeAUTENeH B PO3BITPHIIIAX ).

6.3. DKoHOMHMYECKHE TPeuMyllecTBa Pa3padoTKU MO CPABHEHUIO C OTEYeCTBEHHBIMH H
3apy0e:KHbIMH 00pa3laMH MM aHAJIOTaMHU

MHorue nomyJsipHble FeHepaTophl ICEBAOCTyYaiHbIX 3HAUYCHUN HE SIBJIAIOTCS KpUIITOrpaduiecKu
croiikumu. Peanuzyemslii reaeparop Oyaer KpunTorpadu4ecku CTOMKIM, TIPU 3TOM CKOPOCTB €T0 PadOTHI
He OyJleT 3HAYUTEIbHO HUXKE aHAJIOT0B, HE SABJISIOMUXCSA KpUNITOrpaduyecku CTONKUMHU.

H3m.

JIuct No mokym. IToam. JlaTa
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7. CTAIUM U OTAIIbI PABPABOTKH

7.1. HeoOxoanMmple cTainu pa3padoTKHU, ITANIBI M cCOAepKaHue padoT

1. Texnuueckoe 3aaHue.
1.1. O6ocHOBaHMEe HEOOXOIUMOCTH Pa3pabOTKU MPOTPAMMBI.
—  IIOCTaHOBKa 33/1a4u;
—  M3y4YEHHE CYUIECTBYIOLIUX PEIICHUH;
—  BbIOOp M 00OCHOBaHWE KPUTEPHEB KadecTBa W 3(P(HEKTUBHOCTH pazpadaThIBacMOM
MIPOrPaMMBI.
1.2. HayuHo-uccnenoBaTenbCKue padboThl.
—  H3y4YeHHE  CYIIECTBYIOLIUX QITOPUTMOB  TIEHEpaluu  IICEBAOCITYyYailHbIX
MOCIIeI0BATEIHLHOCTEH;
—  OmpeleieHHe CTPYKTYPbI BXOAHBIX U BHIXOAHBIX TAHHBIX;
—  ompenerneHue TpeOOBaHHM K TEXHUYECKUM CPEJICTBAM.
1.3. Pa3zpaboTka TEXHMUECKOTO 3aIaHHUSI.
—  ompeneneHue TpeOOBaHUMN K pa3padaThIBAEMOI MPOrpaMMme;
—  OIpeleNeHHe CTaaui, OJTalnoB pa3padOTKUM OporpaMMbl M MPOrpPaMMHOI
JOKYMEHTAIUH;
—  COIJIaCOBAaHME U YTBEPKICHUE TEXHUYECKOTO 3a/1aHuS.
2. Pabounii MpoexT.
2.1. Pa3paboTka nporpaMMsl.
—  NPOEKTHUPOBAHUE;
—  [porpaMMHMpOBaHHUE;
—  OTJIaJKa IpPOrpaMMBI.
2.2. PazpaboTka mporpaMMHOM TOKyMEHTALUH.
—  pa3paboTka nporpaMMHO# 1okyMmeHTanuu B coorBerctBuu ¢ 'OCT 19.101-77.
2.3. UcnblTaHue NporpamMmmal.
—  pa3paboTKa, corjlacOBaHUE U YTBEPKACHHUE TPOrPaMMbl U METOJUKH UCIIBITAHUMH;
—  MPOBEICHUE TECTUPOBAHUS B COOTBETCTBUH C MPOrPAMMOMN U METOJMKON UCIIBITAHU;
—  KOPPEeKTHpPOBKa pPa3pabOTaHHOTO MNPOTPAaMMHOIO TPOAYKTa UM  MPOrpaMMHOM
JOKYMEHTAIUH 110 pe3yIbTaTaM IPOBEJACHHBIX UCIIBITAHUN B Cllydae HEOOXOJUMOCTH.
3. TloxaroroBka u mepeaaya MporpamMmal.
3.1. IloaroroBka mporpaMMsbl ¥ MPOrPaMMHOM TOKyMEHTAIlMU AJIsl IPE3EHTALUU U 3aIIUTHI.
3.2. VTBepKACHHUE JaThl 3alIUTHI POTPAMMBI.
3.3. 3amuTa pa3paboTaHHOIO IPOrPaMMHOTO MPOIYKTa
3.4. Ilepeqaua mporpaMMbl W MPOTPAMMHON  JOKYMEHTAllMM s JajbHEHIIero
COIIPOBOXKACHHS.

7.2. Cpoku ¥ HCIIOJTHUTEIHU

Cpoku:
1. ®eBpans 2022: KontposbHas Touka 1 (OMKeH OBITH TOTOB MPOEKT TEXHHYECKOTO
3aJIaHus).
2. Anpens — utonb 2002: KonTponbHas Touka 2 (3alluTa IpOeKTa).
Ucnonuutens: KamueB Ilerp AwngapeeBuu, cryaent rpynnsl BIINM201 oGpa3oBarenbHOi
nporpammsl «IIporpamMMHuas nuaxkeHepus» paxynbTeTa KoMnbioTepHbix Hayk HY BIID.

N3m. JIucr Ne nokym. [Toa. [ara
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8. HOPAAOK KOHTPOJIA U ITPUEMKHA

8.1. Buanl ucnbiTaHMii

[TpoBoauTCS PYHKIMOHATBHOE TECTHPOBAHUE TIPOTPAMMBI, & TAKXKE CTATHCTUYECKOE TECTUPOBAHNE
TCHEPUPYEMBIX ITOCIICIOBATEILHOCTEH IPH IMOMOIIM CIHEIUAIBHON yTHIIMTBI, BU3yalbHAs OIEHKA
PaBHOMEPHOCTH PACHpPEICICHUS TPU IMOMEIICHUH TOYEK C TICEBAOCTYYalHBIMU KOOpJIMHATAMU Ha
JBYMEPHYIO IUIOCKOCTb. KOHTpPOJIb OCYHISCTBIIIETCS B COOTBETCTBUH C JOKyMeHTOM «IIporpamma u
Metoauka ucnpitanuiny (I'OCT 19.301-79).

8.2. O0mue TpedoBaHMs K NpUeMKe padoThI

[Tprem OyneT Mpou3BeIeH MPH MOJHOM COOTBETCTBHH IMPOTPaMMbl TPEOOBAHUSIM, OMUCAHHBIM B
nyHkTax 4.1.1-4.1.5, a Taxke nMpy HAJTUYHH ITOJTHOTO KOMIUIEKTa JOKYMEHTAIIMH, ONTMCAHHOTO B pas3jene 5

HaCTOAIICTO TCXHUYCCKOI'O 3a/JaHUA.

H3m.

JIuct

No mokym.

Ioxam.

JlaTa

RU.17701729.03.10-01 T3 01-1

MuB. Ne nmo.

Iloan. u narta

Bzam. naB. Ne

WuB. Ne ny6m.

Ilonm. n nara
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INPUJIO’KEHHE 1

TEPMUHOJIOI'UsA
Kpunrtorpapus —  WH)XCHEPHO-TEXHHYECKas JUCLMIUIMHA, KOoTOpas 3aHUMAaETCs
MaTeMaTHYECKUMHU METOjaMu 3amuThl nHopmarmu [13, c. 16].
IlceBaocayyaiiHasi TOCJAEA0BATEILHOCTh — IIOCICAOBATEIBHOCTh YHCEI, KOTOpas OblLia

BBIUUCIIEHA TI0O HEKOTOPOMY OIpeNeIEHHOMY apu(METHUYEeCKOMY IpaBHIy, HO HMMEET BCE CBOHCTBA
CJIy4aliHOM IOCJIEI0BATEIbHOCTH YHCEIl B PaAMKaX pelacMou 3aJauH.

Kpunrorpagpuyecku CcToiKMi IeHepaTop — 3TO TIE€HEPATOp IICEBIOCIYYaHHBIX YHCEN C
OIpe/Ie/IEHHBIMU CBOMCTBaMU (HENpPEeACKa3yeMOoCTh, HEOTIMUYUMOCTh OT UCTUHHO CIIy4altHOTO, OOJIbILOM
nepuo, 3G GEKTHBHOCTS), MO3BOJISIFOIIMMHE HUCIIOJIb30BATh €r0 B KPUNTOTpaduu.

BuT — eluHUIIA U3MEPEHUS KOJINYECTBA NH(OPMALIUH.

PaBHoMepHOe pacnpenesieHue (IMCKPETHOM CiIydyallHOW BEJIWYMHBI) — IPUHUMAET KOHEYHOE

YHCJI0 N 3HAYEHHH C paBHBIMU BEPOATHOCTAMHU, COOTBETCTBEHHO, BEPOATHOCTD Ka’KI0I'o0 3HAYCHUA paBHA
1

n
JOHTponus (B KOHTEKCTe pa3pabOTKH T'eHepaTropa) — HEOIPEIeNIeHHOCTh (HempencKazyemas

uH(popMalrs), MOTydeHHAs IPOrPaMMOil ISl HHUIIMATU3AUH TICEBI0CIYYaliHOTO TeHepaTopa.

CraTucTuyeckoe TEeCTHPOBAHUE — COBOKYIHOCTb METOJOB OIPEACICHUS MEpPhl OJIM30CTH
3aJJaHHOM IICEBAOCIYYalHOM I10CIEA0BATEILHOCTH K CIIy4ailHOM.
Kaouun xkpunrorpadpuu — cekperHas wuHPOpMAIHS, HCIOIb3yeMas KpPUITOrpaguuecKuM

JITOPUTMOM TIpH 3amudpoBaHum/pacinpoBaHUM COOOIIEHUH, MMOCTaHOBKE M IpOBEpKe LU(DPOBOi
MOJINHCH U B IPYTHX KPUNTOTPAQUIECKUX LIEIISX.

KomaHaHast cTpoka — 3TO TEKCTOBBIA HHTEP(ENC MEXK /Ty YEIIOBEKOM U KOMIIBIOTEPOM, B KOTOPOM
MHCTPYKLHU KOMIBIOTEPY JAI0TCS MyTEM BBOJIA C KJIIABUATYPbI TEKCTOBBIX CTPOK (KOMaH).

N3m. JIucr Ne nokym. [Toa. [ara
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INPHJIO)KEHUE 2
CIIMCOK UCITOJIb3YEMOM JIUTEPATYPBI

1) TOCT 19.102-77 Craguu pa3padotku. Equnas cuctema nporpammHaoi qokymenTtanuu. — M.: UTIK
W3narensctBO ctangaptos, 2001.

2) 'OCT 19.101-77 Buasl nporpamMm 1 NporpaMMHbIX JOKyMEHTOB. EnuHas cucrema nporpaMMHOi
nokymentanuu. — M.: UITK U3narenscTBo ctanaaptos, 2001.

3) I'OCT 19.103-77 O6Go3HaueHus MporpaMM 1 IPOrpaMMHBIX JOKyMEHTOB. Enunast cucrema
nporpaMMHoi nokymeHntauuu. — M.: UIIK WU3narensctBo crangapros, 2001.

4) T'OCT 19.104-78 OcHoBHble Haanucu. Equnas cucteMa nporpamMmmHon qokymeHTanuu. — M.: UTTK
W3narensctBO ctangaptos, 2001.

5) I'OCT 19.105-78 O6utue TpeboBaHUs K IPOrpaMMHBIM JIOKyMeHTaM. EfquHas cuctema nmporpaMMHOMR
nokymentanuu. — M.: UITK U3narenscTBo ctanaaptos, 2001.

6) 'OCT 19.106-78 TpeboBaHus K MPOTPaMMHBIM JJOKYMEHTaM, BBIITOJTHEHHBIM IT€YaTHBIM CIIOCOOOM.
Enunas cucrema nporpammuoi fokymentauuu. — M.: UTIK U3natensctBo crangapros, 2001.

7) TOCT 19.201-78 Texuuueckoe 3aganue. TpeGoBaHus K coaepkaHuio 1 odhopmieHuio. Enunas
cuctema nporpammuoit nokymenrtanuu. — M.: UTIK U3natensctBo cranmaptos, 2001.

8) I'OCT 19.603-78 OOGmiue npaBuia BHeceHUs: n3MeHeHuil. Enqunas cucrema nmporpaMMHOMA
nokymenTanuu. — M.: UITK U3narenscTBo ctanaaptos, 2001.

9) I'OCT 19.604-78 IIpaBuia BHECEHUSI UBMEHEHUI B IPOTrPaMMHBIE JOKYMEHTBI, BBIIIOJTHEHHBIE
neJaTHeIM criocobom. Exnnas cucrema nporpamMmmuoi tokymeHtanuu. — M.: UTIK M3natenscTBO
cranjaptos, 2001.

10) T'OCT 19.602-78 IlpaBuna 1y0nupoBaHusi, ydeTa U XpaHEHHs! IPOrPaMMHBIX JOKYMEHTOB,
BBHITIOJTHEHHBIX MMEeYaTHBIM criocoboM. Enunas cucrema nporpammHoii nokymenrtanuu. — M.: UTIK
WznarensctBO crangaptos, 2001.

11) T'OCT 19.301-79 IIporpamma u MeToauKa ucnbiTaHuil. TpeOoBaHUS K COAEPKAHUIO U O(DOPMIICHUIO.
Enunas cucrema nporpammuoi fokymentauuu. — M.: UTIK U3natensctBo crannapros, 2001.

12) National Institute of Standards and Technology Special Publication 800-90A Revision 1.
doi:10.6028/NIST.SP.800-90Ar1.

13) Beenenue B kpunrorpaduto / [lox obur. pea. B. B. flmenko. — 4-e uzn., non. M.: MITHMO, 2012.
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