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1. BBEAEHHUE

1.1. HaumeHoBaHMe pa3padoOTKH

HanmeHnoBanue pa3paGoTku Ha PpycckoM s3bike. Kpunrorpaduueckn CTOWKHNM TeHEpaTop
IICEBIOCITYYalHbIX YUCEL.

HaumeHoBaHue pa3padoTku Ha aHramiickom si3bike: Cryptographically secure pseudorandom number
generator.

1.2.  OcHoBaHue 115 pa3paboTKu
JIOKyMEHT, Ha OCHOBAHHH KOTOPOT0 BeJeTcsi pa3paborka:

OcHoBanueM [uid pa3pabOTKU MPOrpaMMbl  (KpUNTOrpauueckd CTOMKOro TreHeparopa
TICEB/IOCITYYAHBIX YMCeN) BISETCs Y4YeOHBIN IJIaH TOArOTOBKY OakanaBpoB 1o Hampasieruto 09.03.04
«[Iporpammuas MHKEHEpHUs», @ TAKXKE YTBEPKACHHAS aKaJIEMHYECKUM PyKOBOJIUTEIEM IIPOTPaMMbI TEMa
KypCOBOTO IIPOEKTA.
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2. HASBHAYEHHUE U OBJIACTb IIPUMEHEHUSA
2.1. @OyHKHHOHAJbLHOE HA3HAYEHHE

QOyHKUMOHAIBHBIM ~ HAa3HAUYEHUEM  pa3padaTblBaéMOl  MpOrpamMMbl  SIBJISETCS  TeHEparus
MICEB/IOCITYYalHbIX MTOCIEA0BATEIbHOCTEN HATyPAJIBbHBIX YACEI C BO3MOXHOCTBIO YKAa3aHUs KOJIMYECTBA U
JMarna3oHa FreHepUPYEMBIX YUCEI, a TAK)Ke TeHEepalus IICeBI0CTyYaiHbIX TIOCIE0BAaTEIbHOCTEH OUT.

2.2.  JKcnjayaTauHOHHOe HA3HAYEeHHe

[IporpaMmma MOXeT OBITh HUCHOJB30BaHA B JIIOOBIX IMEJISAX, KOTOpPBIE TPeOYIOT TEeHepaluu
PaBHOMEPHO PACIPEICICHHBIX IICEBAOCTYYAMHBIX OCICIOBATEIIPHOCTEH YHCEI WM TICEBAOCTYYaHBIX
MOCIIE0OBATEILHOCTEH OWT, B YAaCTHOCTH, B KPUNTOrpaUUECKHX MEJAX: I TCHEpaluH KIFYeH
mudpoBaHus, JUIsl TeHEPALUU CIyYaiHBIX TapOJIeH, sl TeHepallii TOKCHOB JocTyna. Takum o0pa3om,
porpaMMa TO3BOJIICT TEHEPHPOBATh IICEBIOCITYyYalHBIC ITOCIICIOBATCILHOCTA MJIA TaKWUX IIeNieH, B
KOTOPOH SBJISICTCSI KPUTUICCKON BO3MOXHOCTbD MPEICKA3aHUs CIICAYIONINX JIEMEHTOB TICEBIOCTYYaitHOM
MOCJICZIOBATEIILHOCTH Ha OCHOBE MPEABIIYIIHX.

Take NP MHULMATM3AIUN «3€PHOM» T€HEPAaTOp MOXKET OBITh HCIIOJb30BaH JJIsI TI'€HEpalHH
TICEBJOCTYYaHBIX JTAHHBIX MPU TECTUPOBAHUM IPYTHX MporpamMMm. VHUIUMATH3UPOBAHHBIA «3EPHOMY
TEHEPaTOop MO3BOJISIECT BOCIIPOU3BOIUTE OJIHY H TY XK€ TICEBIOCTYYaHYIO MOCIEI0BATEIIBHOCTD, YTO MOKET
OBITh TIOJIC3HO IMPHU TECTUPOBAHMU (KOTJA OMIMOOYHBIN CIICHAPUI BOCIPOM3BOJIUTCS HE IMPH JIFOOBIX
Ha0bOpax BXOJIHBIX JIAHHBIX ).
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3. TEXHUYECKHUE XAPAKTEPUCTUKHA
3.1. IlocraHoBKa 3aJa4u HA pa3padoTKy MPOrpaMMbI

B npouecce BbIIOTHEHUS KypCOBOTO MPOEKTa IIPEANOIAraeTCsl peaii30BaTh KOHCOJIBHYIO YTUIIUTY,
IIPEJOCTABIISAIOLIYIO BO3MOKHOCTh I'eHepaliii KpUITOrpapUUeCKy CTOMKHUX MCEBAOCTYYalHbIX TaHHbBIX:
— reHepalus ICeBAOCITyYaliHbIX [TOCIe10BaTEIbHOCTEN OUT,
— reHeparus ICeBAOCTyYaliHbIX YHCEN.

B pamkax mocTaBieHHOW 3aauyd HEOOXOAWMO pEaIM30BaTh aAITOPUTM, MO3BOJISIOMINI
IeHEepPUPOBATH KPUNITOTpaPHUECKU CTOMKHE [I0CIIE10BATENbHOCTH I1CEBOCITyYaiiHbIX OUT, U HA OCHOBAHUU
HEr0 BO3MOXKHA TeHepalus ICEBAOCIyYaliHbIX uucen. Taikke HE0OXO0AMMO peann3oBaTh HHTEpderc
KOMAaHTHOW CTPOKH, IO3BOJISIFOILIMH 110JIb30BaThCsl pa3padOTaHHBIM F€HEPaTOPOM.

3.2. Onucanue ajaropuTMa u GyHKIHOHMPOBAHUS NIPOrPAMMBbI

3.2.1 Pa6oTa moJsb30Barelisi ¢ MporpaMmoii yepe3 nHTepdeiic KOMaHIHOH CTPOKHU

— BsaumogeiicTBre 10JIb30BaTeNsl ¢ MPOrPaMMON IPOUCXOAUT Yepe3 HHTepPeiic KOMaHAHON CTPOKHU
(KOHCOJB).
3amyck reHeparopa uYepe3 KOMAaHJHYK) CTPOKY HPOUCXOAUT  CICAYIOIM 00pa3oM:
secure-generator.exe [onyuu] <napamempor>,

— Tlonp30BaTemnro JOCTYIHBI CICAYIOIINE OIIINY:

1) --bits (renepartust GUT, O YMOIYAHUIO TEHEPUPYIOTCS YHCIIA);

2) --min (HWKHSIS TPAHUIIA IPOMEKYTKA TEHEPUPYEMBIX YUCE), TAPaMETPOM SIBIISIETCS LIEJI0e
uncio B mpomeskyTke ot 0 10 232 - 1, mo yMom4aHuio IpuHUMAeT 3Hauenue 0;

3) --max (BepxHsis rpaHHIIA TIPOMEKYTKA FTCHEPUPYEMBIX YHCEN), TAPaMETPOM SIBJIETCS LEJI0e
qncio B IpoMesxyTke ot 0 0 232 - 1, o yMom4aHuio IpuHUMAaeT 3Hauenne 252 - 1;

4) --length (ayuHa reHeprpyeMOil MOCIeI0BATEIBHOCTH, IPU IEHEPALIUH YHUCEIT — KOJTHYECTBO
YHCeN, IPH FeHepalul OUT — KOJMYECTBO 0OaT), MapamMeTpoM SIBJISIETCS IeJI0e YHCIIO HE
MeHee 1, 0 yMOJTYaHHIO MPUHMUMAET 3Ha4YeHHe 1]

5) --file (BbiBoA B (haiin, M0 yMOIYaHHIO BBIBOJ B KOHCOJIB), TAPAMETPOM SIBIISICTCS UMsI (haiina
CO CreHepPHPOBAHHBIMU 3HAUYCHHUSIMH, KOTOPBIH OYAET CO3/1aH B KaTajore, rJe pacioiokeH
UCTIONTHSIEMBIN (paii;

6) --seed (MHMIMATM3MPOBATH T'CHEPATOP YHMCIIOM, IO YMOJYaHHUIO IPOUCXOJUT
MHUIHMANU3AIUS  DHTPOIMEH YCTPOMCTBA), HapaMeTpoM SBJSIETCS LENOe YHUCIO B
npomexyTtke ot 0 10 2% - 1;

7) --test_mode (pexxum TecTUpOBaHHsI), HpPU BHIOOpE OTOH OMNIMU TEHEPUPYIOTCS
MICEBIOCTyYaifHbIe OUTHI M HEMIPEPHIBHO BBIBOASATCS B KOHCOJIb JIO BHEIIHETO 3aBEPILICHHUS
npolecca, €AMHCTBEHHAst JOCTYMHAs OIIHs TNpH HaJWYUMH JAHHOTO IapaMeTrpa —
VMHHLUATN3AINS YUCIIOM.

— B omm0O0YHBIX CIIeHApHUsIX MPOTrpamMMa BBEIBOJUT TOJB30BATENI0 OMIMOKY B KOHCOJIb U 3aBEpIIacT
CBOE BBITIOJTHEHUE. BO3MOXKHBIEC OIIMOKU:

1) B cinydae BBOJa HEKOPPEKTHBIX IMapaMETPOB uepe3 apryMeHThl KOMaHIHOW CTPOKH B
KOHCOJTb BBIBOJIUTCS WH(GOPMAITHS O TOM, B KAKOM BHJIE 33aF0TCS MTapaMeTpPhl, IIporpaMmma
3aBepIIaeT CBOE BBIMOIIHEHNE. BHIBOTUMBII TEKCT:

Hocmynnwel ciedyrowue onyuu:

--bits (cenepayus 6um, no ymonuanuro eenepupyromes uucna)

--MIin (HUJCHASL 2PAHUYA NPOMENCYMKA 2eHEPUPYeMbIX HUCETN), NaAPAMempoM SA6IAEmcsl
yenoe yucio 8 npomescymke om () 0o 232 - 1, no ymonuanuro npunumaem 3naverue ()

N3m. Jluct Ne nokym. [Toa. [ara
RU.17701729.03.10-01 81 01-1

HNuB. Ne mo. Ilonm. u naTta Bzam. nus. Ne WuB. Ne ny6m. Iloamn. u nara




6
RU.17701729.03.10-01 81 01-1

--Max (8epxHAs paHuya NPOMEdCYMKA 2eHepupyembvlX uucen), Napamempom seiaemcs
yenoe uucio 8 npomedcymie om 0 oo 2"32 — 1,

--length (Onuna eenepupyemou nocie008amenbHOCmu, NPU 2eHepayull Yucel — KOIUu4ecmeo
yucen, npu eeHepayuu 6um — KOauuecmeo 6aiim), napamempom A6IsAemcs yeioe YUucio He
MeHee 1, no ymonuanuio npunumaem 3navenue 1

-file (861600 6 ¢hailn, no yMOIUAHUIO 861600 8 KOHCOIb), NAPAMEMPOM ABIAECMCA UM Patiia
CO C2eHepUPOBAHHBIMU 3HAUEHUAMU, KOMOPbILL Oy0em co30aH 8 Kamanoze, 20€ PAcnoloHNCeH
ucnonHsemulil ¢atin

--seed  (UHUYUAIUZUPOBAMb  2€HEPAMOp  YUCIOM, NO  YMOIYAHUIO — HPOUCXOOUM
UHUYUATU3AYUSL SHMPONUEU YCMPOUCMEa), NaApamMempom SGIAemcs yeioe YUcio 8
npomesicymke om () 0o 232 - 1

--test mode (pexcum mecmuposanus), npu 6vlOOpe SMOU ONYUU 2eHEePUPVIOMCSL
ncesoocyualinvlie OUmMvl U Henpepvl8HO 8bl80OAMCA 8 KOHCOb 00 BHEUIHE20 3A6ePULCHISL
npoyecca, eOUHCMEeHHAs OOCMYNHAs ONYus Npu HAIUYUU OAHHO20 napamempa —
unuyuanuzayust wuciom (--seed)

2) Ilpu MCHOJIB30BAHUU HECOBMECTHUMBIX ommuid (--bits m --min wmm --max, --test_mode u
nmr00as Apyras oy, Kpome --seed) BeiBoauTcs orrbka. [11a6mon ommoku:
Hcnonvzosanwl necoemecmumole onyuu <onyus 1> u <onyus 2>.

3) Ecnu ykasana ormiusi, HO He yKa3aH ee mapametp (kpome --bits u —test_mode), BeiBoauTCs
omuOKa 1o 1madiaoHy:

He yxazan napamemp ons onyuu <onyus>.

4) Tlpu reHepaiuu 3HaYeHU# B (haiis mporpaMma npoBepsieT JOCTYITHOE MECTO Ha Jucke. Eciu
MeCTa Ha JUCKE HEJOCTATOYHO, B KOHCOJIb BRIBOJUTCS OIIMOKA, IIPOTpaMmMa 3aBepIiaeT CBOe
BBINOJIHEHUE. TEeKCT OMMOKH:

Ha oucke nedoocmamouno c60600n020 mecma 05 2cenepayuu 3Havenuil 8 ghailn. Ilposepbme
napamemp --length.

5) Ilpu BO3HMKHOBEHHH OIIMOOK, CBSI3aHHBIX C IMOJIyYEHHEM SHTPOIHUH OT yCTPOMCTBA, B
KOHCOIIb BBIBOJUTCS KpaTkas HHdopMmaius o0 omulKke, mporpamMma 3aBepliaeT CBOE
BBITIOJTHEHUE. TEKCT OMMOKU:

Bosnuxna owubka npu nonyuwenuu sumponuu om ycmpoticmea. Ilposepome coomseemcmeue
CUCMEeMHbIM MPedOBAHUM.

3.2.2. AJaropurmMuueckasi 4acThb

B ocHoBe ki1acca reHepaliiuu nocieoBaTeIbHOCTEH MCeBI0CTyUYaiHBIX OUT JIEKUT KPUIITOCTONKUN
rereparop mncesmocaydainbix umcen «Hash_ DRBG» na ocHoBe xem-dynkimun SHA-256 B
cootBeTcTBUM co crapmaaptom NIST SP 800-90A (Crnenumanpaas myOnukanus HannoHanbHOTO
WHCTUTYTa cTaHAapToB 1 TexHonorui (auri. NIST) ¢ HazBanuem «Pexomenaamus s TeHepanuu
CIIy4aifHbIX YHCEIl C UCIIOIh30BaHUEM JIETEPMUHHUPOBAHHBIX TEHEPATOPOB CIIyUYaifHBIX OUTOBY);

Ecnu He ncrnons3yercs mapamerp --Sseed, 1j1si HHUIHATN3AMH UCIOIb3YETCs HCTOYHHUK SHTPOIIHH,
NpeI0CTaBIIsIEMbIi onepannonHoi cucremoii (Hampumep, B UNIX-om00HBIX CHCTEMax HMEETCsI
TaKo# MCTOYHHMK, Kak /dev/random);

Ha ocHoBe reneparopa OWUT peaqM3yeTcs TeHepaTrop IMCEBAOCTYYalHBIX YHCeN (MTPUMEHSETCS
private-HacieaoBaHue);

s mpeobpa3zoBaHusi OUTOBBIX MOCIEAOBATEIHHOCTEN B MPOU3BOIBHBIC YUCIIA C PABHOMEPHBIM
pacrpeieneHieM (6e3 «TepeKoca) Heo0XoauM crenraIbHbII IMOJIXOI:
UToOB! MOTYYUTh YHCIIO HA TPOMEXKYTKE OT a 0 b, T/ie a U b MEHBIIIE «ChIPOT0» TEHEPHPYEMOTO
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9KClia, IOCTATOYHO TOJYYUTh YMCiIO Ha mpomexyTtke oT 0 mo (b - a) u mpubaBuTh K HEMy a.
OueBHIHBIM peUICHUEM 3a7aud IMOJIyYeHUs 4ucia Ha npomexyTke [0, r] xaxkercs moiaydyeHHe
OCTaTKa OT JCJICHUs «ChIpOro» uucia Ha (r + 1), HO 3TO co3gaeT npodieMy «IepeKoca» y Yucel
MOJIy4aeTcsi HEpaBHOMEPHOE paclpeiefieHue — Mpu JOCTaTOYHO OOJIBIINX 3HAYEHUSAX I' pa3HHUIIA
BEPOSITHOCTH TOSIBIICHUS Pa3HBIX YUCEN MOXKET OTIMYATHCS B 2 pa3a, YTO CYIIECTBEHHO YXYIIIIaeT
CTaTUCTUYECKUE CBOIiCTBa aJIrOpUTMa.
Bricokyro 3pQeKTHBHOCTD MTOKA3bIBAET MOAXO/ C OMTOBBIM MaCKHPOBAHUEM UHCIIA:
1) Ilpu momomu OWTOBOH Macku mojy4daeM umcio B uHTepBaine [0, 27k), rme 2"k —
HauOOJbIIIAs CTENICHDb IBOWKH, IPEBOCXOISIIIAS T,
2) Ecau mosy4uBIIEeCsS YKCIO BXOAMUT B MPOMEXYyTOK [0, r], TO BO3BpaliaeM €ro, MHave
TeHepUpPyeM HOBOE M HAYMHAEM CHaJaa.

Opranu3anysi BXOIHbBIX TaHHBIX

BXoAgHBIMM JAaHHBIMH SIBIISIFOTCS mapaMeETpbl pa6OTbI IIporpaMmsbl, BBOAUMBIC B BUAC apIr'yMCHTOB

KOMaHJHOM CTPOKH.

3.4.

Opraﬂmauuﬂ BBIXOAHBIX JaHHBIX

B ciydae BeIBOJa Te€HEpUPYEMBIX IOCIICIOBATSIILHOCTEH B (paily, co3maercs ¢aii ¢ uMeHeM,

3aIaHHBbIM ITIOJIB30BATCIIEM 4YCPE3 ApTYMCHThBI KOM&HI[HOﬁ CTPOKH. B IMPOTHUBHOM CJIy4a€ I'CHECpUPYyCMbIC
IIOCICA0BATCIBHOCTHU BBIBOJAATCA B KOHCOJIb.

3.5.

— Ilpu renepanuu moCiIeA0BaTELHOCTEN YHCEN TEHEPUPYEMBIE YHCIIA BBIBOIATCS Yepe3 mpobert
(6€3 TOMOTHHUTENBHBIX BBIXOAHBIX JaHHBIX).

— Ilpu reHepanuu MOCIEIOBATEIBHOCTEH OMT MPOMCXOAUT BBIBOA JIBOHYHBIX JTaHHBIX
(crenepupoBaHHBIe (BANIBI MOKHO HPOCMOTPETH TPH ITOMOIIHM CIIEIHAIBHBIX PEIAKTOPOB
JIBOMYHBIX JaHHBIX, Harpumep, Hex Editor Neo).

Onucanue 1 000CHOBaHHE BLIﬁOpa H COCTaBa TEXHUYECCKHUX U NTPOrpaMMHBIX CPEACTB

3.6.1. OnucaHue TEXHUYECKHX U MPOrPAMMHBIX CPeICTB

Pexomenyemble MUHHMMAaJbHBIE TTApaMeTPbl YCTPOMCTBA AJsl CTAOMIBHOTO (YHKIMOHUPOBAHUS

porpaMMbl (Ha OCHOBaHUH CUCTEMHBIX TpeboBanuii k Windows XP SP3):

— Pentium-coBmecTumsIii iporieccop ¢ yacroroit 233 MHz;

— 64 Mb omnepatuBHOU MaMSTH,

— 1,5 T'B cBoOOIHOTO MecTa Ha JUCKE,

— KJIaBHATYpa;

— BHJEOAJanTep U MOHUTOP ¢ paspemeruem Super VGA (800 x 600).

[Tporpamma Hamucana Ha si3bike C++17.
B ncxomHoM Kojie mporpaMMbl HCIIONIB3YIOTCS:
— cTaHmapTHas Oubnuoreka si3pika C++;
— kpunrorpaguueckas Oubmuoreka OpenSSL ¢ OTKPHITBIM HCXOAHBIM KOJIOM (B HEM
MPUCYTCTBYIOT pealu3alii pacpoCTPaHEHHBIX XelI-(PyHKIN);
— WInAPI u Microsoft CryptoAPl mpenocTaBisioT BBI3OBBI, IMO3BOJISIOIINE ITOJYYUThH
CHCTEMHYIO SHTPOIIHIO.

N3m.

JIuct Ne nokym. IMoam. JlaTa
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HNuB. Ne mo. Iloamn. u mara Bzam. nus. Ne WuB. Ne ny6m. Iloamn. u nara
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3.6.2. OGocHoBaHHE BHIOOPA TEXHMYECKUX M MPOTPAMMHBIX CPeACTB

3.6.2.1. PaboTa noJsib30Batelisi ¢ NporpaMmoii yepe3 uHTepdeic KOMaHIHOH CTPOKHU

[Tonxon ¢ nHTepdelicom KOMaHAHON CTPOKH BhIOpaH MCXOMs U3 001acTH, B KOTOPOM Yalle BCEero
MOJKET OBITh MPUMEHEH TICEBIOCTYYaiHbIN TeHepaTop:
— T'enepanms TecTOBBIX HAOOPOB JAHHBIX (B TAKHX CIy4asx, Kak MPaBUIIO, JaHHBIC JOJDKHEI
OBITH C TEHEPUPOBAHHI B (haii1) — HET HEOOXOAMMOCTH B rpaduuecKkoM HHTepderice;
— Hcnonp3oBanue B MPUKIAIHBIX PEHICHUSIX — OyIeT yaoOHee «IpoOpOCHUTh» KOMAaH[bI B
KOHCOJIb, Y€M B3aUMOJICHCTBOBATH C rpaduyeckuM nHTepdeiicom uepes Koa.

3.6.2.2. AJITOPUTMHYECKAS YACTh

Jns co3manHus mapoiisi HeoOXOIUM KpUNTOTpadUvecKH CTOMKHUI TeHepaTop MCeBIOCTYYailHBbIX
gucen (manmee I'TICYH). Ananus cranpaptoB ucnonb3oBanus [TICU st reHepanmu maposield moxasan
cnenytouee:- B SP 800-90A Rev. 1 npeasioxkeHO HECKOIBKO aJITOPUTMOB T'€HEpPALMU TICEBIOCTYYAMHBIX
grcen, B ux uncie HMAC-DRBG, HASH-DRBG, CTR-DRBG (ucnonssyer 3DES wim AES).

— Yacro ucnonesyercs craugapt ANSI X9.17 (ucnions3yer 3DES);
- ISAAC.

Taxoke UMEIOTCS HEKOTOPhIE POCCUICKUE TOCYIapCTBEHHBIC CTAHAPTHI, CBSI3aHHBIE C TeHepalen
CITy4ailHbIX YHCeI:
— TOCT P HUCO 28640-2012 — onwuchBalOTCA CTAaTUCTUYECKHE METOJBI TEHEpaIuu
TMICEBJ/IOCITYYaHBIX YHCEII, KOTOPbIe MOKHO MCIIOIB30BaTh P MPUMEHEHNH MeToaa MoHTe-
Kapino. He paccmatpuBarotest Kpunrorpaduyeckre reHepaTopsl;
— TOCT P 28147-89 — onuceiBaeTcst OJIOUHBIN aNropuUTM MM(YPOBAHUS, KOTOPBIA MOXKET ObITh
MPUMEHEH MIPH CO3/IaHUH TeHEePaTopa MCEeBI0CTYYaHbIX YHCET;
— TOCT P 34.11-2012 («Ctpubor») — onucsiBaeTcsi Xem-(hyHKIHs, KOTOpas MOXET ObITh
IPUMEHEHA IPU CO3JIaHUM T'eHepaTopa MCeBI0CITyYaifHbIX YUCE.

Cpasuenune KCI'TICY:

HMAC-DRBG — peanmzoBad B mbedTLS n OpenSSL, cuuTaercst 10CTaTOYHO KPUNITOrpadhuIecKu
3anuieHHbIM. EcTb Teopetndeckoe u «machine-checked» o0ocHOBaHNE KOPPEKTHOCTH.

HASH-DRBG — peanmuszosan B JCE FIPS, 6e30macHOCTb 3aBUCHT OT UCTIOIB3YEMON XAIII-()yHKIIHH.
Pabotaer 6b1cTpo. MOXHO IPUMEHATH MapalieIbHbIe BHIYUCICHUS.

CTR-DRBG — moxHO ucnoms3oBate AES ¢ Oonbmielt juymHO#M Bbixoaa, yeM y 3DES, gto maer
npenMyIecTBa 6€30MacHOCTH. MOKHO PUMEHSTH MapajlleIbHbIE BHIYUCICHUS.

ANSI X9.17 — mmpoko wucnoms3yercsi (mpumensiercsi B OaHkoBckoil chepe m PGP, moxer
ucnons3oBats IDEA Bmecto 3DES), ecth HeKoTOpBIe TeopeTrueckue yszBuMocTH (Insertion attack).

ISAAC — He mpuUMeHsIeTCs IMTUPOKO M HE CTaHIapTU3UPOBAH, HE HCCIISI0BaH TITy00KO.

Poccuiickue rocyaapcTBeHHbIE CTaHIAPThl HE MPEeIaraloT KOHKPETHOTO ajropUTMa TeHepaluu
CTOMKUX TOCJIeJOBaTENbHOCTEH ciaydaiHbIX uucen. OJHAKO NPEeAToXKeHbl OJIOUHBIA Imupp U Xem-
(GyHKIUS, KOTOpblE BO3MOXHO HCIOJb30BaTh MpHU peanu3anuu reHeparopa. OcHOBHas mpodiema Hx
MCIOJIb30BAaHUS 3aKITI0UACTCS B HEIOCTaTOYHON M3yYeHHOCTH iepel myOnuKanuei.

[To cooTHomeHUIO 0€30MaCHOCTH W CKOPOCTH paboThl Hamboyiee MOAXOISIIUM BapHAHTOM
BeITIIIUT SHA-256 DRBG (cm. [Ipunoxenue 1). biounsie mudpbl paboTaroT 3HAaUUTETHLHO MEJICHHEE.

N3m. Jluct Ne nokym. [Toa. [ara
RU.17701729.03.10-01 81 01-1

HNuB. Ne mo. Ilonm. u naTta Bzam. nus. Ne WuB. Ne ny6m. Iloamn. u nara
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4. TEXHUKO-O9KOHOMUNYECKUE ITOKA3ATEJIN

4.1. Ilpennosaaraemasi nOTPedHOCTH

[IceBnociayuaitHble TeHEpaTOPHI MIMPOKO UCIIONIB3YIOTCS B COBPEMEHHOM MUPE:

Kpurnrorpadus,

BEPOSITHOCTHBIE aITOPUTMBI U CTPYKTYPBI IaHHBIX;

MalIuHHOE O0yYCHHE;

IIOBCE/IHEBHBIE 33/1a4y (HaIIpUMeEp, ONPEAEICHUE T00EIUTENENH B PO3BITPHIILAX );
TECTUPOBAaHUE HH(MOPMAIMOHHBIX CHCTEM (YTOOBI MOKPHITH MHOMXECTBO BO3MOKHBIX
CLIEHapHEB, MOXHO CITy4aiiHbIM 00pa30M reHepUpOBaTh BXOHbIC JTaHHbIE).

4.2. OpueHTHPOBOYHAS IKOHOMHUYECKAs IPPeKTUBHOCTH

B pamkax maHHOI KypcoBO# pabOThI pacdueT IKOHOMUYECKOH 3(h(PEeKTUBHOCTH HE MPEAYCMOTPEH.

4.3. JxoHOMHYeCKHE TpeuMyllecTBa Pa3padoTKM MO CPABHEHUIO C OTeYeCTBEHHBIMU U
3apy0exHbIMH 00pa3laMH WM AaHAJIOTaMH

MHorue nomnyJisipHbIe TeHePaToOPhl NMCEBAOCTyYalHBIX 3HAYCHUN HE SIBIITIOTCS KPUIITOTpadhuvyecKu
croiikumu. Hampumep, Bcero 624 moaps UAyIUX YHUCIa, CTEHEPUPOBAHHBIX U3BECTHBIM T'€HEPATOPOM
mt_19937, nocraTtouHo, uTOOBI MpelacKa3aTh Bce CIEAYIOLIUE YHCIA, KOTOpble OyJaeT BbIAaBaTh STOT
reaepatop. Peanuzyemblii reHepaTtop OyaeT KpunTorpaguaecku CTOUKIM, TIPH 3TOM CKOPOCTh €ro paOdoThI
He OyJeT 3HAYUTEIILHO HUXKE aHAJIOTOB, HE SBJSIFOINUXCS KPUNTOTPApUUECKU CTOHMKUMH (K TMPUMEpPY,

mt_19937).

N3m.

JIuct Ne nokym. IMoam. JlaTa

RU.17701729.03.10-01 81 01-1

HNuB. Ne mo. Iloamn. u mara Bzam. nus. Ne WuB. Ne ny6m. Iloamn. u nara
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N3m. Jluct Ne nokym. [Toa. [ara

RU.17701729.03.10-01 81 01-1

HNuB. Ne mo. Iloamn. u mara Bzam. nus. Ne WuB. Ne ny6m. Iloamn. u nara
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INPUIOKEHHUE 1. SOPPEKTUBHOCTD KPUIITOCTOUKHUX AJI'OPUTMOB
I'EHEPAIIUU ICEBJOCIYYAUHBIX NOCJIEJAOBATEJIBHOCTEU BUT

DRBG Mechanism Cryptographic Core Logic Complexity [kGE]
60 © ® SHA-256 (4 Core ® CTR_AES-256 (3 Core)
SHA-512 (2 Core)
50T
® SHA [

401 O CTR AES-256 (2 Core
30 + ° ® SHA-256 (2 Care

SHA-512 (1 Core)
20T ® CTR AES-256 (1 Core)

Throughput [Gbps]

0 5 10 15 20 25 30 35
N3m. Jluct Ne nokym. [Toamn. Jara

RU.17701729.03.10-01 81 01-1

MuB. Ne mopyt. Ilonn. u nara | B3am. unB. Ne WuB. Ne ny6m. [lonmn. u nara




12
RU.17701729.03.10-01 81 01-1

MNPUJIOKEHUE 2. IUATPAMMA U OITMCAHUE KJIACCOB 'EHEPALIUU
IICEBJIOCJIYYAMHBIX UNCEJI M BUT

HNma kaacca HasHadveHnue JlomosHUTENBHBIE
CBeleHnA
RandomBytesGenerator Knace RandomBytesGenerator | I1pu HE00X0IUMOCTH
MpeHa3HauYeH I  TIeHepaluuH | CO3/IaHus reHeparopa
MICEBAOCITYYalHbIX JaHHBIX JApyroro ¢opmara
MOCJIENOBATEILHOCTEH OUT. BO3MOKHO MMOBTOPHO
I'enepatop  mpemocTaBisIeT  J1Ba | UCMOJIb30BATH
BapHaHTa MHUIMATU3AIUH: (HacnemoBaHue,
—  HHunmanusanus CUCTEMHOW | KOMIIO3ULIKSA)
SHTpomnHEl — B TakoM ciydae | RandomBytesGenerator

reHepaTop OUT MOXKET OBITh
WCIONIb30BaH s 3ajad,
CBSI3aHHBIX ¢ 0€30MaCHOCTHIO
u Kkpunrorpadueit
(Hampumep, g TeHepauuu
KpUITOrpaguuecKux
KJIFOYCH ). Brixognyro
IIOCJIEZIOBATEIBLHOCTh TAKOI'0
reHepaTopa  MNPaKTUYECKU
HEBO3MOXKHO IIPEJICKa3aTh;

—  HWMuauimmanuzanmss YUCIOM —

TaKOW reHepaTop OUT HYKEH,
Korja HeoOxouMa
BO3MOKHOCTh MTOBTOPHO
MOJIYYUTh CTEHEPUPOBAHHYIO
MCEeBAOCITYYalHY O
MIOCJIEZIOBATENBHOCTE.  JTO
MOKET OBLITH MOJE3HO,
HarpuMmep, npu
TECTUPOBAHUU — npu
Hax0JIEHUU 3epHa,
MIOCJIEI0BATEIBHOCTD,
VHULMAIM3UPOBAHHAS
KOTOPBbIM,  HPUBOAUT K
TMaJEHAO TECTUPYEMO1
CUCTEMBI, BO3MOKHO 3aHOBO
BOCIIPOU3BECTHU MPOOIEMHBIN

JUISl TEHEPALMM CITy4YalHbIX
OuT U IpeoOpa3oBaHMs UX B
TpyTHE TaHHbBIC
(Hampumep, BEIIECTBEHHBIE
yKclia UiIu 0oJiee CII0XKHbIE
0OBEKTHI).

CIICHApUH.
RandomNumbersGenerator Kmacc RandomNumbersGenerator | RandomNumbersGenerator
npeaHasHauYCH JJISA TeHepalurn | UCIIOJB3YET B cBOEen
HCCBI[OCJIy‘-I&fIHLIX qucell (C OCHOBC KJ1accC
BO3MOKHOCTBIO 3amanus | RandomBytesGenerator
JUarna3oHa). (mpumeHsieTcst private-
I'enepatop  mpemocTaBisieT  JBa | HAC/ICAOBAHHE).
BapuaHTa HHULUAJIN3allun: FeHeppreMLIe
—  Vanmmanuzanyms CUCTEMHOM | IICEBAOCIyYalHbIE 4YHCIIA
SHTPOIHUEN — B TAKOM Clly4yae | UMCIOT paBHOMEPHOE
TeHepaTOp YHCEN  MOJKET | PACIpEICACHHUEC (Takxe
N3m. Jluct Ne nokym. [Toa. [ara
RU.17701729.03.10-01 81 01-1
Wup. Ne momi. Ilogm. u gata | B3am. uaB. No WuB. Ne ny6m. Iloamn. u gara
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OBITh  WCIIOJIB30BaH  JUIS
3azad, CBSI3aHHBIX C
0€30MaCHOCTHIO u
kpunrorpadueit (Hampumep,
TUTST reHepaIuu
KpUNTorpaguueckux
KJItoueil). Brixonnyto
MOCIIEZIOBATEILHOCTh TAaKOI'O
reHepaTopa  MPaAKTHYECKU
HEBO3MOXKHO IIPEJICKA3aTh;
Wuunmanuzanuss 4ucioMm —
TaKOW  TEHEepaTrop  YucCell
HYXEH, Korja HeoOxoauma
BO3MOYXHOCTh MIOBTOPHO
MOJIyYUTh CTEHEPUPOBAHHYIO
MICEBAOCITYYalHY O
MOCIIEI0BATEIbHOCTh.  JTO
MOYKET OBITH MOJE3HO,
Hanpumep, npu
TECTHPOBAHUU — npu
HaXO0XJACHUH 3epHa,
MOCTIeI0BATEIbHOCTD,
WHUIIAIA3UPOBaHHAS
KOTOpPBIM,  TIPUBOAHMT K
MaJCHUIO TEeCTUPYEMOi
CUCTEMBI, BO3MOXXHO 3aHOBO
BOCIIPOU3BECTU MPOOIEMHBIN
CLIEHapHil.

Ipu  3aJaHdd  JTMara3oHa
perieHa npobiema
«IIepeKocay).

N3m.

JIuct

Ne nokym. [Toamn.

Jara

RU.17701729.03.10-01 81 01-1

MuB. Ne nmou.

Iloamn. u mara

B3am. unB. Ne WuB. Ne ny6m. [lonmn. u nara
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RandomBytesGenerator

RandomMNumbersGenerator

+ =create» RandomBytesGenerator ()
+ «create» RandomBytesGenerator (uint32_t seed)
[+ aetRandomNumber (Uint2? t min Uint3? t max) | getRandomNumber (UInt32_t min, uint32_t max) + generateRandomBytes (void* buffer, size_t length)

+ «create» RandomMumbersGenerator ()
+ «create» RandomMNumbersGenerator (Uint32 t seed

private

Jletau CKpBITHI HA OCHOBAHUH COTJIAIICHHS O HEPA3TIIAlICHUH Pe3yabTaToB pa3padotku (pactucku NDA).

H3m. Jluct No nokym.

TToamn. [ara
RU.17701729.03.10-01 81 01-1

HMus. Ne mojr. Iloxm. u matra | B3am. uaB. Ne WuB. Ne y6m. ITonm. u mara
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MNPUJIO)KEHHUE 3. OIIMCAHUE IIYBJINYHBIX METOAOB U
KOHCTPYKTOPOB IICEBAOCJTYYAUHBIX KJIACCOB-TEHEPATOPOB

Kaacc RandomBytesGenerator
KoncrpykTopsl

Cneuuduxarop | [lapamerpsl Ha3nauenue
aocTYyna KOHCTPYKTOpa
public uint32_t seed ['enepaTop OUT HHUIHATU3UPYETCS

«3€pHOM» — HECKOJILKO T€HEPaTOPOB
OWT, MTHUIMAIU3UPOBAHHBIX
OJIMHAKOBBIMH YHCIIaMH, OyayT
BBIIABATh OJMHAKOBBIE
MOCJIEI0BATENLHOCTH OUT.

public ['eHepaTop OUT HHUIIHATU3UPYETCSI
CHUCTEMHOM DHTPOIUEH —
IICEBAOCTyYaiHast
[I0CJIEI0BATENbHOCTh OUT TAKOTO
reHepaTopa NnpeacKa3aTh IPaKTHUECKU
HEBO3MO>KHO. /[Ba pa3HbIX reHeparopa
OUT, MHULIMATN3UPOBAHHBIX
KOHCTPYKTOpaMu 0e3 apaMeTpoB,
OyayT Bbl1aBaTh pa3Hble OUTOBBIE
M10CJIE0BATEIHHOCTH.
MeToabl
HNms metoxa Cneunduxarop | Tun 3Hauenus, | [lapamerpsl Ha3nayenue
AOCTyNa BO3BPAallaeMoOro | MeToaa
MeTOo10M
generateRandomBytes | public void void*  buffer, | enepupyer B
size_t length NaMsATh 110 aapecy
buffer length
IICEBIOCITYYalHbIX
0aiiT. AHAIOTUYHBIM
o0Opazom
MIPOUCXOTUT paboTa
C reHepaTopaMu
IICEBIOCITYYalHbIX
OWUT B MOMYJISIPHBIX
KPUNTOTpaprUECKUX
O6uOIMOTEKAX.
Knaace RandomNumbersGenerator
KoncTpykTopsl
Cnennduxarop | [lapamerpsi Hasnayenue
JA0CTyna KOHCTPYKTOpa
N3m. Jluct Ne nokym. [Toa. [ara
RU.17701729.03.10-01 81 01-1
Wup. Ne momi. Iloamn. u jatra | B3am. uaB. No WuB. Ne ny6m. Iloamn. u gara
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public uint32_t seed ["eHeparop uucen HHULIUATU3UPYETCSI
«3EPHOM» — HECKOJIBKO T€HEePaToOpOB
YHCell, MHUIUATM3UPOBAHHBIX
OJIMHAKOBBIMH YUCIIAMH, Oy IyT
BBIJIABATh OJINHAKOBBIC YHCIIOBBIC
H0CJICIOBATEIbHOCTH.

public ["eHeparop uucen HHUIUATU3IUPYETCSI
CHUCTEMHOM SHTpONUEH —
MICEeBAOCITyYaHas
HOCJIEIOBATEIEHOCTh YUCEN TAKOTO
reHepaTopa MmpecKa3arh IPaKTHYECKH
HEBO3MOKHO. J[Ba pa3HbIX reHeparopa
YHCelT, MHUIUATU3UPOBAHHBIX
KOHCTPYKTOpamu 0e3 mapameTpos,
OyIyT BBIZIaBaTh pa3HbIC

II0CJIE0BATEIBHOCTH.
MeTtoapl
HNms metoga Cnennduxarop | Tun 3nauenms, | [lapamerpsl Hasnayenue
AoCTyna BO3BPallaeMoOro | MeToaa
METOI0M
generateRandomNumber | public uint32_t uint32_t min, | Bo3spaiaer

uint32_t max | mceBaociydaiiHoe
YHCIIO0 B IMANa3oHe
[min, max].
I'enepupyemsie
qrcia
pacripeieneHsl
PaBHOMEPHO.
Wudopmanmss 0 NpHBAaTHBIX METOJAX OTCYTCTBYeT HA OCHOBAaHHMM COTJIAIICHUS O HepasrialleHun
pe3yabTaTtoB paszpabotku (pactrcku NDA).

Uzm. Jluct Ne nokym. [Toamn. Jara
RU.17701729.03.10-01 81 01-1

HNuB. Ne mo. Iloamn. u mara Bzam. nus. Ne WuB. Ne ny6m. Iloamn. u nara
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JUCT PETUCTPAIIMA U3BMEHEHUI

Jluct perucrpanuu U3MEHEHUM

Bxonmsammui
Bcero No
JINCTOB Ne COIIPOBOJIUT
Howmepa nucros (cTpanuir) POBOA ITonn. | [ara
(cTpaHuIl | TOKyMEHTa €JILHOT'O
B JIOKYM.) JIOKYM. U
naTta
e o =
. o > o
S = % = 2 S
) o) O A M T m
= s I = é T o
~ > < =
Uzm. Jluct Ne nokym. [Toamn. Jara
RU.17701729.03.10-01 81 01-1
HNuB. Ne mo. Iloamn. u mara Bzam. nus. Ne WuB. Ne ny6m. Iloamn. u nara




