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AHHOTaIIUA

st locTuzKeHnss KOHCEHCyca, TIPpU BbIOOpE CJiejiyloliero 6Jioka B OJIOKYeHe UCIIOIb3Y-
€TCsI MHOXKECTBO Pa3/IMYHBIX aJTOPUTMOB, OOJILINIMHCTBO U3 AJITOPUTMOB OJIOKYEH KOHCEHCYCa
OCHOBAHO HAa JIHJIEpax, TO €CTh y KaxKJI0T0 3abUKCUPOBAHHOIO OJI0KA eCTh aBTOp — Juiep. [lpu
9TOM, B GJIOKUeliHe BayKHA YCTONIMBOCTH K TeH3ype (censorship-resistance). Omaum u3 croco-
OOB JIOCTUYb 9TOTO CBOICTBA ABJISETCS MCIOIB30BaHNE AJTOPUTMOB OJIOKUETH KOHCeHcyca Oe3
JInjiepa, YCTOMYUBBIX K BU3aHTUWCKOMY IIOBEJIEHUIO MeHee TPEeTH yYACTHUKOB U3 3aJIaHHOIO
cuncka. B pabore pasdbuparorcs Takue aaropuTMbl. C IOMOIIBIO PEATH30BAHHOIO CHMYJISITO-
pa GyioK9eiiHa OBLIO MPOBEICHO YKCIIepUMeHTaIbHOe cpaBHeHne paborsl aaroputma DBFT[4] B

ycaoBugx BusanTuiickux atax 1Ipu paSHOﬁ J0JI€ 3JIOYyMbIIIJIECHHUKOB.

KiroueBbie ciioBa

Biiokueiin, koncencyc 6e3 jmjepa, BU3AHTHIICKHE OTKa3bl, yCTOWYUBOCTH K IEH3YPE,

CPaBHUTEJILHLIA aHAJINS



1 BBeaenme

Biriokueiin - 910 pacupesesennas 6a3a JaHHBIX, KOTOPas UCIOIB3YyeT KpuiTorpadude-
CKHUe MeTOJIbI s 3amuThl nHopmaruu. OHa MO3BOJISIET TOJIb30BATEISAM IIPOBOJIUTH TPAH3AK-
1u 6e3 ToTPeOGHOCTH B TIEHTPA/IM30BAHHBIX [IOCPEJIHIKAX (OaHKaX, TOCYIapCTBe, MOCYIapCTBEH-
HBIX MJIN KOMMEPYECKHX HpeﬂﬂpﬂﬂTHHX). STa TEXHOJIOI'U UCIIOJIb3YeTCd JJIdA XpaHeHud U I1e-
pejladn JIaHHBIX W aKTUBOB. TeXHUIecKH, OJIOKYEHH COCTOUT U3 MEMOYKN OJIOKOB, COCTOSTITIX
U3 TPAH3aKIWI [MoIb30BaTe ei. BJIOKM cBA3aHbBI C MPEIBIIYIIMMEI Yepe3 XeIl, 9TO MO03BOJISIeT
rapanTupoBaTb COXPaHHOCTD TpaH3aKHI/Iﬁ n 6JIOKOB, IIOIIaBIINX B IEIIOYKY, B II€EpBOHaYa/JIbHOM
BUJIE.

Jlnst locTuzKeHnss KOHCEHCyca TIPpU BbIOOpE cJieiyiomiero 6Jioka B OJIOKYeHe UCIOIb3Y-

€TCA MHO2KECTBO PA3JIMYHBIX aJI'OPUTMOB, KOTOPbIE MO2KHO pPa3/1€/INTh Ha 2 Kjacca:

- ®KOHOMUYecKue!, B KOTOPEIX €CTh YCJIOBHe, TPH KOTOPOM YYaCTHHK MOYKET T00aBHTD

OJIOK B OOMEH Ha KaKyIO-TO HArpajLy

- mareMmarm4eckue, ocuopannbsle Ha anroputrme (PBFT)[3] u npennosmaraomme menee
TPeTH HEeJOOPOCOBECTHBIX YUYACTHUKOB ¢ BU3AHTUIICKUM TOBeJeHneM. alle BCero Takue

AJITOPUTMBI UCIIOJIB3YIOTCA B IIPUBATHBIX OJIOKYeiHaX.

[Tomumo 06bIUHBIX TPpebOBAHUIT K aJIropuTMy KOHCEHCyca (agreement, termination, validity,
integrity), B GJI0KuYeiiHAX TAKUM aJrOPUTMaM TaKXKe HY’KHO ObITh yYCTOWYMBBIM K IEH3YDE
(censorship-resistance). /leso B ToM, 4T0 GOJILIIHHCTBO POTOKOJIOB OCHOBAHBI Ha JIMJEpaXx,
TO €CTh y KazKJIOro 3a(UKCUPOBAHHOIO OJIOKA €CTh aBTOp — JIHJAEP. B TaKuX yCJIOBUSX CJIOXK-
HO IIPEJIOCTABUTH TapPaHTUIO, YTO JI00as BaJMIHAS TPAH3aKIUs KJINEHTa KOTJIa-HUOYIb Oy/IeT
BKJIIOUEHA B OJIOKUEH, TaK KAaK OT/JEIbHbIE YIACTHUKU, YaCTO sIBJISIONIMECS aBTOpamu 0J10-
KOB, MOT'YT HAMEDPEHHO UTHOPWPOBATH M HE BKJIIOYATH HEKOTOPHIE HEYTO/IHBIE UM TPaH3aKIINN.
O tHuM U3 perreHnit 3Toit MpobIeMbI ABJISTIOTCS IPOTOKOJIBI OJIOKYEiH KOHCeH cyca 6e3 jmiiepa,
B KOTOPBIX OJIOKH T'€HEpUPYIOTCd Ha JIeTy U3 00S3aTeNIbCTB BCEX YYACTHUKOB. Tak HUKaKOi
YYIACTHUK CAMOCTOSATEILHO HE MOYKET CUJILHO TOBJIUSATH HA UTOTOBBINH OJIOK.

Taxwne agropuT™Mbl OJIOKUIEITH KOHCEHCyca 6e3 JTuaepa MPUHAJIEKAT YIIOMSHYTOMY BBIIITE
kiaaccy "maremarmdecknx"agropurmor. Kpome yeroitamBocTH K 1IeH3ype, OHI 0018/ 1a10T JIPYTH-
MU TIOJIE3HBIMU CBOMCTBAMU: HET Y3KOI'0 MeCTa B BUJIE JIMJiepa, HeT IPOOJIeMbI U3-3a MeJIJIEHHOI'O
smjiepa. Takue ajropuTMbl OJIOKUEiTH KOHCeHCyca 6e3 Jiniepa u Oy/IyT pacCMaTPUBATHLCA B 9TOM
KypPCOBOIi padoTe.

DopMaIbHO: PACCMATPUBAIOTCA YCJIOBHSA, PUOJINZKEHHBIE K IPUBATHOMY OJIOKYEiTHY.
Ectb N 3apanee m3BeCTHBIX YIaCTHHKOB CeTH, [ U3 KOTOPBIX MOI'YT UMETh BH3aHTHUICKOE ITO-

Bejienne, pudeM N > 3f + 1. Bee atu yyacTHUKYM OOMEHUBAIOTCS TPAH3AKIUSIMU U JIPDYTUMU

!Taxxe Hasbiatorcs lottery-based. Ilpumepsi: proof-of-work(PoW)|[12], proof-of-stake(PoS), u apyrue anro-
PUTMBI, Ha3BaHWE KOTOPbIX HaunHaercs ¢ "Proof-of"



COOOICHUSIMU, HY?KHBIMU JIJIsl JOCTUZKEHUST KOHCEHCYCa IIPU BBIOOpE ciieytoriero OJioka. Mc-
H0JIb3yeTCd aJIl'OPUTM KoHceHcyca 0e3 smjiepa. PaccmarpuBaercss 9acTUYHO-CUHXPOHHAS WA
ACHHXPOHHAs MOjie/b ceTu. lIporecesl ¢ BU3aHTUICKUM IOBEJIEHUEM MOI'YT BecTH ceOs I1po-
U3BOJILHO: CJIATH MTPOU3BOJILHBIE COOOIIEHUS WJIM BOOOINE HE OTBEYATH, MPOU3BOJUTH ITPOM3-
BOJIbHBIE OIlepaIuu co cBoeil komnueit Ojokueiina. [Ipu 9ToM, BU3aHTUICKHE MPOIECCHl TMEIOT
OrpaHUYeHNsT HA CKOPOCTb BBIYUCJICHWI, KAaK U JT0OPOCOBECTHBIE yiacTHUKU. Hukakoit Busan-
TUHCKUI MIPOTIECC He MOXKET BBIIABATH cebsi 3a JIPYTOT0 yYaCTHUKA, HE MOYKET MOJJIe/IbIBATD
IyKYI0 TUdPOBYIO MOANUCH. TakyKe OHM MOTYT BJIHATH HA CETh MEXK/Y JPYTUMHU YIaCTHUKA-
MU, HO HE CIIOCOOHBI 33JICPXKUBATH UX COOOIIECHUS HABCET/IA.

Henb 9T0# KypcoBoii pabOThI - MIPOAHAIM3UPOBATD U CPABHUTH TaKUE AJITOPUTMbBI OJIOK-
Jeitn KoHceHncyca 6e3 jujepa B yCJOBUAX PA3JIMIHbIX BUBAHTUICKIX aTaK.

B zajiaun BXOAUT O3HAKOMJICHHE C IIPEIMETHON 00JIACTBIO U AJTOPUTMaMU KOHCEHCYCA,
peayin3alys OJIHOTO WJIM HEKOTOPBIX TAKUX AJITOPUTMOB, MOJICIUPOBAHNE U IIPOBEJICHUE IKCIIC-
PUMEHTOB, CpaBHeHHe pabOThI aJTOPUTMOB B YCIOBUSX PA3/IMIHBIX BU3AHTUHCKUX aTaK, I10-

cTpoenne rpauKoOB U ONMUCAHUE PE3YIbTaTOB B UTOTOBOM OTHYETE.

AKTyaJI])HOCTb n 3HaAYMMOCTD

Brokdeitnbl ceitdac, B OCHOBHOM, MCIIOJIb3YIOT aJTOPUTMBI ¢ JujepoM. Kak yxke ObLIO
CKa3aHO BBIIIE, TaKHe AJTOPUTMbI UMEIOT PsiJi IIPOOJEM, B TOM YHCJIE OTCYTCTBHE T'apaHTUN
Ha Jio0aBJIeHNe KaXKJI0i BaJIUMIHON TpaH3aKIIMU (yCToﬁqHBOCTH K ueH3ype). g nepexojia Ha
aJITOPUTM KOHCEHcyca 0e3 Jinjiepa HyKHO IPEXKJIe TIATEILHO MPOaHaIN3UPOBaTh BOZMOXKHbBIE
PUCKH Pa3HBIX TAKUX aJrOPUTMOB KOHCEHCYCA, UTOOBI ONPEJIENUTD JIyUIIUX MIPEJICTABUTEIICH.
[Ipu sTOM, B CTaThdAX, IPEJCTABIAIONINX TaKue HOBbIE aJITOPUTMbI, 9YaCTO HET CPaBHEHUIl pe-
3yJIbTATOB pabOTHI aJIrOPUTMa B yCJa0BUAX BuzanTuiickux arak. B ocHOBHOM, TaM pacCIuThIBa-
0T TTapaMeTPhl aJITOPUTMOB TOJBKO JIJIS XOPOIIETO CIydas, KOIJia 3JI0YMbBIILJICHHUKOB BOOOIIIE
HeT, OO ecTh TOJBKO fail-stop oTkasbr. HacTo He mpoBepsroT, KaK ImapamMeTpbl aJropuTMa, 3a-
BUCAT OT JIOJIM 3JIOyMBIIIIJIEHHUKOB. VIMEHHO Takne acleKThl 9TUX aJTOPUTMOB IIPEIIoJIaraeTcs

pazobparh B 3T0#l pabore, 9TO 00yC/JIaBINBAET €€ aKTyaJIbHOCTb U 3HAYUMOCTb.

2 CymecTByiomiue paboThl U penieHuns

Bce Takme aaropuTmbl KOHCEHCyca MMEIOT MPUMEDPHO OJMHAKOBBIN MPUHIIHIL: CHAYAsa
YIACTHUKN OOMEHMBAIOTCA TPAH3AKIIMAME, COOUPAIOT KAKOE-TO MHOYKECTBO WX, a 3aTeM JIJId
KaxKJI0U TPaH3aKIUN 3aIyCKaeTCsd OMHAPHBIN aJrOPUTM KOHCEHCYCA, OIPEJIEIIONInil OyIeT Jin
BKJIIOU€HA B MTOTOBBIN OJIOK 9Ta Tpansakius. [lo urory mosrydaercd 6JI0K, creHepUpOBaHHbIIM
n3 0043aTe/IbCTB BCEX YIACTHUKOB.

B ocnoBe OouibImHCTBA TAKUX AJITOPUTMOB OJIOKUEH KOHCEHCYyca 0e3 Jimjiepa JiexKar 2

aJropuT™a, paboTaroliye B IPUCYTCTBUN BU3aHTHICKIX 0TKa30B: Reliable Broadcast(RB)[2] n



Binary Byzantine Agreement(BA)[11], airoputm KoHCeHCYCa, MO3BOJILAIONINI TPUATH K COTJIa-
CUIO OTHOCHUTE/IbHO OMHAPHOW BEJTMYNHDI.

Democratic Byzantine fault tolerance (DBFT)[4] - anropurm, ocHoBaHHbI Ha 2 TIpO-
ToKoJIaxX, ykazanubix Boiie (RB u BA). Paboraer B ycJoBUAX 9aCTUIHO-CHHXPOHHON MOJIEJIH
cetu. ABTOPBI MOIUMUIUPYIOT aaroputM BA Tak, 9To OH CTAHOBUTCSH JETEPMUHUPOBAHHBIM, &
TaKzKe ONTUMU3UPYIOT CXOJIMMOCTH HOBOT'O &JITOPUTMA € TIOMOIIBIO J00aBJICHU CJIa0BIX KOOP/IU-
HATOPOB. DTU KOOPUHATOPHI JCTEPMUHIPOBAHO HA3HAYAIOTCH KAaXKIbI PAYHJI U OTIPABJISIOT
BCEM CBOE TeKyIlee 3HaUYeHne BeJIMINHbI, JIJI KOTOPOi HAJI0 TPUNTH K KOHCeHcycy. BaxKHo, 1To
TaKue KOOP/IMHATOPBI He SBJISIIOTCS JIMJIEPAMU: OHU HE MOT'YT MOBJIUATH HA UTOTOBOE 3HAUCHUE,
JlayKe ecJIi SIBJISIIOTCS BU3AHTHICKUME. DTU KOOPAUHATOPHI HYZKHBI TOJBKO JIJI TOTO, ITOOBI
MIOMOYb COUTHUCH JITOPUTMY ObICTpee. B cTarhe MpOBOAAT SKCIEPUMEHTHI HaJT OMHAPHBIM KOH-
CEHCYCOM B YCJIOBUSAX HECKOTbKNX BU3aHTUICKUX aTaK M CPABHUBAIOT C OMHAPHBIM KOHCEHCYCOM
u3 HoneyBadgerBFT[10](6yner pasobpan HuzKe), HO He MIPOBEPSIOT, KaK paboTa ajJropuTMa 3a-
BHCHUT OT JIOJIH 3JI0yMbINUIeHHUKOB. B cratbe 0 Red belly blockchain[5| dopmasnmusyror u peasn-
30BBIBAIOT TO, Kak nepeiitu or DBF'T, kK moJiHonennomMy ajJiropurmMy KOHCEHCyca, 171 OJIoKIeiina.
[IpoBogT sxcnepuMenTsl, cpaBauBast ¢ HoneyBadgerBET|10](6yaer pazobpan HuzKe), HO 3aMe-
pSIOT B ycsioBusX BuzanTuiickux atak TOJBKO MPU MAKCUMAJILHOM HUHCJIE 3JI0YMBIIIJICHHIKOB,
pu 5ToM Busantuiickue ataku Haresnenbl Ha RB, arobsr yBemants throughput. 3aBucumocts
OT JIOJIA 3JIOYMBIIIJIEHHUKOB TTPOBEPAIOT TOIBKO 11pu fail-stop orkazax

HoneyBadgerBFT(HBBFT)[10] rak:ke siBiisleTcst aJrOpuTMOM, OCHOBAHHOM Ha, HOCJIE-
noaresibHoM npuMerernn RB u BA. OcobeHHOCTBIO SIBJISIETCST TO, 9TO OH paboTaeT B ACHUH-
xpouHoit Mozesn cetu. [Ipu sT0M, 510 He TpoTHBOpeunT Teopeme FLP[7], tak kak asropurm
BEPOSATHOCTHBIN (ABTOPBI OCTABUJIN BEPOSITHOCTHBIE BapuaHT ajropur™ma BA). g ycroitun-
BOCTH K II€H3ype TpaHzakiuu mmdpyorcsa ¢ momorbio threshold encryption|1]. Ioxywaercs,
HY?KEH J0OPOCOBECTHBIN CEpBUC, KOTOPBIH OYJET BbIIABATH 9TU CEKPETHBIE KJIIOYU BCEM Ha
BXOJIe, UTO JIETKO BOCIIPOU3BOJINTCS B KOHTEKCTE MPUBATHBIX OJIOKYEHHOB, TaK KAK TaM M Tak
HY?KHO MPOMTHU depe3 IMOXOKU cepBUC, YTOOBI TMOMACTb B CeTh. TaKiKe aBTOPHI 9TOTO AJTO-
puTMa UCIoIb3YyIoT He obbranbli RB, a RB co cruparomumu kogamu(erasure codes) Ha ocHOBe
ko108 Puna-Cosnomona, ontumusupys takum obpazom Reliable Broadcast. IIposojgar sxcnepu-
MEHTBI ¢ TIOCTOSTHHOM J1oJ1eil fail-stop 3/10yMBIIIIEHHUKOB (YeTBEPTh OT BCEX YYACTHUKOB, UTO
SHAYUTEIbHO MEHBIIIEe TeOPETHIECKOTO MAKCHMYMa).

BEAT|6] - cemeiicTBo U3 5 npoToko/ioB, B ocHoBe KoTopbix Jexur HBBFT. Kaxibrit
ontumusupyet Kakoe-to csoiicreBo HBBEFT (throughput, latency). st gocruzkenust ontumu-
3aIuil UCIOIb30BaIN pa3ndnble ajaredOpandeckne TeXHUKU. Hampumep, ncrnoab3o0Baam cTupa-
forrre Kogiel pyramid codes|9] Bmecro kom0 Puna-Conomona. PeanmzoBbiBator Bee cBOM ajro-
puUTMbI 1 cpaBHUBaiOT ux Mexk 1y coboit 1 ¢ HBBFT. Takxke, He omuchIBAIOT MOJIE/b 1TOBE/ICHUA
OTKAa3bIBAIONINX yIacTHUKOB. [IpuBojgar rpaduku ¢ ouenb magenbkuM uuciaom f € {1,2}.

B crarbe|8| Toxke yyumaror HBBFT, Ho akieHTHpYOT BHIMaHIE Ha JIPYTOM €ro HeJo-

craTKe - HeOOXOANMOCTb UMETh IeHTPaJIN30BaHHBIN JI00POCOBECTHBIN CepBUC Ha BXOJIE B CETh.



ABTops! 3aMeHsIOT paboTy TOro cepsuca Ha cBoil nmporokos ABFT-Beacon, KoTopbriit BbIIo/I-
HSIET 9Ty 3aJ1a9y PaCIpeeeH0. DKCIIePUMEHTAIbHBIX JTAHHBIX 3aMEPOB M TaKUX CPaBHEHUI
CBOETO AJITOPUTMa KOHCEHCYCa C JIPYTUMH HE TIPUBOJIAT.

He Bce ajropurMbl OCHOBaHbI MCKIounTebHO Ha RB u BA. Hanpuwmep, B crarbe|l14]
OIMCBIBACTCS CEMEHCTBO BEPOATHOCTHBIX ajiroputmoB Snowflake. Vnes 3akiiodaercs B TOM,
YTO B KaXKJIOM payHJie YIaCTHUK OTIPABJIAET COOOIEHUS HE BCEM yYACTHUKAM, & TOJIBKO CJTy-
JaiffHO BBIOPAHHOMY ITOJIMHOXKECTBY. Bjrarojaps 3Tomy, IPOTOKOJI CTAHOBUTCA HEICTEPMUHU-
POBaHHBIM, HO BMeECTE C 3TUM HpuobperaeT Xopoiue cBoiicrBa. CHUIBHO YMEHBIIAIOT 00bEM
HEOOXOIUMOM KOMMYHUKAIIUNA YIaCTHUKA CO BCEMU OCTAJILHBIMU yYACTHUKAMU JI0 KOHCTAHTHOMN
B KayKJI0M payHJe, a Bcero payamos O(log N). B mpeapiaymmux aaropurMax KazKIOMY yIacT-
HUKY HEOOXOJIMMO OBLJIO OTHPABUTDH JIMHEHHOE YUCIO0 COODINEHMI B KaxKJIOM payHje. Takum
00pa3oM,y IIPOTOKOJIa JIYUIlle MACIITAOUPYEMOCTh, a TaK:Ke OH MOXKeT paboTaTh JdaxKe B CIydae
HEJIOCTYITHOCTA HEKOTOPBIX YYaCTHUKOB. Peasm30BbIBAIOT aJITOPUTM U IIPOBOJAT SKCIIEPUMEH-
ThI, HO PACCMaTPUBAIOT TOJBKO aTaKy, B KOTOPOH OTIIPAaB/ISIOTCS HEKOPPEKTHBIE TPAH3AKIIIH,
IpUBOJIsIIIEE K pobJieme JBoitHoro pacxomosanus(double spending attack).

Takum 06pazoM, OBLIM PaCCMOTPEHBI AJITOPUTMBI 00JIee BCETO TMOIXOISIIIE IO IIOCTaB-
JIEHHYTO B HadaJie 3aj1a4dy. [loaTn Bce U3 HUX onmMparoTcd Ha BEPOATHOCTHBIE TTOIXOJIbI, M TOJIBKO
DBFT ocraercd moHOCTBIO JI€TEPMUHUPOBAHHBIM, TTO3TOMY Jlajiee Pedb OyJIeT UJITU ITPErMYy-
IIECTBEHHO PO Hero. HekoTopbie n3 aBTOPOB cTaTeil MPUBOIUIN SKCIIEPUMEHTAIbLHBIE JTaHHbBIE,
MHOTJIa JlaykKe CPaBHUBAJM C JApyruMu ajaroputmamu. Ho, Kak yke ObLIO yIOMSIHYTO BBIIIIE,
TaKHe CPaBHEHUS CJIEJIAHBI TOJBKO JIJIsi Y3KOT'O CJIy4asl, TO €CTb JiJisd OIIPEJIe/IEHHOTO Habopa
YCJIOBUI U TIAPAMETPOB, ILJIOXO IMOKA3BIBAIONINX, KaK YXY/IIaeTcs paboTa ajJropuTMOB IIPU BU-
3aHTUICKUX OTKa3ax. He ObLIO 9KCIIEpUMEHTOB, MOKA3BIBAIOIINX 3aMEPDI IIPU PA3JIMIHON J10JIe
3JI0yMBINIEHHUKOB ¢ Busanrtuiickum nosejieruneM (He fail-stop). OrumesnbHbIX uccienoBanumii,

CpaBHUBAIONINX 9TU aJITOPUTMBI, Haﬁ,ﬂeHO He ObLIOo.

3 Omnwucanme aJropuTMoB

Pacemorpum mogpo6uee anropurm DBFT u ero cocrasisionie (RB u BA).

3.1 Binary Byzantine Agreement (BA)

Anropurm BA - anroputMm KoHCeHCyca 1j1s OMHAPHOI BEJIMIMHBI, KaK y7Ke ObLIO CKa3aHO
BblIe. /JomycKaeT acHHXPOHHYIO MOJIENIb CeTH. AJITOPUTM COCTOUT U3 PAyHIOB, B KayKJIOM U3
koTopbIX Hy:kHO O(N?) coobmiennii. sHauaibHO y y9acTHUKA €CTh ero 3Hadenue est. B nagase

KaxKJIOr0 payHjia y YYacTHHKA €CThb IycToe MHOXKecTBO bin_ values. Payn cocrout u3 3 das:

e BV-broadcast: amropurm s Gunapubix sesmann ¢ O(N?) coobuienuil, MceBIoKo Ko-

toporo Ha Pucynke 1. B koHeuHoMm cuére rapaHTUpyeTCsd, YTO MHOXKecTBO bin_values



operation BV_broadcast MSG(v;) is
(01) broadcast B_VAL(v;).

when B_VAL(v) is received

(02) if (B_VAL(v) received from (¢ + 1) different processes and B_VAL(v) not yet broadcast)
(03)  then broadcast B_VAL(v) % aprocess echoes a value only once %

(04) end if;

(05) if (B_VAL(v) received from (2t + 1) different processes)

(06)  then bin_values; «— bin_values; U{v} % local delivery of a value %

07) endif.

Puc. 1: TlceBnokoz anropurma BV-broadcast n3 crarbu|11]

OKazKeTCdA HEIyCThIM, OJUHAKOBBIM JJIA BCeX KOPPEKTHBIX yYaCTHHUKOB, & TaKKe rapaH-
TUPYETCHA, 9TO B HETO MONIYT TOJHLKO 3HAYEHUsI, KOTOPbIE U3HAYAJIBHO OBLIN XOTs OBl Y

(f +1) ygacrruka.

e Jlonmosmurenbublii broadcast muoxkectBa bin__values, KOrjga OHO CTAHOBUTCS HEITYCTBIM.
YYacTHUK OXKUJAeT MOJIyIeHus COOOIeHuit oT (n — f) pasjinvHBIX YIACTHUKOB, YJIOBJIE-
TBOPSAIONINX CJIEYIONEMY YCIOBHUIO: J MHOXKECTBO values, paBHOE OODbEJINHEHUIO MHO-
kKecTB bin__values 3 3TUX COOOIIEHU, U 9TO MHOXKECTBO values COAEPKUTCI B MHOYKE-

cTBe bin_wvalues ydacTHUKA.

e B tperbeii hase yIacTHUK UCIOIB3YET cOMMON coin(pacipeeleHHblil FeHepaTop /Iy daii-
HBIX OUT, Kak B cTarbe [13]), nosmydas our s. Ecin values cocront u3 oHoro saeMenTa, To
YUIACTHUK KJIAJET 9TO 3HadeHue B est. Ecm e 9T0 3HadeHne eIé n COBIAMNAET C S, TO S
CUMTAETCS Pe3Y/ILTATOM aaroput™a. Ecim MHOXKeCTBO values COCTONT U3 JIBYX 9JIEMEHTOB,

TO YYACTHUK MPUCBAUBAET €St = 5. YUACTHUK MEPEXOJIUT B CJAEIYIONUN PayH/I.

MaTO}KI/I,ILaHI/Ie YHuCJla payHI0B, IIOC/I€ KOTOPLIX BCE€ YHaCTHUKU IIOJIy4YaT pe3yJ/bTaT, paBHO 4.

Ilepexom or BA k¥ PSync

Asropsr anropurma DBFT npecraBuim cBoto moudukarmio aaropurma BA | Ha3Bas eé
PSync. I'maBaoe, orE yOpaJ/m paHI0MI3HPOBAHHOCTE, & UMEHHO, Telleph B TpeTheil (haze payHaa
¢ TIOPSIKOBBIM HOMepoM 1 6uT s = r mod 2. Takxke Tenepb Mexy 1 u 2 ¢azoit ajsropurma
BeIOUpaeTcst caabblit koopauHaTop (yaactauk ¢ HomepoM r mod N). OH jiesiaeT JOMOTHATE b
ubiii broadcast cBoero bin_values, Kak TOJBLKO TOT CTAHOBUTCs HelycThIM. J[pyrue yaacTHUKN
IPU TOJIyYE€HUN STOTO COOOIIEHUs OT KOOP/MHATOPA IMPUOPUTH3IUPYIOT €r0 COJACPKUMOE HaJT
cBouM bin_values, HO TOJILKO €CJIM OHO COJIEPXKUTCA B ux bin_values. Kpome Toro, aBTopsr
[IPEJINOJIATaloT, UTO MOJEIb CEeTH YaCTHIHO CHHXPOHHAs, IIO9TOMY CTaBAT TaiiMep B HadaJle
nepBoroii asbl payna. ToJbKO 0 UCTEUEHUIO 3TOTO TaliMepa yYaCTHUK IEePEXOIUT K BBIIOJI-

HEHUIO BTOPOU (a3bl, JaxKe eCc/ii ero MHOXKeCTBO bin_wvalues cTaio HEIyCTBIM paHbIIe. JTO
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¢/ieJlaHo, YTOOBI BRIPDABHUBATH TEKYIIUI PAYH/I Y PA3HBIX YIaCTHUKOB.
Takum 0OpazoM, aCUMITOTHKA YUC/Ia COOOIEHNN B KaXK/IOM PayHjie OCTAJaCh IpexKneit
- O(N?). Tlo cpasuenuio ¢ BA, B PSync orcyTceTByeT JMIMHAS KOMMYHUKAIUS MKy yUacT-

HUKaMWt, Hy>KHagd JdJId CcOminon COiIl, HO ﬂO6aBJIeHbI COO6H1€HI/IH OT KOOpAMHATOPOB.

3.2 Reliable Broadast (RB)

AutropuTM 103BOJISIET caeaTh broadcast 1000ro 3HaYEHUS B IPUCYTCTBUH { 3710y MBIIII-
sleHHnKOB, rie N > 3 f. 'aparaTupyercst qocTraBKa 3HAUEHUST BCEMH KOPPEKTHBIMU Y IaCTHUKAM,
ecan ydacTHUK, nnunuupyoomnmit RB, koppekTubrit. Ecin ke ydacrauk, nnurmuupyionmii RB,
SIBJIAETCSI 3JI0YMBIIIJIEHHKOM, TO TapaHTUPYETCsd, 9TO 3HaYeHne OyJIeT OO JOCTaBIEHO BCEMU
KOPPEKTHBIMH yYaCTHUKAMU, JIMOO HE JIOCTAaBJIEHO HUKEM U3 HHUX. AJITOPUTM KMMeeT 3 3dTalia,

3aBeplIaeTCcs MAKCUMYM depes 4 3a/1epKKHU CeTH, acCUMIITOTHKA Juc/ia coobiennii - O(N?).

Reliable Broadcast Psync

A S Ve Y ) . . - . gy

— T e ﬁ = % — Decide

Kl [ I I [ I e

,,,,,,,, o AT o f
Replica2 —propose~=— = = = —— » m N ——— Decide ——

'RBC1, |RBC,] |RBC3! |RBC, Psyncy| |Psync,| !Psyncs! |Psync,

: r B I I I I | I TN
Replica 3 —Propose—— . l ﬁ — o H m — Decide ——

77777777 i | | i i i o

. r Vet l l i i i i 0
Repllca 4 — Proposel‘*—-‘;\ — — . T B I SN I S Decide ——

Puc. 2: Cxema kommonenTto nporokoia DBFT u3z crareu[15]. RB u RBC - oaun u Tor xe
AJITOPUTM

Asropurm DBFT - anropury KoHCeHCYCa 111 MaccuBa 3HaUeHWH (B HaIeM cirydae 6J1o-
ka Tpansakiwmii). Cocrout u3 N anmropurmos RB u N ajropurmos PSync. Kaxpiit yaacrauk
BBIOMPAET HECKOJIBKO TPAH3AKIUI 1 OTIIpaBjgeT ero B aaroput™m RB o csoum umnjekcom. Ko-
rya i-biit aaroputm RB jocrasisger Tpansaknuu, 3amyckaeTcsd i-biit ajroputm PSync ¢ Hagasb-
ubiM 3HadenueM 1. Ecin xe (N — f) sx3eMiusipoB ajgropurma PSyne npuiim K KOHCEHCYCY, TO
BCE OCTaBIIIHECsT IK3eMILISIPbI ajiropurMa PSync (To ecThb Te, j1si KOTOPBIX HE ObLIN JIOCTAB/ICHBI
COOTBETCTBYIOIIME TpaH3akiuu ajropurmamu RB) 3amyckatorcst ¢ HadaabHbM 3HadenneM (. B
KOHIIe KOHIOB, YIACTHUK KJCT, TIOKa He MPUIYT K KOHCEHCYCY BCE 9K3eMILISIphl PSync, a Takxke
MOKa He OyJIyT JIOCTaBJIEHBbI BCe 3HAUYEHUd, JIJIT KOTOPBIX COOTBETCTBYyIomuil PSync nmpumén
3HaYEeHUIO | pU JTIOCTUKEHUN KOHCEHCYCA.

Taxum 06pasoM, aCHIMIITOTHIECKOE YHCTI0 coobmmennii y amropurma DBFT - O(N?3). A B
JIydIeM ciydae (CHHXPOHHAsI CeTh, BCe YIACTHUKH YeCTHBIE) eMy TpebyeTcst Bcero 4 3a/1epKKu

ceru: 3 it RB u 1 st PSyne (npu kom6uuanuu RB ¢ PSync npumensiercst onrumusanust, mos-



BOJISIIOIIAs TIPOITYCTUTH 1epByio a3y (BV-broadcast) mepsoro paynjia, mocse 4ero ajaropurm

cpasy ke JIOCTUTAaeT KOHCEHCYCa ¢ KOHEYHBIM Pe3yJIbTaToM 1).

4 CumysasaTop

JJ1s1 mpoBeieHns 9KCIIePUMEHTAIBHOTO aHAIN3a ObLT 3aIIPOrPAMIPOBAH CHMYJIATOD, KO
KOTOPOTo MOXKHO HaiiTu 3zech: https://github.com/afnastya/leaderless-blockchain-consensus.
Hamnucan na sa3pike C++. CuMyJIIIs UCIIOJIHSETCS HA OJIHOM KOMIIBIOTEPE, KazK/Iblil yIaCTHUK
OJTHOIIOTOYHBIN, ¥ UCIIOJIHSETCS B CBOEM IIOTOKe. Takoil n3aiiH BbIOpaH, 4To0BI MMeTh KOHTPOJIb

HaJl CETbIO: yCTaHaBJ/JIMBAaTh IIPOU3BOJIbHbBIE 3aJICP2KKH, IIEpEeMEIINnBaTh COO6HL€HI/IH.

Node

TransactionPool NetManager

Chain

Channel

DBFT

Reliable
Broadcast

BinCon BinCon | |BinCon «es [BinCon

Puc. 3: Cxema yJacTHHKaA CeTH B CHMYJISTOPE

Ha PI/ICyHKe 3 IIpeacTaB/IEHa CXeMa Y9aCTHUKa CETHU. Pa36epéM OCHOBHBbI€ KOMIIOHEHTDI:

e TransactionPool. Xpanumuiine TpaH3akKIuil, MOJyIEeHHBIX YYaCTHUKOM, KOTOPBIE €Ié
HE y4JacTBOBaJIM B aJropuTMe KoHceHcyca. OTcro/ia yIacTHUK OepéT TpaH3aKIUU, KOT/Ia
zamnyckaet ajaroputm DBFT jjs mouncka HoBoro 0/10ka. TpaH3akIuu B CUMYJISITOPE TIPE/I-
CTABJISIOT COOOIT TIeTIble Yncia U He HeCyT HUKaKoi nHdopmanuu (MOKHO CIUTATD, 9TO 9TO
XeIlll peasibHbIX TPaH3aKIyil). B MpOBeIEeHHBIX CUMYJISIIUAX TPAH3AKIMU JOOABIISIOTCS
B TransactionPool’sI yuacTHUKOB 1epej1 3aiyCcKoM BceX yIacTHUKOB. OHH MeHepUpPyOTCs
caydaiino, KaxKjas ormpasisercsa B TransactionPool f + 1 yaactauky. Takum obpasom,
KaxKjiasi TPAH3aKIUsd TOYHO OKAXKETCA XOTd Obl Yy OJHOTO YECTHOI'O y4YacTHUKA. ITOOBI
YMEHBIIUTH 9HUCJIO JIyOJUKATOB TPAaH3aKINil B OJIOKAX, UCIIOJIb3YeTCs aJrOPUTM UX COP-

tupoeku u3 Red Belly Blockchain[5]: oqun u3 stux f 4 1 y4acTHUKOB gBJISI€TCST primary


https://github.com/afnastya/leaderless-blockchain-consensus

JIs KOHKPeTHO# Tpan3akiuu, B TransactionPool ywactHuka Tpansakiuum cOpTUPYIOTCS

10 BO3PACTY U 110 TOMY, ABJSAETCA JU YIACTHUK Primary Jjs HUX.
e Chain. J/lokanbaag Komus OJIOKUYeiiHA yIACTHUKA.

e NetManager. KoMmonenT, OTBETCTBEHHBIN 38 B3aMMOJIENCTBUE C JPYTUMU YYIaCTHUKA-
Mu. Bee ydacTHUKM ceTu 3apaHee M3BECTHBI, OHU OOIIAIOTCS C IIOMOIIBIO COOOIEHNI Te-
pe3 KaHaJbl. Y KaKJIOro y4acTHUKA €CTh CBOM KaHaJl M CChLIKU Ha KAaHAJbI BCEX JIPYTUX
y49acTHUKOB. [onpobHO 0 pa3IuYHBIX BUIAX KAHAJOB CETH B CUMYJIATOpPE OyIeT CKazaHo

B Pazmeine 4.1.

e DBFT. Peasmzanus anropurma koucencyca DBFT[4]. Bayrpu: kiracc RealibleBroadcast,
peaTM3YIONIIi aJI'OPUTM C OTHOMMEHHBIM Ha3BaAHUEM JIJIsI PACIIPOCTPAHEHUS TPAH3AKITHIT,
u BeKTOp U3 00bekToB BinCon, peasmusyionux OMHAPHBII KOHCEHCYC I KayKJI0ro OJI0Ka
TPaH3AKIINN, TPEJJIO?KEHHOTO KAKUM-TU00 yIacTHUKOM. B cumysigrope B OJIOK KaxK Iblit
YYACTHUK MOXKeT NpeyIokuTh oT 0 70 batch Tpansaknuii (mapamerp batch Moxker GbITH
yCTaHOBJIEH B KOH(UTypanuu cuMmy/aaropa, no ymoadanuio paser 10). Tlocie ucmosae-
nus ajroputma DBFT ects daza reconciliation njs ¢bopku moHOro roToBOro 0JI0KA,
KOTOpBIT Jobasurcs B Osokueiin (kak B Red Belly Blockchain[5|): mpoxoxum mo Bcem
TpaH3aKINAM yIaCTHUKOB, KOTOPhIE pelleHo j100aBuTh B 0ok 1o utoram DBFT, maun-
Hasg C Y9aCTHUKA C HOMEPOM OCTATKa OT JIeJIeHUs BBICOTHI OJIOKa Ha YUCIO YIACTHUKOB;
JobaBisieM B OJIOK TPaH3aKIIUIO, €CJIM OHA He TPOTUBOPEYUNT yrKe J00aB/IeHHbIM. Tak Kak
y HaC TpaH3aKIUU HUYIEro He 3HAYAT, & SBJISIOTCS [IPOCTO XEIIaMU, TO B CUMYJISIIUIX BCE

TPaH3aKIAN CUUTAIOTCA IPOTUBOPEYAIMMI APYT APYTY TOJBKO, €CJIA PaBHBI.

4.1 Cerb

B cumymsitope ecTh HECKOJIBKO BapuaHTOB ceTr. Pazbepém 1oapobHee BO3MOXKHBIE KOH-

duryparun:

e ManualNetwork. Kanasibr Mmex 1y yuacTHHKaMI 3/1€Ch - IIOTOKOOE30ITACHBIE OIE€PE/IN CO-
obmmennit. CeTb mpeacTaB/sier coOOM OT/IENIBHBIN MOTOK CO CBOEH OYepeIbio COODIINEHMIA,
y YYIaCTHUKOB TaKyKe €CThb CBOM COOCTBEHHBIE OUepeId, U3 KOTOPBIX OHU OepyT IPHUIIeI-
mue coobmenns. [Ipu oTnpaBKe cOOOINEHUST YIaCTHUK J00ABJIsieT €ro B odepesb CeTH.
[Tonesnble cBoiicTBa Takoir "pydHoit"ceTn B TOM, UTO €€ MOYKHO HCIIOJHATDH IIOIIAroBO,
I MOYKHO II€pEMEIINBATh odepeib. VIMEeHHO TT03TOMY 9Ta CeTh MCIIOJIb30BAIACH JIJIS Te-

CTUPOBaHUA aJI'OPUTMOB.

e Network. Kananbl takue ke, Kak U B HpeJblayineM Bapuante cetu. Orindne B OT-
CYTCTBUHU JIOTIOJTHUTETLHON OYepe i y CEeTU, U OTJIeJLHOTO MOTOKa Jijid Hee. Temnepb mpu
OTIIPaBKe YIaCTHUKU JOOABJISIOT CBOE COODIIEHIE HAIIPSAMYIO B KaHa I rosydaress. CeTb

TaK>Ke HCIIOJIb30BaJIaCh JAJId TEeCTUPOBaHUA aJI'OPUTMOB.
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e TimerNetwork. Kanajbr MexK1y y9acTHUKAMU 3/1€Ch - IJIAHUPOBIIUKI 13 OUOIMOTEKN
Boost.Asio. Korja coobireHne oTmpaBisiercs, B IIAHKPOBIIUK (KOTOPBIHA TPUHAJIEKHAT
HOJTy YaTesTIo ) J0OaBIAeTCs TaliMep ¢ CIIy9ailHOl 3a/1epKKOi (13 PABHOMEPHOTO PACIIpe/ie-
JICHUST) JIJIs 9TOT0 KOHKpPETHOTro coobrenus. [1o ncreuennio Taiimepa BoItotHsIeTCs DYHK-
1usi, obpabarbiBalONias 9TO COOOIIeHre. TaKas ceTh UCIO0JIb30BajIaCh HEIOCPEICTBEHHO

JJIgd SKCIIEPUMEHTOB.

5 Moaean akcnepuMeHTOB 1 BuszanTuiickue atakm

SKCHepI/IMeHTbI IIPOBOJINJINCH B KOHCbI/H‘ypaHI/IHX C IIOJIHOCTBIO BCEMU YECTHBIMH Yy4dacCT-
HUKaM#W 1 B Pa3/IM9YHBIM YK CJIOM 3JIOYMBIIIIJIEHHUKOB OT 0 10 f SﬂoyMbIHIJleHHI/IKI/I OBLIN opeI-

craBjienbl Kak Fail-Stop orkaser mim ¢ BuzanTuiickuMm moBeeHneM.

Buzanruiickoe InoBegeHumue

Brr1o npocumymmpoBaHO HECKOJIBKO MOJIENIel BU3AHTHICKOTO TOBEICHUSI.

[TepBoe nosesienne - Rejector - cpasy ormnpaiisier BO Bce OMHapHbIE KOHCEHCYCHI BCe
coobienns ¢ 3HadenneM () Ha Beex dTalax B JOCTATOYHOE YUCJIO PAYHJIOB, He JTOXKHUIAACH Ty KUK
coobrrennit. Buzantuiickue KOop/IMHATOPBI TAKZKe OTChLIAIOT BeceM Hysn. [lesib 9Toro nosenenust
- 3aCTaBUTb BCEX He IIPpUHUMaTh HUKaKHe TPpaH3aKIUU, IIOJIYyIUB ITyCTbIE 6JIOKI/I.

Bropoit nosesienne - BinConCrasher - cpa3y oTipaBiisieT BO Bce OMHApHBbIE KOHCEH-
cychl Bce coobinenns ¢ obonmu 3HadenusMu (1 0, u 1) Ha Beex sranax B JOCTATOYHOE YHUCIIO
payHIIOB, He JIOXKUIasCh Iy:KHX CcOooOIIeHnil. BuzanTuiickne KOOpAMHATOPBI OTCHLIAIOT KarK-
JIOMY yYacTHUKY ciaydaiinoe 3Hadenue. [lesb 3Toro mnoeejeHns - He JgaTh CONTHCH aJrOPUTMY
OMHAPHOI'O KOHCEHCYCA.

st 6ostbriero s dekra, Busanruiickue yuacranku nmetor Homepa ot 0 710 (f—1) BrJIto-
YUTEJIBHO, TO €CTh, Ha CAMOM JIejIe, CKOPee BCEro BCe KOOPJIMHATOPHI B AJIIrOPUTMaX OKAXKYTCs
BuszanTuiickumun.

[Tycts BuzanTuiickue yqacTHUKT He TpeJIaraloT HUKAKNX TPAH3aKINi U He yIaCTBYIOT
B RB. Bamerum, 4T0 B yKa3aHHBIX YC/IOBUAX TaKue aTakKu He Oy/JIyT OKa3bIBaTh KEJIaeMOro
BO3JIefiCTBUsT Ha OMHAapHBIE KOHCEHCYCHI. JleficTBUTEIbHO, JaxKe eC/Id UHUCJIO 3JI0YMbBIILIeHHI-
KOB MaKCHMAJIbHO, TO €CTh [, Iph OOBIYHOM IPOTEKAHUU CUMYJIAIUU BCe ocTajbHble N — f
YeCTHbIE YYACTHUKH 3aBepIiar cBou (To ecTh 1o uHaekcamu oT f 10 N — 1 BKIIIOUHTETHHO)
9K3EeMILIAPHI ajroput™Ma RB u HauHyT Bce cOOTBETCTBYIOINIME OMHAPHBIE KOHCEHCYChI CO 3Ha-
genngamu 1. Torma pacupejeenne HaYaIbHBIX 3HaYeHUI OyaeT cjeayronmM: aubo f Hyseil u
2f + 1 equnun (npu Rejector), mbo f wmyneit u 3f + 1 enuaur (mpu BinConCrasher). A mia
TOro, 9Tobb! 3Hadenue () momaJio Xors Obl B ojuH bin_ values u HadaJI0 KAK-TO BJIMATH HA XOJI
AJrOpUTMa, KOJIMIecTBO 3HaveHuil 0 q0JnKHO ObiTh x0T 661 f + 1 (Crieyer us cBoiicTs ajro-

purma BV-broadcast, o koropom rosopuiocs B Pazgene 3.1). Takum obpazom, xors 6bI ojiuH
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YECTHBIN YIaCTHUK JOJIKEH HaYaTh OMHAPHBIN KOHCEHCYC KAaKOI'O-TO YECTHOI'O YIaCTHUKA CO
sHadeHneM (. DTO MOXKET MPOU30UTH TOJBKO €CJU THCJIO 3aBEPIITUBIINXCS dK3eMILisipoB RB
y 9TOr0 YeCTHOTO ydacTHHKaA okaxkercs > N — f | mpu srom sk3emiuisip RB, coorBercTByto-
it TOMy OMHAPHOMY KOHCEHCycCy ellé He 3aBepruTces. Ho Torna cpejim 9Tux 3aBeprInBIIAXCs
N — f RB moiken 6b1Th x0Ts1 661 Ot RB, npunaiieskamuii BU3aHTUHCKOMY YIACTHUKY ([IPH
MAaKCUMAJILHOM YHC/Ie BU3AHTHHCKUX yqacTHUKOB 2). Takum o6pa3oM, 9ToGBI TapaHTHPOBAHO
MOJIYINTH BO3/IEICTBUE TAKUMU BU3aHTUHCKIMI y9acCTHUKAMW Ha OMHAPHBIN KOHCEHCYC, HY K-
HO YTOOBI 3T BusanTuiickue y4acTHUKH TaKzKe MpeJyIarajii Kakue-To Tpan3akiun B csou RB.
[Tpu 5TOM HEBAYKHO, UTO OHU IMPEJIArAlOT (BO3MOXKHO, 9TO KAKONH-TO MyCOp WJIM TPaH3aKIIUH,
HY?KHbIE VM), IJIaBHOe, 4T00 UX K3eMIuisipbl RB 3aBepmimcs.

Tak>ke HYKHO rapaHTHPOBATD, YTOOBI Y YeCTHBIX YIACTHUKOB HEKOTOpble RB He 3aBep-
MAJIMCh, oKa He 3aBepiiarca (N — f), GMHAPHBIX KOHCEHCYCOB M 9T YECTHBbIE YIACTHUKY He
BAIYCTAT OCTaBIUECs OMHAPHBIE KOHCEHCYChI co 3HadeHusMu (. YToObl 9TO rapaHTUpPOBATH, B
COOTBETCTBYIOIIUX IKCIEPUMEHTAX YIaCTHUKU ¢ wHjeKkcaMu oT f 710 2f — 1 BKIIIOUUTETHHO HE
nosrygasu coobmiennst "READY" (coobmienme n3 tpersero srama RB) s GunHapHBIX KOHCEH-
cycoB ¢ ungekcamu ot f o 2f — 1. 91o ObLUIO c/ieJlaHo Ha YpOBHE KaHaJja, TaKue COOOIeHUs
[IEPEXBATHIBAJINCH 1 XPAHUIUCH B OTIETLHOM MACCUBE, [IOKa B KAHAJ K YUYACTHUKY HE ITOIa1aJ10
coo0Irierre oT Koro-to u3 3tux f 1o 2f — 1 yJacTHUKOB n3 BTOPOil a3kl OMHAPHOTO KOHCEH-
cyca ¢ ungercoM f o 2f — 1 (Tak MOXKHO TOHSITh, YTO BCe OCTaJbHbIe OMHAPHBIE KOHCEHCYCHI
y7Ke 3aKOHYMJINCh, U OMHApHbIE KOHCEHCYCHI ¢ uujekcaMu oT f 10 2f — 1 ObLIu 3aIyIieHs! ¢
HaYAJbHBIMU 3HaueHusiME (), 9ero Mbl U J00MBajINCh). B pesyiabrare, 3K3eMIUISIPOB OMHAPHBIX
KOHCEHCYCOB ¢ mHgekcamu oT f mo 2f — 1 Oymer pacupejesenne HadaIbHBIX 3HAYEHUN Oy/er
caemytormum: jmbo 2f mymneit u f 4+ 1 enunaur (npu Rejector), smbo 2f wymeit u 2f + 1 equnni
(mpu BinConCrasher). Bamernm, 4ro Takue 3ajiepKKu COOOIIEHUI He MPOTUBOPEYAT MOJIEJN

AJITOPUTMOB, TaK KaK CE€Tb YaCTUYHO CHMHXPOHHAZI.

6 PesyabTaTbhbl 3KCHEPUMEHTOB

3aMephl 9KCIIEPUMEHTOB OBbLITH IPOBEJIEHBI Ha, KOMITbIOTEpe ¢ 32 sapaMu. Juc/io yIacTHI-
kKoB cetr OT 4 10 31. Kaxkaprit sxkcniepumenT noropsics 1o 100 pas, B3ATHI CpeJiHIe 3HAYCHUA
BpPEMeHH, TaKKe Ha rpaduKax ecTb cTaHIapTHOE OTK/JI0OHeHne Bpemenu. Ha Becex rpadukax Bpe-
M yKa3aHo B cekyHiax. Cpejass 3a1ep:xkka cetu papaa 10ms. Eciu ve ykazano, To batch = 10,

a IUCJI0 3JI0yMBIIIJIEHHIKOB MaKCUMaJIbHOE, TO ecTh paBHO f, rime N = 3f + 1.

2[Ipu uuciie BU3AHTHIICKUX YY9ACTHIKOB MEHbITE MAKCHMAJILHOTO BCE eIé BO3MOYKHO JIOCTHYb TAKIX YCIOBHI,
yro RB decrHOro ydacTtHuka He yclieeT 3aBepHINTBCH, U COOTBETCTBYIOMNN OMHADPHBIN KOHCEHCYC HEKOTOPBIE
4eCTHbIE YYACTHUKHU HAYHYT co 3HadeHueMm (.
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6.1 Dbe3 3/10yMbIIIJIEHHUKOB

s Havasa 3amepuM paboTy ajaropuTMa 0e3 3JI0yMBIIIJIEHHUKOB U KAKUX-/T100 OTKA30B.
3aBUCUMOCTDb BpeMEHH MOUCKa 0JI0Ka OT YHC/Ia YIACTHUKOB CETH MOXKHO yBUJIeTh Ha Pucynke 4,
sHadenus jiexkar B uarepsasie ot 0.04 10 0.09 cekyna. Kak ciegyer u3 acuMIITOTUKH aJITOPUTMA,

KoTOpasi ynomuHasach B Pazsesne 3.3, 3aBUCUMOCTD JIOJIZKHA OBITH KYyOHUIECKOIi.
consensus on 1 block
0.09

0.08

» 0.07

latency,

o
o
o

0.05

0.04
5 10 15 20 25 30
nodes

Puc. 4: Bpemsa noctmkenns Koncencyca Jijist 1 6/i0ka B 3aBUCUMOCTHU OT YHCJIa YIYACTHUKOB CETH

Ha Pucynke 5 mokazanbl pe3ysibTaThbl SKCIIEPUMEHTa, [IPU KOHCTAHTHOM YHUCJIE yYIACT-
HukoB - 16. [lokazana 3aBUCHMOCTH BpeMEHU IMOUCKa OJIOKA OT pas3Mepa MAaKCUMAJIBLHOTO YUC-
Jla TPaH3aKINN, KOTOPbIE MOXKET MpPeJJIOKUTh OJNH ydacTHHK. Ha camom jeje, B CUMYJIs-
TOpe B JIAHHOM CJIydae He yBeJHMIMBACTCHA THCJIO0 COOOIIEHU, YBEJIMIUBACTCHA TOJBKO Pa3Mep
coobmenuit B anropurme RB um Bpemst, koropoe Tpebyercs, 4TOOBI JOCTATh TPAH3AKIUU U3
TransactionPool u 3anucars 3T Tpansaxkiuu B hUHAIbHBIL OJIOK Ha drare reconciliation. B
peajibHOM OJIOKUeiiHe BpeMsi IIpU yBeJIMUeHn 3HavdeHust batch Oyaer BhIpacTaTh Iropas/io CHIb-
Hee 3a CYET YBEJMYCHHBIX PACXOJ0B BPEMEHU Ha BepUMUKAIMIO TpaH3akiuil u reconciliation.
Taxk kak HalM TPAH3aKIUU HEe MMEIOT CMBICJIOBOI HAIDY3KH, BPEMs BbIPACTaeT HECUJILHO, W,

KaK U OXKUJIAJI0Ch, JIMHEHHO.
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Puc. 5: Bpemsa nocruxkenus Koncencyca Jijisg 1 6Ji0ka B 3aBUCHMOCTU OT MaKCHUMAJILHOTI'O YUCTIA
TpaH3aKIii, KOTOPOe MOXKET TPeIOKUTh 1 yaacTHUK(TO ecTh pasmepa batch). Yucio yaact-
HUKOB CETU KOHCTAHTHOE, paBHO 16

6.2 BwusanTuiickue arakm

Jlajiee paccMOTpUM KaK 3aBUCUT BPeMsl JOCTHKEHUsI KOHCeHcyca st 1 OJI0Ka OT duc/ia
YYaCTHUKOB B ycsioBu# BusaHTuiickux arak. 37ech pasHble KpuBble (Kpome Fair) mokasbiBaioT
pPE3YJILTATHI JIJIsi PA3HOTO TMOBEJIEHUA 3JI0YMBINIIEHHUKOB. YMCJIO 3JI0YMBIIIJICHHUKOB MaKCH-
MaJibHO. KpuBag Fair - Ta ke kpuBas, aro u Ha Pucynke 4.

Busno, uro kpubas FailStop (1o ecth f yuacTHMKOB HUKAaK HE YyIACTBYIOT B AJTOPUT-
Me) Tox0Ka 1o Bujry Ha Fair, kak Oymro 6bI ojydeHa u3 Heé napasuieabHbiM casurom Ha 0.07
cexynn. He ynmueurenbao, Begp FailStop orkasbl HUKaK He yBEJIMYMBAIOT ACHMIITOTUKY AJITO-
puT™a win yucio payuaoB. Oraunane FailStop ot Fair B ToMm, 9T0 yYacTHUKY TPUXOIUTCH KIATH
COOOITEHMIT OT BCEX OCTAJILHBIX UECTHBIX YIACTHUKOB IIPEXKJIE YeM IepeiiT K ciemyomeit da-
3e aJITOPUTMOB, Korja mpu Fair om xkaét makcumym N — f cambix ObicTphix. JIBe BepxHue
KPHUBBIE TOKA3BIBAIOT pabOTy aJropuTMOB Npu [ ydacTHHKAX ¢ BU3AHTHICKMM TOBEIEHUEM,
pacIioIaraloTcs BbIIIE, TAK KAK B TAKOM CJIydae B HEKOTOPBIX 9K3eMILIApax aJropuTMoB PSync
YBEJINUUBAETCS YHUCJIO PAyHJIOB Ha 1-2, OTHOCUTEILHO PAbOTHI IIPU BCEX YECTHBIX yUIACTHUKAX.
Kpupas BinConCrasher pacnosiaraercsi Boiiie, Tak Kak 1Ipu Heil O0JIbIe 9HUC/IO COODINEHNA,
n3-3a TOTO 4YTO BusaHTHiicKme yJIacTHUKU IIpeIaraloT cpaly oba 3HadeHus. OTHOCHTEBHO
caydas CO BCEMH YeCTHBIMH yYaCTHHKAMU, TPU BU3aHTHIICKMX aTakax MOJYyYHIOCh JOCTHIh

yBeJIMUeHus BpeMeH! B 2-2.5 pasa.
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Puc. 6: Bpema jocrmxkenusa koncencyca Jiid 1 6/i0Ka B 3aBUCUMOCTH OT YHUCJIA YIACTHUKOB
cetr. YUCI0 3/I0YMBIIJICHHUKOB MAKCUMAJIHHO.

6.3 Pazauynas 104 3JI0yMBIIIJIEHHUKOB

PacemorpuM pesysbraThl 9KCHEPUMEHTOB IIPU IOCTOSHHOM YHCJIE YYaCTHUKOB CETH U
Pa3JIMIHOM J10JIe 3JI0YMBIIIJIEHHUKOB Ha Pucynke 7

Bumgmm, aro pabora amropurma tpu Fail-Stop oTkazax yMmeHbIIaeTcsi ILIABHO, BPeMsi
yBeJInunBaeTcsd MakcuMyM B 2 pasa. llpm Buzantuiickmx ke aTakax BpeMs yBeIUINBAETCSH
MaKCUMyM TPUMEPHO B 2.5 pa3a. 3aMeTuM, 4TO KPUBbIE HAYMHAIOTCH B PA3HLIX TOYKAX, [PU
BCEX YECTHBIX YUACTHUKAX Y KPUBBIX ¢ Buzanruiickumu arakamu Bpems roucka 6Jioka Ha 0.005
CeKyH/JI DOJIbIe. DTO MPOUCKOUT M3-3a TEX IePEeXBaTOB COOOINEHMIT B 9KCIepuMeHTax ¢ Bu-
3aHTUHCKIMHI aTakKaMi, O KOTOPBIX paccKasblBajoch B Pazmene 5. B pesynbrare, HEKOTOPBIE

6I/IHaprIe KOHCEHCYChbl HA9YMHAIOTCA I1032K€, U IIO3TOMY BPEMA ITIOUCKa OJI0Ka YBEIINYINBaACTCA.
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Puc. 7: Bpemsa jnoctuzkenusi Koncencyca Jjist 1 6Jioka B 3aBUCUMOCTH OT YUCJIA, 3JI0YMBIIILICH-
HUKOB. YMC/I0 yYACTHUKOB CETU KOHCTaHTHOE, PaBHO 16

7 3akKJIro4yeHue

Taxkum obpazom, B pabore ObLIO puBejieHO cpaBHenue ajropurmMa DBFT B HopmasibHbIx
YCJIOBUSAX W IIPU PA3JIMIHBIX OTKa3axX. DBIJIO Mpe jioykeHo 1 000CHOBAHO HECKOJILKO BUJIOB Bu-
3aHTUICKOI'O IOBEJICHNS, U CPABHEHBI PE3y/IbTaThl 3aMEPOB aJrOPUTMOB IIPU PAa3JIUYIHON J10J1e
BusanTuiickux y4acTHHKOB C TaKUM IOBeJleHneM. B pe3ysibrare MOIydnIoCh JIOCTUYb YBEJIH-
YeHUs BpeMeHU PaboThl ajroputMa B 2 - 2.5 pa3a. B jmasbHelineM MOXKHO IIPOJIOJIZKUTE PeaJIi-
3aIUIO JIPYTUX AJTOPUTMOB JIJI CUMYJIATOPA U CPABHUTH KAKON M3 HUX CIPABJIAETCH JIydIIle.
Koneuno, narepecubl 00JIbIle JeTEPMUHUPOBAHHDBIE AJITOPUTMbI, TIO9TOMY TaK»Ke MOYKHO IPO-

JOJIZKUTDH IIOMCK TaKHX.
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