OTKa3oycTonuyMBble MPOTOKOJbI 6/I0KYEelnH
KOHCEeHcyca 6e3 nuaepa

CTyneHT:
AdaHacbeBa AHacTacus CepreesHa, bINTMWN206

PykoBoguTtenb:
AHoBunY Opuin AnekcaHaposuy
IloueHT
dakynbTeTa KOMMNbOTEPHbIX Hayk HAY BLU3
Kadeppbl TEXHONOMNN MOAENNPOBAHNA CITOXHbIX CUCTEM



MoTuBauus Bbi6opa NpoTOKONIOB 6e3 nupaepa

NMpo6bnema

PeweHue

HeT YCTOMYMBOCTH K LieH3ype
(rapaHTuK, YTO Nto6asn TpaH3aKuusa
YeCTHOro y4YacTHMKa 6yAeT BK/ItOYEHA B
6JI0KYEH)

anroputmbl 6e3 nuaepa,
paboTatolime B NpUCyTCTBUMU
3/10yMbILW/IEHHUKOB C BU3aHTUNCKUM
noBeAeHNEM



NMocTaHOBKa 3apa4uu

N 3apaHee U3BeCTHbIX y4aCTHUKOB
f N3 HUX MOryT MeTb BnsaHTUNCKOE NoBegeHmne

Mogaenb ceTu: 4aCTUYHO-CUHXPOHHAaA / aCUHXpPOHHas

BM3aHTUNCKME YYACTHUKMU:

o  BeayT ceba NpoM3BOSIbHO, MOTYT BCTYNaTb B CrOBOP

O MOrYT BNIUATb Ha CETb, HO HE CMOCO6HbI 3aZ1epXKMBaThb COOBLLEHUA
HaBcerga

O  He MOryT BblfaBaTtb cebsi 3a APYrux y4aCTHUKOB

N > 3f




Llenb

NpoaHanM3MpoBaTh U CPABHUTb TaKne
anropuTMbl 6110KYENH KOHCeHcyca 6e3 nuaepa B
YC/TOBUSIX pas3fINYHbIX BU3AHTUMACKMX aTak

3agauu

NMOUCK U N3y4eHne CooTBeTCTBYHOLLUX
aJiIropuTMoB KOHCEHCYCa

peann3ayumna oaqHOro njin HECKOJIbKUX
aJropuTmMoB

peanusauumsa cumynsitopa Ans
9KCMEepUMEHTOB

MoaennpoBsaHume U npoeegeHne
9KCrNnepnMeHTOB

NocTpoeHue rpauKoB U aHanus3
pes3ynbTaToB



AKTyaJIbHOCTb

B cTaTbax, npeactTaBIAWLNX TaKUE aJifTOPUTMbI.

3amMepbl TOJIbKO XOpOLLUero cnyyas, HeT 3/1I0YMbILIEHHNKOB
ToNbKo cnydan Fail-Stop oTkasoB, HeT BusaHTURCKUX aTak
HeT cpaBHeHUs1 paboTbl anropuTMa rnpu pasnnyHom gone

3J/10yMbILWNEHHUKOB



CyuwecTBylowue anropuTmbl

1. DBFT
2. HoneyBadgerBFT, BEAT, Aleph

3. Snowflake



KaXXblW Y4aCTHUK B CBOEM
noToke

ceTb aMy/IMpoBaHa

TpaH3aKunn - NpOCTO YNCNa,
MO>XHO CYMUTATb XewaMu

HeT Bepudukaumm
TpaH3aKLunu

Cumynartop

Node

TransactionPool

Chain

NetManager

Channel

DBFT

Reliable
Broadcast

BinCon BinCon

BinCon

BinCon

CxemMa yyaCTHuKa ceTu




Cumynartop

SimulationConfig == —-; Simulation — = - -
I l
FeHepupyeT TpaH3aKummn
I YnpaBnsietT y4yacTHUKaMm I
!
1
1 BHYTpU KaXkgoro y4actHuka I
Bbi6op ceTu: I
N I TransactionPool Chain
ManualNetwork
i | A
| ! C6op 6noka
Network >— 1 "
{ [
DBFT o
TimerNetwork ’
7 ANropmMTM™ KOHCeHcyca




CeTb

node channel . N

node channel
CeTb KaHanbi Ha3HauyeHue -1l node channel »‘I

noTtokobesonacHble
oyepeam,

node channe
I . ) -

1
1
1
(G
H |
net channel 1

ManualNetwork y TecTMpoBaHue
AOMOJSTHUTENbHbIN
KaHany ceTu | :
----[  HH}
N K NOTOKOGEe30MacHble
@ - . . node channel
node channel - B _
NAaHNPOBLUNKN U3 al node channe
: Boost.Asio, T g ‘
TimerNetwork 9KCMEepPUMEHTbI | C

COO0LLLEeHUs ¢ :
Tanmepammu --1--




AnroputMm DBFT

Node

Node

Node

Node

RB

RB

RB

RB

BinCon

BinCon

BinCon

BinCon

RB - HagéxHbin broadcast
BinCon - BuHapHbIN KOHCEHCYC
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Mopaenu BusaHTUUCKOro noeegeHus

Rejector - cpasy oTnpaBnsieT BO BCe 6BUHApPHbIe KOHCEHCYCbI BCE COOOLLIEHUS
co 3HadyeHunem 0 Ha Bcex aTanax

BinConCrasher - cpasy oTnpaBnsieT BO BCe 6BUHapHbIe KOHCEHCYCbI BCE
COO0O6LLEHUS C 060MMU 3HaYeHuaMu (M 0, n 1)
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Moaenu BusaHTunuckoro noseeHus

' 3agepxka
. TP€Tb Y4aCTHMKOB |

O-00 - OQ O

BusaHTunckme
< TpeTtu yqaCTHI/IKOBE

O6bluHbIe

3agepxka coobLLEeHNI, NoKa He
3aBepuwartcs (N - f) anroputmos
KOHCEHcyca
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3amMepbl Ha 32 aaepHOM
KOMMbloTEpe

oT 4 po 31 yyacTHuka

JKCNEepUMEeHTbI

0.09

0.08

S

» 0.07

latency

0.05

0.04

10

consensus on 1 block

15

nodes

20

25

30
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3KCI'IepI/IMeHTbIZ MaKCUMaJibHO€ YUCJI0 3/10YMDbILUWJIeHHUKOB

consensus on 1 block

Behaviour type

—— Rejector
0.25 —— BinConCrasher
—— RS
— Fair
0.20
(2]
s
O
c
9 0.15
o
0.10

005 __——

5 10 15 20 25 30

nodes 14



3KCI1€pI/IM€HTbIZ pa3/idHad A0Ji4 3/10yMbILW1eHHUKOB

consensus on 1 block

0.16 -
Behaviour type
—— Rejector

0.14 —— BinConCrasher
' = BEailStop
0.12

0n

>

O

3

5 0.10
0.08
0.06

fail 15



BbiBOAbI

HanAeHOo 5 COOTBETCTBYHOLLMX anropuTMOoB

peannM3oBaH CUMYNATOP 6/10KYenHa C anrOpUTMOM KOHCEHcyca
DBFT

npeanoXXeHo 2 moaenu BusaHTUNCKOro noBeAeHus, aTakyoLmx
6UHAPHbIN KOHCEHCYC

NONY4YNNIOChb AOCTUYb YBESIMYEHNSI BPEMEHU NMoucka 6nokaB 2 - 2,5

pasa
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HanpaBneHus panbHeunwen paboTbl

NMOUCK Apyrnx aeTepMmHUpPoOBaHHbIX NMPOTOKOJ10B

,u,o6a|3neH|/|e B CUMYNIATOP NMPOTOKOJ10B U3 MNMpeacTtaB/geHHONo CrMcKa

pacwmnpeHne Mmoaenn CUMynAaTopa

o caenaTb CNoXHee MoAesb TpaH3aKLUN

o  yBeJZIMYUTb YNCJIO YHAaCTHUKOB CETU
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