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Annotation

Our project covers all key stages in working with generated images, from their creation
to the interpretation of the model’s decisions, which is a non-trivial approach for future model
improvement. Our team was divided into two parts, where the first was engaged in segmentation
and interpretation of the model, and the second was in generating new images. Next we will
talk about the whole work, but we will dive into details only on our part, namely classification,
segmentation and interpretation.

Firstly, the generation of images is carried out using the generative model StyleGAN (Style
Generative Adversarial Network), which is similar to a standard GAN but allows for improved
quality of the generated images by generating details more accurately, which is important for tasks
such as face generation. Thus, a sufficient number of images were generated for the subsequent
retraining of the classifier, which is detailed below.

For the classifying model, we used ResNet34, which was pretrained on the ImageNet
dataset. Retraining occurred in two stages: training on a dataset of 24,000 images, and during
sequential and simultaneous training together with the second version of StyleGAN as a discrimi-
nator. Considering that the generated images from the original dataset were created using another
type of generative models (namely a diffusion model), we were able to diversify the quality of our
sample and successively improve the model’s accuracy to 99% in validation.

It is also important to mention the interpretation and segmentation module, which is dis-
tinctive from all other works in the field of generated image detection. The interpretation includes
LRP (Layer-wise Relevance Propagation) and Grad-CAM (Gradient-weighted Class Activation
Mapping) modules, which are necessary to understand which areas the model focuses more atten-
tion on, thereby indicating which areas are poorly generated by the model. For a deeper analysis,
facial segmentation was also created focusing on key areas (nose, ears, skin, hair, lips, eyes, eye-
brows, beard, neck). Thus, after combining segmentation and the LRP module, it was possible
to understand which areas are worst generated by the models and which areas are key for the

model’s decision-making.

Annoranuga

Harmr mpoekT oxBaTbhIBaeT Bce KJIIOUEBBIE CTAIUU B 00/1aCTH pabOThI CO CreHEPUPOBAHHBI-
MU T300parKeHUsIMA HAaUWHAas OT UX TeHepalluu U 3aKaHdnBasi UHTePIpeTaIueil perens MoJIen,

9TO ABJIAETCA HETPpUBUAJIBHBIM I1IO/IXOJ0M JIJIf 6y;1ymero yayduienuda MOIAeJIn. Harmra KOMaHIda ObI-



Jla pasdbuTa Ha JiBe YaCTH, IJie IepBas 3aHNMAaJIach CerMEHTAInell 1 WHTEPIPeTAINe MOJIEH, a
BTOpasl TeHepaleil HOBbIX nm3o00paxkenuii. /lajee Oyaer pacckazaHO PO BCIO pabOTy, OIHAKO B
Jietasim OyieM MoTrpyKaThCs TOJIBKO Ha HAIeH 9acTH, a UMEHHO Ha KJIACCHMOUKAIIH, CEIMeHTAIIH
U WHTEPIIPETAINH.

[TepBbiM J1e/10M UJIET TeHEpaIys N300parykKeHNs C TOMOIIBI0 TeHepaTuBHOit Mojen StyleGAN
(Style Generative Adversarial Network), koropasi moxoxka Ha mpocroit GAN, oHAKO TIO3BOJISAIO-
mas yIydIiuTh KadeCTBO CTeHEPUPOBAHHBIX M300parKeHU, TeHepUpYys JieTajin 0ojiee TOIHO, 9TO
BaYKHO JIJIsl TAKOM 3aJ1a41 KakK rereparus jull. Takum odpa3oM ObLIO CreHepUPOBAHO JIOCTATOTHOE
KOJIMYIECTBO U300parkKeHmil JIJIsT OCIEIYIOIIEero 000y IeHns KaaccuduKkaTopa, 0 KOTOPOM MOHIeT
pedn jiajee.

B kauectBe Kaccudunupyioreir Mojen ObLT B3AT mpeo0ydenbiii Ha jgatacere ImageNet
ResNet34. /looOyuenue mpoxoamyio B 2X 3Talta: o0ydyeHue Ha jaracere u3 24 Tbicdd KapTUHOK,
3aTeM OJIHOBpEMEHHOe O0ydeHmsi BMecTe cO BTOpoil Bepcmeit StyleGan B kKadecTBe remepartopa
u ResNet34 B kauectBe nuckpumuaaTopa. C yd4eToM TOro, 9TO CreHEpUPOBAHHBIE M300PaYKEHUE
U3 U3HAYAJILHOIO JlaTacera ObLIM CO3JIAHBI C MOMOIIBIO JPYrOro BUja MeHEPATUBHBIX Mojesei (a
MMEHHO, ¢ TOMOIIBI0 i dy3HOHHON MOJIENN), MBI CMOIVIM Pa3HOOOPA3UTh KadeCTBO HAIell Bbl-
GOPKH M MOCIEI0BATEJILHO YJIyUIIUTL TOYHOCTL Mogeau o 99% ma Bammmannonnoi soibopke. Tax-
JKe, BayKHO YIIOMSHYTh MOJIY/Ib HWHTEPIPETAIINNA U CEIMEHTAIIUN, KOTOPasi SIBJISIETCS OTJIMIUEM OT
OCTAJILHBIX PA0OT B 00JIACTHU JIETEKIINU CreHEPUPOBAHHBIX M300pakenuii. VlHreprperarus BKJIIO-
qaer B cebe momysu LRP (Layer-wise Relevance Propagation) u Grad-CAM (Gradient-weighted
Class Activation Mapping), KoTopble HCOOXOIUMBI JIJIsI IOJTY ICHUST CBEJICHUIT O TOM, HA KaKNe 30HbI
MOJIeJIb DOJIbIlle ODOpaIllaeT BHUMAHME, JlaBas NH(MOPMAIMIO O TOM, KaKHe YIACTKH I1JIOXO NeHePH-
pPYIOTCsI ¢ TIOMOIIbI0 Mojeseii. g 6osee riayboKoro aHam3a Takzke Oblia CO3/iaHa CerMeHTAITHs
JIMIA [0 BayKHBIM ydacTKaM (HOC, yIIH, KO¥Ka, BOJIOCHI, TyObl, riasa, Oposu, 6oposa, mes). Ta-
KM 0Opa30M I10C/Ie COBMEIeHUsT cerMeHTanun 1 Moy LRP yiamock moHSTh, 9T0 XyKe BCEro

reHepupyrT MoAe/In 1 KaKOi1 Y49aCTOK 4ABJIA€TCA KJIIOYEBbIM JIJIA IMIPUHATHA pelIeHrud MOJIEJIN.

Keywords

Machine learning, deep learning, classification , segmentation, interpretation, generation,

LRP, Grad-CAM, Deepfake, GAN



1 Introduction

In the modern reality with a high rate of spreading information it became very important
to be sure at distinguishing real information and materials from the fake ones. By the fake ones,
authors mean any kind of photographic, videographic or audio material that was not captured
in reality but was produced using any kind of software, especially generative Al, which will be
discussed a lot in this paper as it is its main concept.

Among all the possible options of using generative Al, it can be used to cause harm as
any other kind of instrument, and people nowadays start to witness the cases of misuse of such
AT in many spheres of social, political and economic life of a society. From the latest (year 2024)
news, it is seen that generative Al is used to produce fake voice recordings to defame and cause
reputational damage to famous politicians and opinion leaders. Fake photographic and video
content is produced to deceive workers in the online banking area and get unauthorized access
to private data and operations. It can be clearly seen that more scenarios of cyber fraud will be
created in future, so it is highly important to develop countermeasures before the massive spread
of generative Al.

Although now it is still possible to detect fake content with the naked eye, generative
techniques evolve and start to produce content for which it is hard to tell whether it is generated
or real. So, modern computer vision and classification techniques should be utilized to develop a
solution for AT detection of fake material, as it can be more accurate in it by accumulating larger
knowledge about visible and hidden features or artifacts that make it easier to detect fake content.

The main requirements for countermeasures are its accuracy, ease of use and capabilities
of being integrated into existing products and solutions, such as online-call services, photostocks
and video hostings, social networks and job search websites. Moreover, legal authorities should
be able to use the tool to provide expertise for courts and prevent crime.

With all being said, the massive spread of misuse of generative Al should be considered
as a threat to companies, individuals and public figures, so it is highly important to have a tool
that is able to distinguish the real content from the generated one. The main requirements are
specified and are technically possible to implement.

All files, models, weights can be seen on the GitHub of the project.


https://github.com/pshakhmin/deepfakes

2 Literature overview

The main tensions about deep fakes started several years ago because of the rising power
of generative models. That is why all works considering deep fakes use approximately the same
methods for classification. The most interesting work as our team found was research [13| that
combined Error level analysis, CNN and SVM for classification. Our investigation showed that
such error level analysis is not as efficient and even redundant as augmentation (because of this,
photos also can not be applied filters to make the data set diverse). The authors in Ciftci [5]
extracted medical signal features and performed classification via CNN with 97% accuracy. How-
ever, the system is computationally complex due to a very large feature vector. McCloskey [11]
developed a deep fake detector by using the dissimilarity of colors between real camera and syn-
thesized and real image samples. The SVM classifier was trained on color based features from the
input samples. However, the system may struggle on non-preprocessed and blurry images.

There are several good works connected with face segmentation such as article from 2020
[3] , in which a model was created that could segment part of face in different poses even if head
is turned very far. The main problem is connected with bad quality of the model on a new face
images. This were fixed with publishing a new huge data set and related work in 2023 [10], however
in this data set there is no class for nose; ears, neck, body and hair is the same class; sometimes it
is badly marked which makes work with it a little difficult. In our case we found a method of how
we can train segmentation for every class we want even without markup using zero-shot image
segmentation with combination of models CLIP, Grounding DINO and Grounding SAM [9]

As for LRP, the base information was taken from the research about brain activity seg-
mentation with LRP [4] which is quite interesting approach due to existence of small but visuable
places that need to be detected. For visual representation some articles also use Grad-CAM. For
example this work [8] about medical text classification used activation maps for underlying word
of each class. This method also can be used for brief retelling of such texts. Although there is
a lot of information and works considering different stages of our project, there was no such one

that combined generation, classification, segmentation and LRP.



3 Data augmentation + Error Level Analysis

Implemented by Daniil Belikov

One can say that size and quality of the sample is as important as a good model in every ML
task. That is why the first stage was understanding how to make our data set larger, diverse and
containing maximum useful information. For first generative models is a good idea and this will
be investigated later in this paper. To make our data set diverse we can implement augmentation
techniques which include data manipulation such as flip of the image, random crop, changing
brightness and so on. All of this helps slightly change data representation from the usual view.
Thus the model will need to ‘think better and more abstract’” as known taks for it is slightly harder
and it can not always rely on some patterns that can be destroyed with light data manipulation.
Also we need to make all images the same size which is 256 by 256 as on this size were trained
almost all large CNN models.

So, after resizing the image we decided to use color jittering which slightly changes contrast,
saturation, and brightness allowing the model not to focus as much on color but more on structure.
Next goes a slight injection of random noise that can stimulate the imperfections on the image.
After that we decided to use Gaussian Blur that can mimic the loss of detail that might occur
during the generation process, making a model to identify subtle cues in blurred and smoothed
facial features. The last one was normalization of the image, mean and variance were taken as for
training large CNN such as ResNet34, that we will use later.

Now goes the third idea of extracting important features on the stage of preprocessing.
For that we decided to use Error Level Analysis (ELA). It is an image analysis technique that is
used to detect image manipulation. This method is based on JPEG compression analysis, which
allows you to identify areas of the image that have been changed or edited. ELA can be especially
useful in determining whether changes have been made to an image since it was originally created.
Error Level Analysis works by comparing the compression levels in different parts of the same
image. When you save the entire image again, the error level may increase. However, if a part
of the image has been modified or added from another source and saved at different stages of
compression, then those areas will have different error levels. ELA identifies these differences and

displays them in the form of visually distinct colors.



Figure 3.1: Example of using ELA as image preprocessing

Changing the compression rate can make such indicating more visible. But after some
tests our team understands that this type of image preprocessing does not fit to our deep fake
classification as this method is good for noticing changes in photos rather than understanding that
the whole photo was generated. Perhaps this technique can be used while developing a project
even more so the model could detect not only generated images but places on the photo that were

changed or which went through a filter.

4 Classification

Implemented by Pavel Shakhmin

This is the core part of the project, as it provides the main functionality of distinguishing
real images from the generated ones. It utilizes many machine learning and computer vision
techniques, such as Convolutional Neural Networks (CNN), Knowledge Distillation, Automated
Hyperparameter Tuning, Skip Connection, Transfer Learning. The final result of this part of the
project is a tuned Computer Vision model that is capable of detecting fake images. All models
were trained on a dataset that consists of 140k images of humans, having 70k of them real and

70k generated using diffusion models.

4.1 Simple CNN Approach

The first effort was tuning a simple CNN that consists of two Convolutional layers and
two MaxPooling layers as part that is able to extract features, and two Dense (Linear) layers
as a part of a classifier. This architecture is considered small, compared to popular Computer
Vision Classifiers, such as ResNet or GoogLeNet, providing fast training and inference. The model

was trained using a Back Propagation approach with its convolutional layers being trained from



scratch. This led to a more agile but long training process, as both feature extraction and classi-
fication mechanisms were trained simultaneously. During the training process, hyperparameters,
including Optimizer, learning rates and number of neurons in Dense layers were tuned using Op-
tuna framework [1| with parallelism and pruning of unsuccessful trials. The best accuracy that

was achieved with this approach was 68

Fully
Convolution Connected
O,
Input Pooling ___.---"" C} ~Output
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o

\ I )

Feature Extraction Classification

Figure 4.1: Architecture of a simple CNN model (source)

4.2 Transfer Learning Approach

As an attempt to increase the quality of the classification, a Transfer Learning technique
was adopted. It consists of taking a pre-trained feature extraction layer from an existing CNN, such
as ResNet and adding a classification layer to it, utilizing both high feature extraction capabilities
of pre-trained layers and agility of training new classification layers from scratch. As a pre-trained
model, three options were tried: EfficientNet, ResNet34 and GoogleNet. Classification layers
were added to feature extraction layers of each model, which then were trained and evaluated.
Number of classification Dense layers and the number of neurons in each of them were tuned via
hyperparameter search, which also included optimizer and learning rate tuning. The best result
was achieved by a ResNet34 model with classification accuracy of 99.64%. Although the result is
high, ResNet34 is a large model that requires many computational resources to train and inference.
So, the goal for next iterations was to achieve comparable accuracy with a smaller model that

requires less computations.
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Figure 4.2: Illustration of Transfer Learning approach (source)

4.3 Knowledge Distillation Approach

As the ResNet34-based model achieved high results, it made it possible to extract its
classification knowledge and transfer it to a smaller model. This can be done using a Knowledge
Distillation approach that consists of using a trained model, which achieves great results and using
it to train another model, which can be smaller and computationally easier. During the training
process, input data is fed to both trainer and trainee models, while trainee loss is computed as a
weighted sum of both models. This allows to pass the knowledge from the large, computationally
expensive model to a smaller one without losing validity. Together with hyperparameter tuning,
this approach resulted in a simple model with accuracy of 81.87%, which is obviously lower than of
the ResNet34 model, but comes with low-resource computing. This result should then be improved

by introducing more complex approaches to the small model.
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Figure 4.3: Illustration of Knowledge distillation approach (source)
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https://www.researchgate.net/figure/The-generic-instance-relation-based-knowledge-distillation_fig10_342094012

4.4 Adding Skip Connection Layers

Another attempt of increasing accuracy was utilizing Skip Connection technique, which
skips some of the layers in the neural network and feeds the output of one layer as the input to
the next layers. Mainly this approach allows gradients to pass freely to improve convergence and
deal with accuracy degrading. Combined with hyperparameter tuning, this technique was applied

to the previous model and resulted in 89.3% accuracy.

5 Visualization of model decision

This part is not usually and not mandatory for all projects that are connected with Com-
puter Vision, but one can do useful things with information from modules that can visualize model
decisions. In our project this part is interesting because of the combination of it with segmenta-
tion which gives clear statistics of how the model makes decisions and what parts of the face are

important for that. First, let’s consider the interpretation modules.

5.1 Grad-CAM method

Implemented by Daniil Belikov

As was mentioned earlier, interpretability of convolutional neural networks is a tricky stage
allowing to understand which parts of the image are important. Grad-Cam, or Gradient-weighed
Class Activation Mapping is one of the techniques for that purpose. Grad-CAM method as it is
stated in its name is connected with visualizing activation maps which can be described as features
or patterns that tries to find each layer. Speaking for CNN, on the first layers activation maps
represent simple lines, on the next layers there are circles or curves, on the next there are more
complex patterns. When taking some part of the image and then applying it through activation
maps we get some sum that represents the number, which can not only be used for the future
calculations, but also for understanding how well our window fits the pattern. This is one of the
main principles that use Grad-CAM as it checks the activation of each map in the model. Thus

we can get a clear and understandable picture of how the model proceeded.

12
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Figure 5.1: Grad-CAM explained

This visualization can be useful in applications where understanding model reasoning is
crucial, such as in medical image diagnostics. Also with this tool developers can understand
potential biases and errors in trained models (for example focusing on irrelevant features to make
predictions). Grad-CAM is a useful tool for understanding a model’s behavior, but as was tested
in our case it does not fit well with our problem. If a person clearly could say that the image is
fake, then there are some fake parts that can be found by model and so Grad-CAM will highlight
them. In hard cases when humans can not make the right decision there are no potential places
that can indicate the fake photo. In case of deep fakes, models need to look by pixels and not by
whole parts of the face. That is why the next method fits better to our task of visualizing.

Original Image Places of interests

Figure 5.2: Visualization with Grad-CAM
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5.2 LRP method

Implemented by Daniil Belikov

Layer-wise Relevance Propagation (LRP)

Now we need more deep analysis of the model’s decision and by that we also need to
understand the impact of every neuron and every pixel. LRP states for Layer-wise Relevance
Propagarion and was created exactly for this purpose. This approach uses back propagation from
output layers to input layers to evaluate the impact of each pixel into classification. Relevance of
each neuron is calculated based on its impact in activations that lead to the final decision. The
propagation procedure implemented by LRP is subject to a conservation property, where what
has been received by a neuron must be redistributed to the lower layer in equal amounts.

We can get propagation relevance scores Ry at each layer onto neurons of the lower layer

by the following rule:

Zik
R; = =Ry,
’ zk: 2.5 %t
where zj;, is the extent to which neuron j has contributed to make neuron £ relevant.

LRP has several methods that could give different results considering the purpose and the

number of current layers.

Basic Rule (LRP-0)

This rule redistributes relevance to each input in proportion to their contributions to neuron

activations as follows:

R; = Z Zajwjk

0,5 Wik
This rule ensures that basic properties are satisfied. Thus deactivating (when a; = 0 leading
to w;; = 0) as well as the absence of a connection is maintained. Although this rule can be applied
to the whole network and layers, the gradient can be too noisy which would result in a not clear

image.

14



Epsilon Rule (LRP-¢)

This rule looks similar except adding a small positive term in the denominator, the role of
which is to absorb some relevance when contributions to the activation of neuron k& are weak or

contradictory

a; Wik
R; = E JJ R
8"‘20;“]“% *

Increase in ¢ leads to survival the absorption of only the most salient explanation. This rule makes

explanations sparser in terms of input and makes them less noisy.

Gamma Rule (LRP-7)

Another change in rule consider favoring effect of positive contributions over negative:

(wjg + yw
R, = Z j jk) R,
Z (Wi + 7wy
New parameter v indicates how much positive contributions are favored and increasing ~ leads to

disappearing negative contributions.

Sounds like the Gamma Rule is better in terms of visualization, but as stated in one of the
research from Berlin university [7] it is better to combine these three rules due to the amount of
neurons in each layer. Thus, LRP-0 picks many local artifacts of the function and it is better to
use it on the upper layers as the number of neurons is less than on the lower or middle. Middle
layers have a more disentangled representation but also there are many spurious variations which
can be filtered out if LRP-. This can remove noise elements in the explanation to keep only a
limited number of features that matches the needed object to classify. On the lower layers LRP-
fits the best due to spreading relevance uniformly to the whole feature rather than capturing the

contribution of every individual pixel.

In our project we tested several methods. First one is connected with mixing Gamma rule

and Epsilon Rule with an already implemented library for RLP Captum.

15
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Figure 5.3: Image processed by Captum

The next version consists of combination of different in Epsilon Rule on each layer, thus

we could get more illustable picture

Figure 5.4: Image processed Epsilon Rule implementation

By looking at visual modules we can understand not only how our model thinks, but also
what are the disadvantages of the sample. For example it was established that models are bad
at generating moles which our classifier noticed and often used as a positive sign for fake images.
Also when person have glasses it works bad as model does not seen much glasses and thinks that

it is also fake sign (this was fixed by extending our data sets)

16



6 Image segmentation

Implemented by Mikhail Zarembo

6.1 Idea

Image segmentation is a process of partitioning images into classes or clusters based on
specific criteria. As every model, segmentation models also need datasets for training, validation
and tests with annotations or masks, but for our task (face segmentation) there is no such dataset
that has enough classes. So the idea was to use an ensemble of models CLIP[12]| (Contrastive
Language-Image Pre-training), Grounding DINO[14] (DIstillation with NO labels) and SAM|6]
(Segment Anything Model). The combination of CLIP-DINO-SAM|[9] models allows for highly
accurate segmentation of desired areas based on a text prompt only. This method is highly
convenient because there is no need to create a dataset for segmentation which is a very long and

expensive process.

6.2 Structure of each model

The structure of the CLIP-DINO-SAM|[9] combined module is complicated so first let’s see

every model architecture and detailed explanation separately.

6.2.1 CLIP

CLIP is not a neural network but a framework combining an image and text encoders.
Generally it processes images and texts through the encoders and gets the embeddings which are
then processed and the model creates a matrix where each cell (i, j) represents the confidence of
the model that the j text description belongs to the i image. The whole process is made without
directly optimizing for the task which means that the model can predict images and texts that it

had never met during the process of training (zero-shot transfer learning)|[2| .
CLIP structure: Figure 6.1

e Visual Encoder: This component is designed for image processing which converts input
images into feature vectors (embeddings). It can use different architectures for this task such
as Vision Transformers (ViT) or CNNs (Convolutional Neural Networks). Both architectures
are designed to process and understand images but they do this in different approaches. In

ViTs the feature vectors are pooled to create a single embedding that represents the entire

17



image. In CNNs the feature maps are averaged globally to create a single feature vector that
represents the entire image. The output feature vector from either ViT or CNN is passed
through a normalization layer to ensure it has unit length. This final normalized vector is

the image embedding which can be compared with text embeddings to find similarities.

Text Encoder: This component processes texts. It is built on a Transformer architecture
similar to those used in NLP (Natural Language Processing) tasks. The text encoder converts
text descriptions into feature vectors (embeddings). Transformer arranges tokens in vector
space in a way that the model understands the relationships between tokens. The final
layer’s output of the Transformer is a sequence of feature vectors, one for each token, token
- is a smaller unit of input text (word or subword). These vectors are then aggregated to

create a single feature vector that represents the entire text input.

Combination of the embeddings: The two embeddings from Text Encoder and Visual
Encoder go through linear transformations to match their dimensions and to align the fea-
tures from both modalities in the same space and then they are normalized. Then the model
creates a matrix of element-wise cosine similarity between pairs of image and text vector
representations multiplied by the temperature parameter. In this matrix the highest value

in the row represents the most suitable text for the picture.

pepp.er the Text
CUERIB(U Encoder l 1 1 1

T T T3 Tn
— I I Il I I Ty
— I T 1,7, I,T; I Ty
Image
Encoder e IzTy | Iz:T, EEE I3 Ty
— Iy InTy InT, InTs InTn

Figure 6.1: CLIP architecture (source)
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CLIP pre-training 6.2

CLIP was trained on a dataset consisting of 400M pairs of various images and their text
descriptions. The model used contrastive learning where it learned to match images with corre-
sponding text descriptions and distinguish non-matching pairs. This way it developed generalized
representations that are not limited by training classes. During the training process N-many im-
ages and N-many texts were passed through corresponding Image and Text encoders and after
normalization a paired matrix was made. The model tried to maximize the elements (i, i) on
the main diagonal, being the cosine similarities between embeddings, as there are correct text
descriptions for corresponding images. With this logic Encoders were trained by minimizing the

cross entropy on each vertical and horizontal of the matrix.

Cosine similarity between text and image features

a facial photo of a tabby cat-

a rocket standing on a launchpad

a portrait of an astronaut with the American flag

a red motorcycle standing in a garage

a cup of coffee on a saucer

a person looking at a camera on a tripod

a black-and-white silhouette of a horse

a page of text about segmentation

Figure 6.2: CLIP output matrix (source)

Useful implementations of CLIP 6.3

If CLIP receives one picture and several text descriptions it will compare texts to the image.
This way the output of the model will show text descriptions that is the most suitable for the
image which is similar to what common image classification models do. On the other hand, if
CLIP receives one text and several images it will perform as a search engine comparing images to

text.
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Figure 6.3: Comparison of CLIP functionalities (source)

6.2.2 Grounding DINO

Grounding DINO is capable of creating bounding boxes around the target areas provided
by text description. It is capable to detect objects that are new to the model - were not in its
training dataset. This is because of constructive learning and text-based prompts along with large
and diverse training data similarly to CLIP

Grounding DINO architecture Figure 6.9

Grounding DINO consists of 5 main parts: Text Backbone and Image Backbone,

e Text Backbone and Image Backbone: Figure 6.4 Figure At this stage image is passed
through image backbone like Swin Transformer and it extracts text features, on the other

hand text is sent to BERT-like Transformer Backbone which also extracts text features.

Text
Backbone

1

cat . person . mouse
A cat sets on a table . )

Input Text Input Image

Figure 6.4: DINO text and image backbones (source)

e Feature enhancer: Figure 6.5 Features from the Backbones are passed through the Feature

enhancer for cross-modality feature fusion. Feature enhancer includes four layers: Self-
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attention, Image-to-Text Cross-Attention, Text-to-Image Cross-Attention and FFN(Feed-

Updated Image
Features

Forward Network).

Updated Text
Features o6

i

[ Text-to-image Cross-Attention
(]

. Image-to-text Cross-Attention
kv

[ Self-Attention ] Deformable

Ta,kVv

Self-Attention

Text
Features

Image
Features

Figure 6.5: DINO Feature enhancer (source)

Self-attention for image features processes pixel embeddings by determining the relevance
of each pixel to others so this shows the model contextual relationships within the image.
For text features self-attention processes token embeddings with the same logic showing the

modal contextual relationships within text.

Image-to-Text Cross-Attention aligns text tokens with relevant image patches which allows
the model to understand the contextual relationships within image and text parts in other

words which parts of the image correspond to which parts of the text.

Text-to-Image Cross-Attention enables the model to align image tokens with relevant text
tokens. This process helps the model understand which parts of the text correspond to
which parts of the image allowing for more precise localization and interpretation of textual

descriptions for image areas.
FFN processes and integrates visual and textual information further preparing it for the

next part of the model.

Language-guide Query Selection: Figure 6.6 After new image and text features leave

the Feature enhancer, they are passed through Language-guide Query Selection and there
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textual information is utilized to guide the attention mechanism when processing image
patches. This helps in effectively grounding textual descriptions in corresponding image
regions. Then from the Language-guide Query Selection model gets Cross-Modality Queries
(queries derived from one modality (text) used to attend to and retrieve relevant information

from another modality (images))

Keys&
. 1+ Values

4

Cross-Modality Decoder

/2/ Cross-Modality
!

Queries

Language-guide
Query Selection

M

Text
Features

Image
Features

Feature Enhancer

Figure 6.6: DINO Language-guide Query Selection (source)

e Cross-Modality Decoder: Figure 6.7 Cross-Modality Queries from the Language-guide
Query Selection, image features and text features all together are passed through the Cross-
Modality Decoder producing a unified and contextually rich representation decoding input
features from each modality by leveraging the inter-modal relationships. Cross-Modality
Decoder includes four layers: Self-attention, Image Cross-Attention, Text Cross-Attention

and FFN.

Self-attention for Cross-Modality query helps to connect textual and visual data enabling
the model to create more integrated representations that capture the relationships between

different types of information

Cross-Attention combines two embedding sequences, first is a query and the second is a
key and value input. Then they are processed and the output sequence having the same
dimension and length as the first query represents is a set of feature vectors that integrate

information from both modalities.

The FFN processes and refines the integrated feature vectors from the cross-attention layers

producing the final output.
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Figure 6.7: DINO Cross-Modality Decoder (source)

e Output of the DINO model: Figure 6.8 After the text features and the new Cross-

Modality Query are combined, model gets the final understanding of which part of image

corresponds to which part of text creating bounding boxes for object detection for corre-

sponding classes from text
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Figure 6.8: DINO output (source)
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Figure 6.9: whole DINO architecture (source)

6.2.3 Grounding SAM

SAM (Segment Anything Model) is capable of zero-shot segmentation of anything if it gets
a proper prompt. Segmentation prompts supported by SAM are points, bounding boxes, masks
and text descriptions. SAM was trained on a large and diverse dataset and it’s prompt based

structure allows it to segment areas that were not present in it’s training data

valid mask

model
~— o~
- - cat with
*® black ears
segmentation prompt image

Figure 6.10: SAM promptable architecture visualization (source)

SAM architecture Figure 6.11 consists of five major parts: Input Image Processing,
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Prompt Encoder, Cross-Attention Module, Transformer Decoder and Segmentation Head.

e Input Image Processing: The input image is fed into the backbone network to extract
feature maps. Here is used MAE pretrained Vision Transformer adapted to process high
resolution inputs effectively capturing rich visual representations. The output of the image

backbone are feature maps (embeddings).

e Prompt Encoder: It encodes the prompts (points, boxes, masks, texts) that help the model
to understand it’s objective. Point Encoder encodes points provided as prompts converting
them into a format that can be used by the model. Box Encoder encodes bounding boxes
providing spatial context to guide the model. Mask Encoder encodes initial masks that

roughly outline the area of interest refining the segmentation process.

e Cross-Attention Module: Integrates the encoded prompts with the image features ex-
tracted by the backbone using cross-attention to combine the information from the prompts
and the image features. Query vectors are derived from the prompt encodings and key and
value vectors are derived from the image feature maps. Cross-attention scores are computed
to determine the relevance of different image regions with respect to the prompts. These
scores are used to produce attention weights, which are then applied to the value vectors to

obtain a contextually integrated feature representation.

e Transformer Decoder: It refines the integrated features and produces the final segmen-
tation output. It consists of three components: Multi-Head Self-Attention, FFN, Layer
Normalization and Residual Connections. Multi-Head Self-Attention captures relationships
within the integrated feature representation. FFN processes the features further to refine the
segmentation boundaries. Layer Normalization and Residual Connections stabilizes training

and enhances model performance.

e Segmentation Head: The refined features are passed through the segmentation head to
generate the final segmentation masks segmenting the target objects in the image. The
segmentation head consists of convolutional layers followed by upsampling operations to

produce masks that matches the resolution of the input image.
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Figure 6.11: SAM simplifyed architecture (source)

6.3 CLIP-DINO-SAM

The combination of the above mentioned models consists of 4 major stages: Setup, Creation

of bounding boxes, Image segmentation and Final classification of masks.
e Setup: Image, text descriptions and text prompts (classes) are provided to the system

e Creation of bounding boxes: The text prompts and the original image are sent to
Grounded DINO which uses them to generate bounding boxes around the regions that

match the text descriptions.

e Image segmentation: The bounding boxes generated by DINO are used as prompts for
SAM. Then it produces segmentation masks for the regions corresponding to text descrip-

tions

e Final classification of masks: CLIP here is used for classification of text prompts. Text
prompts and segmented regions from SAM are provided to CLIP. Then based on the simi-
larity between the segmented regions embeddings and the classification prompt embeddings

CLIP assigns a label to each segmented region along with a confidence score.

Then the final image with segmentation masks is saved and the zero-shot segmentation based on

text description is finished.

6.4 Model tuning

The final version of the text prompts (classes) needed for segmentation are nine classes:
Hair, Ears, Eyes, Eyebrows, Glasses, Nose, Mouth, Neck and Face (every other face region all
together without those already mentioned) with corresponding text descriptions of each class -

these are all necessary classes covering the whole face.
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Figure 6.12: Classes and corresponding mask colors

The raw combines module|9] showed miserable results.

(a) original image (b) segmented image

Figure 6.13: Comparison of CLIP functionalities

Here the regions of hair and eyebrows are labeled as neck, neck is labeled as mouth and
labels for hair and eyebrows are missing. This is an inferior situation for our task as classes are

labeled wrong and the further analysis will go wrong as well.
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Explanation:

When CLIP-DINO-SAM model gets many text descriptions (classes) CLIP performance
of classification of the segmented areas reduces. In our situation DINO processes multiple text
prompts and produces multiple bounding boxes for SAM, then the latter creates segmentation
masks and CLIP receives multiple text descriptions and multiple images (segmented areas) and
has to find the corresponding ones. CLIP does not get the initial image so it does not know the
context of each segmented area and gets many distracting images (for each text prompt it receives
all the areas but most of them do not belong to this particular class) so CLIP can easily get

confused and label the masks wrong.

Problem fix:

The segmentation process was changed: now the whole model receives each text prompt
sequentially getting only one text prompt at iteration. Hence DINO makes less bounding boxes
and almost all of them correspond to the prompt, SAM creates masks and then CLIP only has to
choose correct segmented areas for the prompt from a smaller batch with far less distractors.

This way the performance of the model was significantly increased.

1

(a) original image (b) segmented image

Figure 6.14: Comparison of CLIP functionalities

The Figure 6.14 represents the sample result of the final version of segmentation and it

looks much better than with raw model.
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7 Combination of Segmentation and LRP

Implemented by Mikhail Zarembo

7.1 Idea

After an image is classified it can be further analyzed using Layer-wise Relevance Propa-
gation (LRP) methods (see Section 5.2). Generally it highlights the regions of the image that the
model focuses on this information alone is often not sufficient, especially when dealing with large
datasets used in deep fake classification. Manually inspecting each image is not practical hence the
process needs to be automated. This is where Segmentation (see Section 6) comes into play. The
combination of LRP with Segmentation helps to identify and label the specific regions of interest
that the classification model considers. In other words the combination module can automatically
classify a what region of face does the classification model looks the most at a particular image.

This way the analysis of generated images will become automated and simple process.

7.2 Implementation

The module combining LRP and Segmentation aims to map the LRP heat-map to each
segmented mask. So the output of the combined module will show the percent of pixels in the
LRP heat-map that correspond to each facial region (class). The segmentation module generates
not only the final segmentation mask but also individual masks for each class. This allows the

combination of LRP and Segmentation to be executed as a two-step recursive algorithm.

e Dimension match: The LRP heat-map and segmentation mask are resized to match the

dimension of the original image.

e Combining process: New segmentation mask (with matched dimensions) is converted
to binary mask, then it is multiplied bitwise by the LRP image and then non-zero pixels
are counted, this way every pixel that belongs both to LRP and the segmentation mask (a

particular class) is counted and the number is saved.

Example of implementation

First image is processed by the LRP algorithms (Epsilon Rule implementation see Sec-
tion 5.2) and then segmentation masks are created Figure 77

Then the combination process begins and the results are represented in a class-wise bar

chart with percentages Figure 7.2
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(a) Original image (b) Segmentation masks (c) LRP image

Figure 7.1: Sample implementation
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Figure 7.2: Result of combination of sample image

The sample result shows that the classification model pays more than 90% of attention to
the face and hair of the generated person in the image. A person inspecting image will never get

such percise results so the advantage and usefullness of the combination module is undeniable
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The module combining LRP and Segmentation processed a thousand images from the
generated dataset made by our colleagues (see Section 8). The results (Figure 7.3) showed that
almost 80% of attention of the classification model for all pictures is located at two classes: face

and hair.
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Figure 7.3: Result of combination of LRP and Semgentation for generated dataset
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8 Image Generation

Generating new images is another important part of our research as it helps not only to
make samples larger but also to make them more diverse as different generative models create
images in unique ways which can be important for the model. To make this we have chosen GAN

models and we have tried several versions of them.

8.1 GAN Model

Generative adversarial network is a class of generative models that consists of two parts:
generator and discriminator. It can be said that these two parts try to compete with each other as
the generator tries to create a new image that will not look like the image from the sample and the
discriminator tries to make the new image the same as from the sample. This is why the model
needs to learn how to create new images that will save the logic from the sample. Discriminator
in simple GAN can be described as a classifier as it evaluates the quality of the generated image.
The same generator tries to understand how to map noise into images. For that it is trained to
convert image to noise and conversely. Important thing to note is that such generative models

have two losses for both parts and that is why training can be harder.

8.2 Deep Convolutional GAN (DCGAN)

More complex form of the GAN that was implemented. The difference between GAN and
DCGAN is in the structure of the discriminator as in that case it could be CNN model that can

better work with unstructured data as image. Thus the quality of the classifier is increased

8.3 Wasserstein GAN (WGAN) with gradient penalty

WGAN is another architecture of GAN that was also implemented. Instead of using the
binary cross-entropy loss used in standard GANs, WGAN uses the Earth Mover’s distance (also
known as the Wasserstein distance) to measure the difference between the model distribution
and the target distribution. This distance provides a more effective gradient which helps in
stabilizing the training. Also, it subtracts gradient penalty to the loss function making some sort

of regularization.

Due to lack of computational resources, it was decided to look at other alternatives such

as StyleGAN that is more popular than the previous two and give much better quality.
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Figure 8.1: DCGAN Generation

8.4 Style GAN

Style GAN is more sophisticated model from GAN family and is highlighted for its ability
to generate high-quality synthetic images of human faces. Style GAN uses a technique called
progressive training of generative adversarial networks. The model starts out training on low-res
images and then gradually increases the image resolution as it learns. This helps to make the
learning process more stable from the start and improves the quality of the images it generates.
Also Style GAN uses innovative normalization techniques, including adaptive instance normal-
ization at each level of the generator. These methods help to stabilize the color and style of
the generated images throughout the learning process which eventually helped to create a proper
model for face generating task. Although our team faced the same problem with lack of computa-
tion resources, our work use pretrained Style GAN for deep fake generation that helped to enlarge

training sample.
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Figure 8.3: Style GAN Generation

8.5 Combining ResNet and Style GAN

At this stage we have a good classification model and a good model for generation. That
is why we decided to make them even better by combining and training them simultaneously by
putting pretrained ResNet34 on our large dataset as a discriminator. Thus we managed to make
a model that takes real images, generates fake and then produces binary classification. This helps
us to make a more stable classifier (as after training on a large data set model managed worse on
the new generated images and only after 20 epochs with the new method model managed to reach

accuracy of 98% which is less then it was initially but on a wider range of images.
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9 Conclusion

The result of the project consists of three parts: classification, interpretation and segmen-
tation modules. Classification module’s main purpose is utilizing Computer Vision methods to
distinguish real material from the fake one. The final version of this method provides classification
with accuracy of 98%, which can be considered as a high result. After the classification model
was developed, it became useful to interpret the findings to look for the improvement options.
Applying different interpretation techniques resulted in many ways to visualize the work of the
classification model, which gave additional knowledge about its attention zones. This informa-
tion is then used to run segmentation algorithms to gather human-readable statistics on a whole
dataset.

The main goals, which were stated in the Introduction, such as classification accuracy, ease
of use and capabilities of being integrated into existing products and solutions are achieved in the
resulting solution. The research and the work can be classified as done, achieving all its goals and

providing its findings that can be useful in social, economic, media and political areas of life.
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