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@ Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma Llenn v 3agayun

Llenb paboTbl:

[MpoekTnpoBaHne apxXmTekTypbl B3anMoaencTemns nnatdopmbl 1 paspadoTtka
NHAPACTPYKTYPHOIO peLleHNs ¢ BO3MOXXHOCTbIO DbICTPON MHTEerpaumm HOBbIX
CEepBUCOB.

OCHOBHbIe 3aaa4u:

CraHgapTmnsaums KOHTPaKTOB B3aMMOAENCTBUS 3N1EMEHTOB NnaTdopMbl
MpenocTaBneHne eanHOro peLLeHns aAns KOHTPONs AOCTYNOB BHYTPW NnaTtdopMbl
PaspaboTka NpoayKTOBbIX peLLEHN AN KOMMYHUKALMK C NOnb3oBaTensamMm nnatgopmbl
PaspaboTka cepBuca 0T3bIBOB Ha yCryru nnatopmbl

dopmnpoBaHue yaobHoN NHPPACTPYKTYpPbI ANS paspaboTynkoB nraTopmsbl




@ Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma ApxutekTtypa nnatpopmbl

[1IpoekTupoBaHne NNaTtPopMbl UNN NoYEMY
Mbl BblOpann MUKpOCEPBUCHI

MONOLITH MICROSERVICES
ARCHITECTURE ARCHITECTURE

User User
interface interface

Business Data / / \ \

: Access
Logic Layer

Data Base Data Base Data Base Data Base Data Base
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[11t0Cbl MOHONMUTHOW apPXUTEKTYPbI

MONOLITH
ARCHITECTURE

[MpocToTa paspaboTku

User

Yno6cTBO TECTUPOBAHUS interface

Data
Access
Layer

MoHUTOPWHT :
Business
Logic

TpaH3akuyum
JlerkoBecHasa vH(pacTpyKTypa

Data Base




0

MWHYCbl MOHONMUTHON apXUTEKTYpPbI

Ol «lMporpaMmmHas uHxeHepusa»

OTcyTcTBME TMBKOCTH

CnoXHOCTb NogaepXKn

O6pasoBaTenbHas nnatdopma

OpHOPOAHOCTL MacLITabnpoBaHUS

[MOHWXEeHHas 0TKa30yCTOMYMBOCTb

ApxutekTtypa nnatpopmbl

‘ 5

MONOLITH
ARCHITECTURE

User
interface

Data
Access
Layer

Busin_ess
Logic

Data Base




@ Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma ApxutekTtypa nnatpopmbl

[11t0Cbl MMKPOCEPBUCHOW apXUTEKTYPbI

MICROSERVICES
ARCHITECTURE

[MOKOCTL B BbIDOpE TEXHOMOrNi

User
HesaBncumas paspaboTtka interface

[loBbILEHHAs 0TKa30yCTOMYMBOCTb / / \ \

[Mpon3BOAUTENBHOCTb

MacLwtabupyemocTb

Data Base Data Base Data Base Data Base
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MWHYCbl MUKPOCEPBUCHOU apXUTEKTYPbI

MICROSERVICES
ARCHITECTURE

CrOXXHOCTb CMHXPOHM3aLNN
~ User
CnoXHOCTb TECTUPOBAHUS B interface

[oBbILLEHHbIE 3aTpaThl Ha Xeneso / / \ \

[lononHuTenbHblEe 3aTpaTtbl HA MHPPACTPYKTYpPY

Data Base Data Base Data Base Data Base




Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma ApxutekTtypa nnatpopmbl

[Tony4yeHHaqa apxuTtekTypa nnatgopmsbl

System Context Diagram for
Education Platform

Course User - BblnonHeHo MoxosbiM Cepreem

frrsen e

A user that using site,
with courses.
S
request
to system

payment
webhook
request

API Gateway
[Software System]

Proxy internal traffic +
takes roll of SSO .

[Software System]

Identity and session 5 e
provider, corporate and e”f'ca_t"’ Notifier
service roles emails [Software System] Telegam bot
message
stification [Software System]
! SMTP, push and telegram Chat management.
notifications.

A

performs requests

Feedback :

[Software System] 1

Comment creation and info. : [Software System]
account financq;aymenlt checks

information ! e-payment service.
\

Attendance and content
notifications

\
Register
comment section

\J

Courses Finances Payments
[Software System] Course registration and [Software System] | _Payment [Software System]
Domain for courses. purcdse __Product and finance creation ™
purchase information management. Service that performs

webhook payments.
event
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KoHuenuua szanmogenctemsa Gateway v
IDM

SSO and Gateway
4 )

Postgres
Gateway - NIerKkOBeCHoe pelleHne anga sanmgauum u g

oboralleHunst Bxogdawmx 3anpocoB. EgnHasa Touka Bxoga B
aKocuctemy nnatgopmbl

SN

Gateway rapaHTupyeT nepegayvyy MHOPaACTPYKTYPHbIX AAHHbIX
BCEM y4YaCTHUKaM nnatgopmbl

Gateway obecrneymBaeT ObICTPYHO UHTErPaLUO HOBbIX CEPBUCOB

IDM - rmaBHbIV UCTOYHUK MHJOOpPMAaLMKM O Nosib3oBaTenax u ux
OO0CTyrnax BHYTpW nnatgopmebl

IDM npepocTtaBnseT nHrepenc ayteHTndomnkaumm n genernpyet
npouecc asTopusauum Gateway




@ Ol «[NporpammHas MHxXeHepusi» O6pasoBaTenbHasa nnardopma YcrponcTteo pabotel Gateway

KoHdourypaumna oCTynoB K cepBmcam B
(:;EatEB\A/Ei}/ - name: "idm"

host: "http://localhost:5758"

rouvtes:
Gateway no3BonseT ¢ nerkocTbio 06aBUTbL HOBLIN CEPBUC B - pattern: "A/auth/.*"

NHPACTPYKTYpy nnatdopmsbl. And nameHeHns OOCTYMNOB K required-roles: [ ]
BaLLEMY pPeCcypcy AOCTaTOYHO N3MEHUTb doann KoHUrypauum - pattern: "~/account/.x*"
required-roles:
- "PLATFORM_USER"
- pattern: "~/admin/account/.x"
required-roles:
- "IDM_ADMIN"
- name: "notifications"
host: "http://localhost:8478"
routes:
- pattern: "A/platform-notification/.x"
required-roles:
- "PLATFORM_USER"




Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma YctponcTteo paboTbl Gateway

Yctpoucteo pabotel Gateway. Insecure 3anpochbl

AP pass insecure

{{BASE_URL}}/api/gateway/insecure/pass

Params Authorization Headers (9) Body e Pre-request Script Tests Settings

Insecure Request

form-data x-www-form-urlencoded O raw binary GraphQL  JSON

~a

"resource": "idm",
"route": "/auth/log-in",

"method":  "POST", / \

"body": {
"email": "foxleren@yandex.ru",

"password": "qwerty" Platform
Gateway
Resource

- 4 \ 4

1
2
3
4
5
6
7
8
9

e

Body Cookies (1) Headers (3) Test Results @ Status: 200 OK Time: 108 ms Size: 312 B

Pretty Raw Preview Visualize JSON v =)

"status": 200,
"body": {
"accessToken": "eyJhbGciO0iJIUzIINiJ9.
eyJzdWIi0iImb3hsZXJ1bkB5YW5kZXgucnUiLCIpYXQi0jE3MTI40DKkOMTcsImV4AcCI6OMTcxMjk3NTgXN30.
CKS70DIFVnbzZ6qYHbeF5Q60Dp6nQ7dxLnuM_xiQ9EHQ"




Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma YctponcTteo paboTbl Gateway

Yctpouncteo pabotel Gateway. Secure 3anpochl

==
HITP pass secure

{{BASE_URL}}/api/gateway/secure/pass / \

Params Authorization Headers (9) Body e Pre-request Script Tests Settings

Secure Request

Postgres

form-data x-www-form-urlencoded © raw binary GraphQL JSON v

"access_token": "eyJhbGci0iJIUzIINiJ9. \ ~— —

eyJzdWIi0iJImb3hsZXJ1bkB5YW5kZXgucnUiLCIpYXQi0jE3MTIANZc3NjYsImV4AcCI6MTcxMjk2NDE2NNO.
wcalOmYuOewXIOANJEo2gFpIMCCE6hdSOcttpkwmoyY",
"resource": "notifications",
"route": "/platform-notification/list?recieverUuid=149f9551-c7h3-4716-badl-9affdaf5e7b0",
"method": "GET",
"body": {3}

Body Cookies (1) Headers (3) Test Results @ Status: 200 OK Time: 7 ms Size: 1.5 KB

Pretty Raw Preview Visualize

4 4 )

coeayte | Platform

~a

"status": 200,

{
"checked": true, Resource
"checkedAt": "2024-03-25T01:20:49.935619",

"createdAt": "2024-03-25T01:03:12.462974",

"message": "3To TecToBOe yBepomneHue",

"receiverUuid": "149f9551-c7b3-4716-badl-9affdaf5e7b0",
"sendexrUuid": "149f9551-c7b3-4716-bhadl-9affdaf5e7b0",
"uuid": "35dfbc77-abab-4c42-abh29-28648b29f7cf"

O 00 0N WN P

B R
N P o
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EanHbiv doopmart 3anpocoB Ha nnatdopme

Gateway BbINONHSAET BHYTPEHHME 3anpoChkl K pecypcamM npeaBapuTensHO, NPOCTaBMB CUCTEMHBIE 3aroflOBKMU.
JTrobon cepBnC BHYTPU MHPPACTPYKTYPLI rapaHTUPOBaAHHO NOMyYnUT cBeaeHnsa ob aBTope 3anpoca

CuctemHble headers:

Xor-Authorization cogepXxuT ctatyc aBTopusaunm
BXOAsLLEro 3anpoca

Xor-Account-Uuid cogepxuT uuid akkayHTa nnatgopmbl
Xor-Account-Email cogepxunt email akkayHTa nnargopmbl
Xor-Account-Roles cogepXuTt ponu, BbldaHHble Ha akkayHT




@ Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma YctponcTteo pabotsl Notifications

Cepsuc Notifications

[MpeoocTtaBnaeT oyHKUMOHAs OTNpaBKn yBe4OMITIEHMI MONbL3oBaATESNIAM
nnatgopmbl pasnuyHbiMu cnocobamun. Takke peanusyet B cebe cepBuC
nyL-yBegOMIeHUN Ha nnatgopme

OTtnpaBka nMcbMa Ha NOYTOBbLIV agpec
OTtnpaBka nyL-yBegoMrieHns Ha nnatdopmy
OTtnpaBka coobueHna B Telegram

4 )

Telegram

Postgres

Notifications

. 4

S

Postgres

N
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Peannsauna Outbox nattepHa B Notifications

Cepsuc Notifications BbINONHAET pe3epBHOE KONMPOBaHME BCEX
NOSTyYEeHHbIX 3anpoCOB Ha YBELOMSIEHME U PEryNIAPHO NbITAeTCHa OTNPaBuUTb
yBeJOMJIEHUS B Cllydae HedoCTYNHOCTU CepPBUCOB-MapTHEPOB

[ Database ]’

=

Outbox message
processor broker




Ol «[NporpammHas MHxXeHepusi» Ob6pa3soBaTenbHas nnatgopma MpencTtasneHve gaHHbIX B B[

[1lpenctaBnenne gaHHbIX B b1

[l account
1 email
) password_hash
] active boolear
(Il first_name
[IJ 1ast_name
(] telegram_username varchar

varchar

varchar

% uuid uuid

cre:e d_by_uuid.uuin

fff role
varchar

I name
5 created_by_uuid uuid

(il feedback_resource

varchar

T name

'] description varchar
] created_by_uuid  uuid
) created_at  timestamp
] active

15 uuid uuid
resource_uuid .uuidT

ffif feedback_item
s resource_uuid  uuid
) created_by_uuid uuid

) created_at timestamp

{ifl telegram_chat

(] title varchar

[l telegram_user

7] username varchar

(1] invite_link varchar

id

chat_id:id

bigint

bigint

Teid

user_id .izﬂ
(_

[l telegram_chat_user

50 chat_id
%o user_id

account_uuid: uuid
] created_at

115 uuid

role_uuid :uuig

[fil account_role

) active boolean
[%¢ account_uuid uuid

%3 role_uuid uuid

{ifl platform_notification

| sender_uuid
] receiver_uuid
) message varchar
] checked
1] created_at
() checked_at timestamp

15 uuid uuid

boolean

time

] active boo

time T text
lean [T rating

uuid ] active

5 uuid

[l email_notification

) sender_uuid uuid
' sender_email varchar
T receiver_email varchar
1] subject varchar
) body

] created_at

varchar
timestamp

1% uuid uuid

varchar

inte

uuid

ff telegram_notification

) sender_uuid uuid
] sender_email varchar
I message varchar
timestamp

] created_at

7% uuid uuid

[ notification_outbox

[ receiver_uuid uuid
I message
T sent

s notification_uuid ~ uuid

varchar

boolean




@ Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma

v oidm
[loctynHoe Api v BJauth

> POST register
v  bot 9

> POST |og-in
> POST send-message

v [ account
> POST block

>  GET list
v feedback
>  PUT reset-password

3 resource
>  PUT update-info

> GET list
v [ admin/role

Bl sldts GET list

> POST create
POST create

>  PUT update-info PUT set-active

>  PUT set-active POST assign role
B item POST revoke
>  GET list PUT set-active
> POST create v [ admin/account
>  PUT update-info PUT update-password

>  PUT set-active GET get roles

HoctynHoe Api

v notifications

>

>

>

3 platform-notification
GET list

POST create
PUT check

3 email-notification
GET list

POST create

3 telegram-notification

POST create

v sage

v

>

>

3 gateway

POST pass secure

POST pass insecure
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OHUTOPUHT

9

=— Home > Dashboards

xority_idm_verify_request_500 (increase)

20000

15000

02:55
e= Im e= 5m == 1h

xority_pass_secure_resource_request_200 (increase)

12500
10000
7500
5000

2500

/*,L.
.
0 —eooo R I .\o—.—o—.—.—.

02:55
== Im e= 5m e= 1h

MoHuTOpUHT

i+ Add v

xority_idm_verify_request_500 (rate)

e= Im e= 5m == 1h

xority_pass_secure_resource_request_200 (rate)

poo o o000 g

\ A —o—0—9
e osooseocioegdee
0 —sottceoseosoe <

02:55 03:00
== Im e= 5m == 1h

B e
03:05




@ Or «[MporpaMmmMHas nHxeHepusi» O6pasoBaTenbHas nnatgopma Wcnonbayemble TexHonorum

icnon b3yeMbl€ TEXHOJ10IMA

Gateway: Golang. Bsanmopgeincteue no http n grpc
IDM: Java. B3anmopgewncteue no http n grpc
Notifications, Feedback: Java

Java

Bot: Pyth
oLy "GRPC'; 15 Grafana

O

PostgreSQL Prometheus




@ Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma 3apaumn: O6Lwme GubnmoTtekn

|El,OI'IOJ'IHl/ITeJ'IbHI:>Ie 3aMeYaHn4

[1lpoekTnpoBaHMe CepBUCOB BbINOSTHEHO B Napaaurme
“Unctom apxuTekTypbl”

Kog cooepXxut 3awmTy ot sql MHbeKuum

B IDM pobasneHa nogaepxka jwt TOkeHOB

B MoHopenoantopumn HacTpoeH github ci

HanuncaHbl ckpunTbl Ans c6opku .proto mogenen noa
pa3Hble A3bIKN
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Pesynerarthl

PeannsoBaHa nHMpacTpyKkTypa ans KOHTPOns AOCTYrNOB B CEPBUCHI
nnaTgopmbl

PeannaoBaH eauHbIN cTaHOapT nepegavn gaHHbIX cepBucam
naTopMel

[Tpouecc nHterpaymm HOBOro cepBuca 3aHMMaeT MUHUMATIbHOE
BpemM4

Peanu3oBaHbl NPOAYKTOBbIE CEPBUCHI AN YBEAOMITEHUN
Nofib30BaTeNien N OCTaBIIEHUA OT3bIBOB Ha YCIyru

PeannsoBaHa MHMpacTpyKTypa B peno3mtopumn ansa cOopokK NpoeKkToB
N nx obpason




@ Ol «lMporpaMmmHas uHxeHepusa» O6pasoBaTenbHas nnatgopma MnaHbl

[lnaHbl Ha byayulee

MNepenTn Ha ncnonb3oBanHue k8s. [1o6aBUTb NOAAEPIKKY
Vault

Pacwunputb ¢pyHKumMoHan Gateway u IDM. MNokpbITb
TecTaMun U MeTpUKaMum KpuTu4eckune y4acTku Kkoga

HanucaTb MH$ppacTpyKTypy ANs Aennos Ha
CTOPOHHME cepBepbI




[lemoHcTpauung




Cnacubo 3a BHumMmaHue!

C pagocTbio OTBEYY Ha BaLLM BOMNPOCHI!



